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Abstract - Security in wireless sensor network can be 
achieve by symmetric key encryption with minimum cost. 
The symmetric key encryption technique requires agreeing 
on one common secret key among two parties. Therefore it 
is essential to have a common key among sensor nodes. The 
key predistribution solves the purpose by assigning secret 
keys among sensor nodes. Due to high chance of physical 
capture of sensor nodes and lack of prior information of 
configuration after deployment makes key predistribution 
more challenging. Several key predistribution schemes 
have been proposed. In this paper we try to discuss the 
basics of key predistribution scheme and analyze different 
schemes proposed by researchers, along with some 
experimental results. Also we have discussed the 
properties need to be fulfilled for an efficient scheme.  

Keywords: Sensor Network; KPS; Security; Connectivity; 
Resilience. 

1. INTRODUCTION 

The main objective of a WSN is to collect sensitive 
information from the physical world where human cannot 
survive. These networks of tiny devices can operate in any 
locations where wired network is possible. The wireless 
sensor networks are deployed to sense, process and 
distribute information of some target physical 
environments. Deployment strategy may dependent to the 
location of each sensor node or may be independent of the 
location. The deployment environment can be a controlled 
one or an uncontrolled. Security of sensor nodes is highly 
important when deployed in an uncontrolled environment 
as there may be high chance of node compromise by 
adversary.   

2. KEY DISTRIBUTION SCHEMES FOUNDATIONS 

The fundamental model for security for sensor network 

with Key Predistribution Schemes can be devided into four 

phases, namely 

 i)  Key Predistribution phase 
 ii)  Sensor Deployment phase 
 iii)  Shared Key Discovery phase 
 iv)  Pairwise Key Establishment phase 

 i) Key Predistribution phase: A centralized server is 
responsible for determining the keys to be preloaded into 
the sensor nodes. It first generates a large set of keys called 
key pool. From this set, keys are loaded to the sensor nodes 
based on some algorithm such that with minimum number 
of keys high connectivity can be achieved. With the set of 
keys loaded into the sensor nodes forms a key chain or key 
ring. 

ii)  Sensor Deployment phase: After keys are loaded to the 
sensor nodes these nodes are ready to deploy in target 
area. Number of sensors within the communication range 
(n') is usually much smaller than the deployed nodes (N). 
Therefore, it is obvious that storing a common key which is 
not in communication range may lead to unnecessary 
storage for the sensor nodes. 

iii) Shared Key Discovery phase: If a sensor node wants to 
communicate to other sensor node within its 
communication range, then they look up into their key 
chain for the preloaded common secret key. This phase is 
called a shared key discovery phase. 

iv) Pair-wise Key Establishment phase: After discovering a 
shared key secure communication can progress with 
successive symmetric key encryption process. On the other 
hand if a node does have a pair-wise key with a destination 
node, the sensor node has to find a key path to setup their 
pair-wise key for secure communication with some routing 
mechanism. 

3. EXISTING KEY DISTRIBUTION SCHEMES 

Here we will discuss in details the various key 
predistribution schemes. Starting with a random key 
predistribution scheme proposed by Eschenauer and Gligor 
in 2002 a numerous number of schemes have been 
invented there after. Some of the location independent KPS 
is listed in the table-1. The schemes are said to be location 
independent in the sense that no prior information is available 
regarding location/coordinates of the sensor nodes prior to 
deployment. 
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Table 1: Location Independent KPS 

Sl Schemes Year Authors 
1 Single key scheme - - 
2 Fully pairwise key scheme - - 
3 Blom’s method 1984 R Blom 

4 Method by Blundo et al.  1993 
C. Blundo et. 
al. 

5 Eschenauer and Gligor’s method  2002 
L Eschenauer 
et. al. 

6 q‐Composite scheme  2003 H Chan et. al. 

7 
Multiple space key pre‐distribution 
scheme  

2003 Du W et. al. 

8 
Polynomial pool‐based key pre‐
distribution scheme 

2003 Liu D et. al. 

9 
Pseudo‐random function‐based key pre‐
distribution scheme 

2004 
Pietro RD et. 
al. 

10 
Combinatorial design‐based key pre‐
distribution scheme (BIBD‐based method) 

2004 S. A. Camtepe 

11 
PIKE: Peer Intermediaries for Key 
Establishment 

2005 H Chan et. al. 

12 
Expander graph‐based key pre‐
distribution scheme 

2006 
S. A. Camtepe 
et. al. 

13 
Combinatorial design‐based key pre‐
distribution scheme (hybrid design‐based 
method) 

2007 
S. A. Camtepe 
et. al. 

14 
Random assignment set selection key pre‐
distribution scheme 

2007 Tague P et. al. 

15 BABEL key pre‐distribution scheme  2007 Deng J et. al. 

16 
Random perturbation‐based key 
establishment scheme 

2007 Zhang W et. al. 

17 Non-interactive key establishment scheme 2010 Yu C‐M et. al. 

4. DISCUSSIONS AND EXPERIMENTS 

Here, some of these schemes have been discussed with 
experimental results: 

1. Single Key Predistribution Scheme [2]: It is a straight 
forward method of key predistribution scheme, where a 
single key is shared among all nodes. Therefore it is highly 
vulnerable to attacked. One node compromise will affect 
the entire network. 

 

Fig -1: Single Key Predistribution 

Figure 1 shows the comm. graph in Single Key 
Predistribution Scheme. In this approach a common key K 
is preloaded in all the sensor nodes. Any node can use the 
key to transmit information using the same secret key K, 
which can be shown using an incidence graph, as shown in 
figure 2. 

 

Fig - 2: Incidence Graph- Single Key Predistribution 

Although the scheme is highly resource efficient, it has 
lowest resilience and may collapsed the network on single 
node capture. 

2. Fully Pairwise Key Predistribution Scheme [2,11]: In fully 
pairwise key predistribution scheme, for each sensor node 
n-1 keys are preloaded. Each key corresponds to key share 
with other nodes. 

 
Fig - 3: Fully Pairwise Key Predistribution Scheme 

Figure 3, shows key share among nodes and in figure 4 the 
respective incidence graph is shown. 

 

Fig - 4: Incidence Graph- Fully Pairwise Key Predistribution 
Scheme 

3. Eschenauer and Gligor’s Scheme [1, 2]: This is a type of 
randomly allocate key from a large set of keys to form the 
key chain.  

For example, let total number of sensor nodes be N=10 and  
key pool set P = {1,2,3,4,5,6,7,8,9,10} and the key chain size 
is k = 3.  The formation of key chain after random 
distribution can be seen as given in table -2. 

Table 2: Key Ring  
 

Node Key Ring Node Key Ring 
N#1 {1,7,7} N#6 {1,2,9} 
N#2 {2,2,5} N#7 {9,4,9} 
N#3 {2,5,5} N#8 {10,5,6} 
N#4 {1,1,10} N#9 {8,5,6} 
N#5 {8,8,8} N#10 {3,4,3} 
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Fig -5: Key graph in the with 10 nodes 

Table 3: Results: a) Number of nodes (n) b) Key Ring size 
(k) c) Probability     d) Maximum Hop e) Average Hop f) 

fail1 g) fail2 

 
(a) (b) (c) (d) (e) (f) (g) 
10 3 1.0000 1 1.000 0.300 0.510 
20 3 0.7421 2 1.258 0.150 0.277 
30 4 0.9211 2 1.079 0.200 0.360 
40 6 0.9247 2 1.025 0.120 0.225 
50 10 0.9394 2 1.001 0.100 0.190 
60 10 0.9497 2 1.000 0.010 0.019 
70 20 0.9954 3 1.000 0.020 0.039 

4. Combinatorial design based Key Predistribution Scheme 
[9]: Combinatorial design technique can be used for key 
distribution for their special property of symmetricity. 

For example a BIBD (7,7,3,3,1) is type of symmetric design 
which indicates,      elements,     blocks, each block 
contains     elements and each elements in     blocks 
and each pair of blocks has     common elements.  This 
arrangement can  be used for key distribution. 

   

Fig -6: (a) BIBD (7,3,1) Key graph   

 

Fig -6: (b) Incidence graph 

5. Expander Graph based Key Predistribution Scheme: A 
Ramanujan graph      is a graph with number of nodes 

      and the degree of the graph k    , where both 
s and t are prime congruent to       . Figure 7 shows a 
key graph with the use of       Ramanujan graph where self 
loops and multiple edeges are deleted. 

 
Fig -7: Expander graph X 5, 17  

5. ANALYSIS OF THE KPS 

A. Connectivity: 

Figure 8 shows plot of connectivity probability that is 
having a common key between any two randomly chosen 
nodes in various schemes discussed above using a key 
chain of size 3. As the network size increases the 
probability of immediate key share decreases in every 
scheme. 

  

Fig -8: Plot of Probability Pr1 or Connectivity 

B. Resilience: 

It is essential to minimise the number of nodes affected on 
any node compromised. The fraction of the network that 
can survive is called the resilience of the network and a plot 
for the same is shown in figure 9. As network size increases 
the probability of nodes affected decreases in case in all the 
approaches and therefore resilience of the network 
increases.  
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Fig -9: Plot of Resilience 

5. Conclusion 

The paper gives an overview of key predistribution scheme 
and comparison of various approaches. Combinatorial 
designed based KPS is found to be highly efficient 
compared the other scheme when connectivity is 
concerned. Single key distribution scheme is highly storage 
efficient but it has lowest resilience. Storage requirement in 
pair-wise KPS is very high but it gives perfect resilience to 
the network. Comparison of these method were shown in 
graph. 
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