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Abstract – In this paper, we show another fine-grained two-
variable approval (2FA) get to control system for electronic 
circulated registering organizations. Specifically, in our 
proposed 2FA get to control structure, a property based get to 
control framework is executed with the need of both a 
customer mystery key and a lightweight security gadget. As a 
customer can't get to the structure if they don't hold both, the 
instrument can enhance the security of the system, especially 
in those circumstances where various customers have a similar 
PC for online cloud organizations. In like manner, trademark 
based control in the system too empowers the cloud server to 
confine the entrance to those customers with a similar plan of 
properties while safeguarding customer security, i.e., the cloud 
server just understands that the customer fulfills the required 
predicate, however no piece of information has on the exact 
identity of the customer. Finally, we in like manner finish a 
reenactment to show the practicability of our proposed 2FA 
structure. 
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1.INTRODUCTION 
 

Cloud computing is a host systems that allows 
enterprises to lease, distributed software and other 
resources in internet for services based on demand. As cloud 
is a virtual system it does not depends on machines which 
physically exist or servers. There are more number of cloud 
computing applications such as data management, data 
storage, data sharing etc. The application of cloud is access 
by the end user from the web browser, In remote location 
the user’s data and business software are stored. There is a 
huge benefits for web based cloud systems which contains 
cost reduction, operational efficiency is high, accessibility of 
cloud is easier, expenditure related to capital, flexibility, 
scalability and instant time to market. 
 
The new pattern of cloud gives a countless advantages, 
which are also concerns about privacy and security 
especially in web services. For convenient purpose of client, 
sensitive data’s are stored in cloud and the eligible clients 
will access the cloud for different types of services and 
applications, for any cloud the authentication of user is 
critical. Before accessing the data from the cloud the user 
login first. System traditionally has two problems they are:  

First, traditionally privacy is not achieved for 
password authentication. Though, in cloud computing 
privacy is important feature that must be considered and 
well acknowledge.  

Second, in this computers are commonly share 
among different users, this makes stress-free for hackers to 
learn password login from servers by doing spyware setup.  

Here is one good idea to tackle the first problem that 
is controlled access called attribute based control access, it is 
not authenticate anonymously but also provides control 
access policies for different environment and attribute 
requester. In attribute based control access, every client has 
secret key that given by authority where the client secret key 
is kept inside the computer. Consider the second one which 
is mentioned on web services, where the computer is shared 
among many number of clients especially in big organization. 

Let us take one example, In a college, the computers 
are shared among the many students in computer lab, any 
student can use any computer, they won’t give same 
computer for one student in this case the client secret key is 
stolen by the third party, even if password is set for PC, still 
there a possibility to guess by undetected malware. 

Here two factor authentications are used for 
security. The security device is also a mandatory along with 
the username and password. For logging in to the web based 
services the user has more confidence to share the computer. 
To increase the security level in cloud the two factor 
authentication is used. 
 

1.1 LITERATURE SURVEY 
 
1. D. Boneh et.al [1] ,This paper explains about the concept 

of semi trusted mediator (SEM) which gives security for 
the clients from access of fined grained. It contains 
authentication of legacy system for revocation certificate 
and signature and also includes verification of signature 
and capabilities of decryption. Rather than cancelling the 
users certificate our method cancels ability of user to 
perform operation of cryptographic are decryption and 
generation of signature. The SEM has desired capabilities 
of security and appropriate for medium to small 
organization. 

2. Zhiguo Wan et.al [2] ,This paper includes to outsource 
data in cloud it proposes many number of schemes 
known as attribute based encryption(ABE) but most of 
clients suffer from complex control access policies. To 
overcome from these it proposes hierarchical attribute 
based encryption and for the hierarchical structure it 
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extends policy for cipher text based encryption. The 
hierarchy not only support scalability but also supports 
fined grained access and flexibility. For access it achieves 
several value assignments which deals with user 
revocation than current schemes. The security of HASBE 
is depend upon security of CP-ABE. 

3. J. Bethencourt et.al[3] ,This paper present the Cipher text-
Policy Attribute-Based Encryption for access control on 
encrypted data that can be saved personal information 
even for the un trusted storage, likewise, method are safe 
against collusion attacks. Policies and encrypted data are 
used to describe about attribute based encryption in user 
keys. The system attribute describe encrypting data and 
workers credentials for governs the policy for data 
decryption. New encrypted control access based on both 
keys and polices where client’s are used to decrypt. 

4. Jinguang Han et.al[4] , This paper proposed a privacy-
preserving decentralized ABE scheme where without any 
cooperation the client independently issues secret key to 
the central authority. In earlier construction, where 
many number of authorities in online and interactively 
setup the system. The decentralized ABE helps in 
reducing cost of communication and collaboration in 
stage of setup. This scheme is used to protect privacy of 
user’s. To fight against the collusion attack where 
different authorities of users secret key tied to identifier 
globally(GID).If there is no central authority, where the 
client can join or leave system freely without necessity of 
reinitializing. Likewise, without any knowledge about 
GID the authority can issues the keys independently to 
clients. 

 
1.2 PROBLEM STATEMENT 

 
Main problem for password systems is 

authentication of password which is not preserving the 
privacy, to avoid such problems 2FA control access is used. 
System traditionally has two problems they are: First, 
traditionally privacy is not achieved for password 
authentication. Though, in cloud computing privacy is 
important feature that must be considered and well 
acknowledge. Second, in this computers are commonly share 
among different users, this makes stress-free for hackers to 
learn password login from servers by doing spyware setup.  
To overcome these problems 2FA control access is 
recognized for not only restrict access to client with similar 
attribute set but also for preserving user secrecy. 

 

2. EXISTING SYSTEM  
 
The cloud computing provides great advantages, web 

based servers gives privacy and security for the cloud 
computing. For sharing purpose the delicate data are stored 
in cloud and qualified users access the data from the cloud for 
different services and applications, verification of client has a 
critical component for any cloud. Before using cloud services 
the user must login in to cloud or accessing the data from the 
cloud. Here it has two problems for password based system. 

Disadvantages of Existing System: 
 

1. The privacy is not maintained in traditional 
password based validation .However, the privacy is 
good acknowledge also it has important features 
that must consider in cloud computing. 

2.  In this computers are commonly share among 
different users, this makes stress-free for hackers to 
learn password login from servers by doing spyware 
setup.  

3. In existing, though PC may be protected by a 
password, still has some possibilities to steal 
password by hidden apps. 

 
PROPOSED SYSTEM 
 

This paper uses lightweight device for security to 
propose fine grained two variable get control for online cloud 
computing. The device has following properties such as. 

 
1) It uses some algorithm for lightweight device known as 
exponentiation and hashing.  
2) It is rang resistant i.e., the information is stored inside the 
cloud that no one can break the information from the cloud 
without permission of user. 
 

Advantages of Proposed System: 
 
1. The protocol gives 2FA security where in first security 

key is required and then security device is required for 
make connection to PC in order to validate the client for 
cloud access. 

2. Protocol provides flexibility to the system which 
supports for fine grained and control access at various 
scenario. 

3. At the same time privacy to be preserved by the client. 
4. The cloud does not knows about the identity of client it 

only knows about process of client and attribute. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
  

Fig -1: Over view of system 
 
The figure 1 shows the architecture of fine grained two factor 
control access .It consists of two process known as 1.client 
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key generation and 2.access authentication process In client 
key generation it consists of two models trustee and 
authority .The trustee issues the secret device and the 
authority issues secret key for the client before using these 
two the cloud as to give the permission to the client ,if the 
client is authorized by the cloud then only client should 
process these to further authentication process. 

In authentication process owner has to validate both 
key and device that is issued by client, that validation is get 
success the client will download the file successfully from the 
cloud .In case, one of them is not validate the client cannot 
access the file from the cloud. 
 

3. CONCLUSIONS 
 

For web-based cloud services a new access control 
system called 2FA is proposed. This system enables cloud 
server to restrict those clients having same set of properties 
for client protection, moreover to give power, cloud server 
have same arrangement which is been recognized by 2FA 
access control system .To those users with similar attribute 
set, cloud server not only restricted the access but also helps 
in privacy which is based on attribute access control system.  
With detail analysis of security the proposed 2FA control 
system achieves all mandatory requirements to meet the 
security where the construction is feasible for performance 
evaluation. 
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