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Abstract - Signature verification is an important topic in
biometric authentication. Signature verification can be either
Offline or Online based on available data in the input. In this
paper, we focus on online signature verification since this
biometric trait is widely used one. The proposed system is
based on two main stages. The first one is a data
preprocessing stage, applied in order to reach high similarity
between signatures coming from different devices. The second
one is feature selection global feature based system and time
function based system are used. For additional we use Z-score
normalization and KNN classifier for better performance.
Equal error rate(EER) has been used as optimization criterion
and the result prove the robustness of proposed system.

Key Words: DTW, Equal error rate, global feature - based
system, KNN classifier, time functions - based system, Z-
score normalization.

1. INTRODUCTION

Signature is widely used for personal identification and
verification. Verification can be either Offline or Online based
on available data in the input. Online systems use dynamic
information of a signature and is captured by data
acquisition devices like pressure-sensitive tablets and
webcam at the time the signature is made. Offline systems
take as input the scanned image of a signature. It is useful for
verification of signatures found on bank checks and
documents. Today, signatures can be captured by multiple
electronic devices such as pen tablets, Personal Digital
Assistants (PDAs), grip pens, smart phones, etc. There are
many challenges in signature verification, one of the main
challengeisrelated to signature variability. The main goal of
this project is to analyze and improve the system
performance in case for online signature verification. This
paper is focused on online Signature verification. There are
many methods for online signature verification. Signature
verification systems differ only in their feature selection
and decision strategy. The on-line signature verification
techniques can be classified into two areas.

1. Features extracted from the visible parts of the signature.
2. Features extracted from invisible parts of the signature.

In this work, for on-line signature verification, there
are two approaches for feature extraction: global features-
based systems and time function based system. Global
features- based systems extract global information from a
signature. global information are signature duration, number
of pen ups, signature bounding box, trajectory length or
average signing speed, etc. time functions- based systems
extract the signature time functions .time functions are X
andY pen coordinates, pressure, acceleration, stroke length
etc.

2. PROPOSED SYSTEM

In the proposed system, build a novel method for signature

verification. It involves the two main procedures: Data
preprocessing and Feature extraction. The first step, data
preprocessing is applied in order to reach high similarity
between signatures coming from different devices. In the
second step, global features based systems and time
functions based systems are used. A total of 100 global
featuresand Mahalanobis distance algorithm are used for the
global features based system and a total of 21 time functions
and DTW algorithm are used for the time functions based
system. For additional, we use Z-score normalization and K
nearest neighbor classifier. Z-score normalization is applied
for feature normalization. Z-score normalization is used to
avoid sampling errors and provide better performance. K
nearest neighbor classifier is used to train the training data
and input data. It provide better performance compared to
existing system.
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Fig 1: Architecture of proposed system

Fig. 1 shows the architecture of the proposed
system. it consists of two stages :data preprocessing and
feature selection. This approach is applied to two common
systems in online signature verification-local and global
systems. A total of 100 global features and Mahalanobis
distance algorithm are used for the global features based
system and a total of 21 time functions and DTW
algorithm are used for the time functions based system for
similarity comparison of signatures. Finally, Sequential
Forward Feature Selection (SFFS) algorithm is used to select
global features-based system with 28 global featuresand time
functions-based system with 7 time functions for all the
comparison cases. This features are normalized by z-score
normalization and output is trained with KNN classifier.

2.1 Online Signature Verification
It consists of the following

¢ Data preprocessing step

*  Feature extraction and selection

¢ The proposed global features-based system (global
system), and time functions-based system (local
system)

* KNearest Nieghbour(KNN) classifier

2.1.1 Data preprocessing

This is the first stage of proposed system. The aim
is to obtain signatures with the same type of
information , time and spatial position standard
formats. To improve the performance of the
system, Z-score normalization based on the mean
and standard deviation was applied to both
systems. It achieved best results compared to
existing system.

2.1.2 Feature extraction and selection

The second stage of system is focused on obtaining
a selection of global features and time functions
(local features). In this paper, a global features-
based systems with a total of 100 features and
time functions-based systems with a 21 time
functions are considered. Due to the low amount
of training data in a signature, Sequential
Forward Feature Selection (SFFS) algorithm is
used to obtain the 28 global features and 7 time
functions which improves the performance of the
system.

2.1.3 Global feature based verification system

The Mahalanobis distance is used to compare the
similarity between a signature and training set of
signatures. Training set of signatures is used to
create user model. User model is defined as,

C=(rX)

where | is a mean of feature vectors extracted
from each signature of user and X is a diagonal
covariance matrix. The matching score is obtained
as

s(xC) = (x-wWT X 1 x-w~

The score s(x, C) is a specific threshold, which is
used to consider the signature is genuine or not.

1/2

2.1.4 Time function based verification system

DTW algorithm is used to compare the similarity
between time functions from each signatures.
Matching scores are obtained as:

score = e D/K

where D represent the minimal accumulated
distance and K represent the number of points
aligned betweentwo signatures.

2.1.5 K-Nearest Neighbour (KNN)classifier

The main goal of this classifier is to classify the
unseen data correctly which is not available in the
training dataset. classifier separates data into
training and testing set. In this paper we use K-
Nearest Neighbour classifier for classification of the
signatures because it is simplest classification
technique. The classification of signatures are based
on votes of its neighbours which represented by k.
K-NN classifies the signature in to a particular class
which has majority of votes. K-NN computes the
distance between feature values of the test signature
and the feature vector values of every training
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signature. The classification data set consists of few
genuine signatures and same number of forged
signatures, which is used to test the trained classifier
and obtain best results.

3. RESULTS

In this paper we built database of about 80 signatures from
about 15 different persons. 5 signatures per person was
used for testing and 2 good signature samples were
collected for signature verification purposes. Two signatures
samples was used to identify forgeries. There are two stages
in our system:

Enrollment phase: The user produces several signatures.
The online signature data captured by PDA or Tablet. Then
this data preprocessed and some features are extracted and
selected. The extracted features used as reference data.

Verification Phase: The test signature given as input for
verification.. The extracted features of test signatures
compared with the reference signature enrolled in data
base.

In order to validate the implemented system, we evaluate
the verification performance system on the remaining 80
users. The EER for the existing and proposed systems are
studied. the proposed system provides an average relative
improvement of 10.0% EER for skilled forgeries and 36.3%
EER for random forgeries. It provide better performance
than existing system.

Skilled forgeries Random Forgeries
No of Trals | Existing | Proposed | Existing Proposed
Sig 1:10 times 8.9 6.5 35 2.1
Sig 2: 15 times 124 103 33 26
Sig 3: 8 times 215 174 10.5 48
Sig 4: 10 times 143 12.1 48 46

Table 1: Validation Result: System Performance in Terms
of EER(%)

4. CONCLUSION

In this work, the main goal was to analyze the challenging
problem of online signature verification. Two main stages
are proposed in this paper. The first stage is a data
preprocessing stage, applied in order to reach high similarity
between signatures coming from different devices. The
second stage is feature selection, global feature based system
and time function based system are used to select the best
features . This proposed system has been successfully
applied to the two main system approaches in on-line
signature verification.

Two different systems are considered in this work: a
global features- based and time functions-based systems.
The performance of the proposed system have provided an

average relative improvement of 38.5% EER and 13.0% EER
respectively for skilled forgeries compared to the existing
systems, whereas the relative improvement for random
forgeries is 58.3% EER and 25.5% EER respectively
compared to the existing systems. K nearest neighbor
classifier and z score normalization are used to provide
better performance than existing system.
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