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Abstract - The global demand for the electrical energy has
increased manifold since its invention with the development of
modern society. The extensive interconnection between the
grids to meet increasing demand &amp; to improve the
efficiency has resulted into complex structure of power system
and its highly dynamic &amp; unpredictable operation. The
dependency on the depleting nonrenewable resources of the
energy for generating electricity have raised the concern for
security &amp; reliability of supply in future. The existing
system suffers from poor power load, security and
infrastructure issues. The author provides a survey and
analysis on DoS attack and their effects on smart grid system
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1. INTRODUCTION

In past decades, the improvement of energy networks has
not been keeping pace with the modern and social
advertisement advancements that definitely increment the
request on power supply. For instance, measurements [1]
demonstrated that from 1950 to 2008, vitality generation
and utilization in the US in- wrinkle roughly two and three
times, individually. Smart grid advances bring the chance to
improve existing force matrix foundations (i.e., electrical
cables, electrical substations, organize control rooms) by
enhancing constant appraisal of framework conditions. New
computerized gear and gadgets can be deliberately conveyed
to complement existing hardware. Utilizing a mix of
concentrated IT and conveyed insight inside basic
framework control hubs—extending from thermal and
sustainable plant controls to network and distribution utility
servers to urban communities, business and modern
frameworks, and homes—a smart grid can bring
phenomenal productivity and stability to the vitality
framework. In specific, the general population/business
administrations, industry and neighborhoods are the most
requesting zones for electricity in the US in 2008.

The smart grid is more than a foundation for more brilliant
power era, circulation, and utilization. It will positively affect
our current society, with advantages for both individuals and
the aggregate populace. A standout amongst the most
critical, complex, and astute system we have is the "control
framework". This framework comprises of circuits, wires,

towers, transformers, sensors, and links interlinked to
furnish us with continuous power supply. This framework is
predominantly a mechanical framework and has next to no
hardware related with it like sensors and correspondence.
Be that as it may, as innovation has advanced quickly and all
the mostrecent gadgets require power for their operation, it
is essential that we make our present power framework
more dependable and effective. The existing power grid is
operating under stressed condition with minimal safety
margins as the amount of transportation of electrical power
isincreasing at rapid rate without significant addition in the
grid infrastructure. The existing power system is designed to
support centralized generation while its operation is limited
to one-way flow of energy &amp; information and it hasn’t
changed much in decades. Growing complexities due to rapid
connection of ever increasing loads &amp; its variety has
made the system to operate at poor efficiency &amp;
vulnerable to frequent failures &amp; blackout.

The connection of nonlinear loads to the grid is deteriorating
the quality of power by inducing the harmonics in the
supply. Security is no more limited to solution to electricity
theft. With advancement in technology being used in
interconnection of generation, transmission and distributed
system security issues have taken a entirely different form.
As these existing systems need to be operated and controlled
with communication among them for efficient operation of
smart grid, so complex computer network came into
existence. With complex network there came network
attacks in form of cyber security vulnerabilities. These
vulnerabilities can be thrown into the system from public
network from across the globe.

1.1 Different levels of decentralization

The electrical power grid in the European Union depends on
a major number of heterogeneous members; that are
progressively and by each other associated. Each member of
the electrical power lattice manufactures and works its piece
of the system in its own way; and in the meantime they need
to cooperate. So the EU Conceptual Model needs to manage
distinctive levels of decentralization (see Figure 1).
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Fig-1: Different levels of decentralization (CENELEC)

Moreover, the vulnerabilities can be transmitted to any
section of the system and can simultaneously affect many
systems. These threats can send customer off power for
uncertain time period depending on the threat spread into
the network. The issues are reliable access to useful
information, protection from improper information i.e.
harmful information, unauthorized modification or
destruction of valid information and restriction to
accessibility of information to unauthorized individuals. Data
management has also to be looked upon and malicious data
have to be validated. Figure 2 depicted the reference model of
smart grid.

1.2 NIST Smart Meter Framework
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Fig-2: Smart grid reference architecture (NIST Smart
Meter Framework 1.0 Sept 2009)

Asindicated by NIST's theoretical model [3], the Smart Matrix
comprises of seven consistent areas: Bulk Generation,
Transmission, Distribution, Customer, Markets, Service
Supplier and Operations. The initial four elements the two-
way power and data streams. The last three feature data

gathering and power administration in the smart Grid.
Accordingly, comparing with legacy power control
frameworks, the smart Grid will use both wired and wireless
network innovations to give a progressive worldview of
extensive scale, exceptionally conveyed, and various leveled
communication frameworks for vitality conveyance and
administration later on. To guarantee secure and dependable
operation, such a confounded data framework requires a
comprehensive security treatment [8] in light of the
particular components in the Smart Grid.

2. FEATURES OF SMART GRID COMMUNICATION
NETWORKS

[tis apparent that the Smart Grid correspondence network is
like the Internet regarding the many-sided quality what's
more, various leveled structure. The following are the
features of the smart grid:

1. Traffic model: In power systems, notwithstanding, a
lot of movement streams are intermittent [8,9] with
the end goal of reliable screening, for example, crude
information testing in power substations also,
intermittent meter perusing in home-zone systems
[4].

2. Communication model: The end-to-end guideline is
the basis of the Internet with the end goal that it can
bolster peer-to-peer correspondence between any
hub match in the world.

3. Protocol stack: The Internet is built upon the IP
protocol and is moving forward to IPvé. It has been
widely expected that the Smart Grid will use IPv6 [3]
as the major network-layer protocol.

4. Timing requirement. Over the Internet, most IP
traffic is best-effort traffic while the delay-sensitive
traffic has delay requirements of 100-150 ms in
order to support voice-over-IP and multimedia
services [7].

3. SMART GRID SECURITY REQUIREMENTS

The main objective of security is to provide secure and
valid communication over the network. The cyber
security working gathering in the NIST Smart grid
interoperability board has recently released a
comprehensive rule for Smart Grid digital security [10]
based on the CIA triad (see fig3).
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Fig-3: CIA triad

e Availability: Ensuring timely and reliable access to
and use of information is of the most importance
in the Smart Grid.

o Confidentiality: Preserving authorized restrictions
on information access and disclosure is mainly to
protect personal privacy and proprietary
information.

e Integrity: Guarding against improper information
modification or destruction is to ensure
information non-repudiation and authenticity.

The NIST report [10] moreover prescribes particular security
necessities for the Smart Framework, including both digital
security and physical security. In particular, the digital
security part indicates security issues and prerequisites
identified with Smart Grid data what's more, system
frameworks; and the physical security part indicates
necessities relating to physical gear what's more, condition
security and in addition representative and staff security
strategies. The table1 provides the comparison of smart grid
with internet.

Cyber security requirements for the Smart Grid are as
follows:

1. Secure and efficient communication protocols

2. Identification

3. Attack detection and resilience operations

4. Authentication and access control

In communication networks, security attacks can be classified
into two types: selfish misbehaving users and malicious
users. Selfish misbehaving users are those attempting to
obtain more network resources than legitimate users by
violating communication protocols [11]. Accordingly, both
selfish and malicious users pose challenging security
problems to communication networks.

In the Smart Grid, malicious behavior is a more concerned
issue than selfish behavior, as millions of electronic
processing devices are utilized for observing what's more,
control purposes as opposed to giving information
administrations for example, record downloading and
sharing [9].

Table -1: Comparison of security requirements between
smart grid and internet [10]

Security Smart Grid The Internet
Functions Communication
Network
Authentication Strictly enforced Mostly free
and access for all end-to-end
control communication flows without
flows throughout access control
the system
Attack detection | Essential and Mainly for
and widely-deployed critical
countermeasures | everywhere routers and
servers
Security for From MAC-layer to | From
network application-layer network-layer
protocols security to application
layer security
Every node Basic No
cryptographic specification
functions

The author considers malicious attacks are of three types
based on the Smart Grid security objectives, i.e., availability,
integrity and confidentiality. Attacks targeting availability,
also called denial-of service (DoS) attacks, attempt to delay,
block or corrupt the communication in the Smart Grid.
Attacks targeting integrity aim at deliberately and illegally
modifying or disrupting data exchange in the Smart Grid.
Attacks targeting confidentiality intend to acquire
unauthorized information from network resources in the
Smart Grid.

4. DENIAL-OF-SERVICE ATTACKS

Denial of service attack (DoS) attacks servers, networks or
systems with activity keeping in mind the end goal to
overpower the casualty assets and make it troublesome or
inconceivable for authentic clients to utilize them. While an
assault that crashes a server can frequently be managed
effectively by basically rebooting the network, flooding
attacks can be more hard to recover from[15,18]. The DoS
attack can occur in all the layers of network model. The
table2 provides information about layers and the type of
attack on the same.

© 2017,IRJET | ImpactFactor value: 5.181

ISO 9001:2008 Certified Journal | Page 1143



’// International Research Journal of Engineering and Technology (IRJET) e-ISSN: 2395 -0056

JET Volume: 04 Issue: 05 | May -2017

www.irjet.net

p-ISSN: 2395-0072

Table-2: DoS attack on power system [1]

S. No. | Communication layer Attack

1 Application layer

2 Transport/ Network layer | Traffic flooding

3 MAC layer ARP spoofing

4 Physical layer Jamming in substations

Three scenarios are mentioning here for finding out the Dos
attack problems for smart grid, they are:

DoS attack, As IEC 61850 depends on Ethernet and TCP/IP
[21],IEDs in a substation can move toward becoming targets
of DoS attack, for example, movement flooding and TCP SYN
attack. Be that as it may, neighborhood DoS attack propelled
by traded off IEDs are restricted in scale and may notlead to
huge effects on the correspondence execution, since there are
set number (tens) of IEDs in a power substation [13,14]. In
this manner, the risk of vast scale DoS attack that overpower
a substation system is chiefly from the outside of a
substation.

In such manner, the substation PC (the system door of the
substation) turns into the essential target of TCP/IP DoS
attack. Atthe end of the day, substation doors mustauthorize
solid get to control and sifting arrangements for approaching
correspondence streams. In other words, substation
gateways must enforce strong access control and filtering
policies [19] for incoming communication flows.
Furthermore, when wireless technologies are adopted in a
substation, jamming attacks may become a primary security
threat. Therefore, anti-jamming technologies need to be used
to protect wireless communication in substations.

1. The second situation, alluded to as is about observing,
control and security, which are not restricted in
neighborhood. In this procedure, electronic gadget status
and readings in neighborhood can likewise be conveyed
to the SCADA community for incorporated
administration [21]. A traditional server and-customers
correspondence display in a multi-bounce and various
leveled organize, which is like the Internet and sensor
systems. As the SCADA focus fills in as the sink hub to
which information bundles are conveyed, it turns into an
essential focus of dispersed DoS (DDoS) assaults that can
be propelled from different neighborhood. In like
manner, the SCADA focus can use existing DDoS assault
safeguard methodologies to countermeasure potential
DDoS assaults.

2. Information gathering and total in Case 3 is additionally
powerless against DDoS assaults. Moreover, the SCADA
focus may not be the essential focus for this situation;

aggressors can target neighborhood and dispatch
generally little scale DoS assaults to postpone or square
information conveyance from those frameworks. Since
state estimation can be performed as it were at the point
when all information is adequately gathered from
neighborhood frameworks [17,20], such little scale DoS
assaults can come about in fractional inaccessibility of
information tests for state estimation.

5. CONCLUSIONS

Cyber security in the Smart Grid is another zone of research
that has pulled in quickly developing consideration in the
government, industry and the scholarly world. In this paper,
the author provided a complete review of DoS attacks in the
smart Grid. Components of the Smart Grid correspondence
arrange, for example, heterogeneous devices and system
engineering, network devices, delay constraints, adaptability,
what's more, expanded abilities of installed devices, make it
in factillogical to consistently send solid security approaches
everywhere throughout the Smart Grid. The Smart Grid
requires fine-grained security arrangements outlined
particularly for distinct network applications, making cyber
security for the Smart Grid an exceptionally productive and
testing research zone in future.
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