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Abstract - To provide rich media services, multimedia
computing has emerged as a noteworthy technology to
generate, edit, and search media contents, such as images,
graphics, video, audio, and so on. Due to tremendous evolution
in Internet technologies and multimedia, content copying has
become quite effortless. This paper reviews brief literature on
multimedia data security over the cloud and multimedia
content protection in terms of copy detection.
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1. INTRODUCTION

There are a number of data types in use today that can be
characterized as multimedia data types. These are the
elements used for the building blocks of other generalized
multimedia environments, platforms, or integrating tools.

The basic types can be described as follows:

Images: There is great variance in the quality and size of
storage for still images. Digitalized images are sequence of
pixels that represents a region in the user's graphical
display. The space overhead for still images varies on the
basis of resolution, size, complexity, and compression
scheme used to store image. The popular image formats are
jpg, png, bmp, tiff.

Audio: An increasingly popular data type being integrated in
most of applications is Audio. It is quite space intensive. One
minute of sound can take up to 2-3 Mbs of space. Several
techniques are used to compress it in a suitable format. The
popular audio formats are mp3, wma, wav, ogg.

Video: One on the most space consuming multimedia data
type is digitalized video. The digitalized videos are stored as
sequence of frames. Depending upon its resolution and size,
a single frame can consume up to 1 MB. Also, to have a
realistic video playback, the transmission, compression, and
decompression require continuous transfer rate. The
popular video formats are mp4, wmv, mov, avi, flv.

Advancements in multimedia content creation,
recording, processing, its growing popularity and free web
hosting facilities resulted in easy duplication of copyrighted
contents such as images, audio clips and videos.
Illegitimately redistributing such protected content over
Internet causes revenue loss for content owners. Such copies
also consume significant memory on the storage.

2. RELATED WORK

There is a requirement to protect multimedia data of various
types over the cloud, from the point of academic world and
business. Number of studies showing the need of security in
cloud computing especially for the multimedia content
storage and the various proposed techniques to enhance
security. Research is being carried out in this regard from
past decade.

Er.Shilpi Harnal et al.[1] explained about multimedia
supported cloud environment, necessity and challenges in
such an environment for rich multimedia communication
and computation. They did a survey of different multimedia
cloud computing architectures, security and other issues and
possible solutions proposed by various authors.

Wenwu Zhu et.al [2] presented the basic concept
and a novel framework of multimedia cloud computing. They
addressed multimedia cloud computing from two
perspectives which are multimedia-aware cloud and cloud-
aware multimedia.

Chun-Ting Huang [3] conducted a detailed survey on
recent multimedia storage security research activities in
association with cloud computing. They concentrated on
four hot research areas which are data integrity, data
confidentiality, access control, and data manipulation in the
encrypted domain.

Prassanna ] et al.[4] analyzed an innovative
mechanism that technically and systematically logging any
data access stored in the cloud along with well supported
auditing mechanism using Cloud Information Accountability
(CIA) framework. It utilized the homomorphic linear
authenticator (HLA) and stochastic masking to promise that
the third party audit would not be able to discover any
information about the user’s precious data or informational
content stored on the cloud data storage.

Swapnali More et al. [5] proposed a secure and
efficient privacy preserving public auditing scheme. This
auditing scheme makes use of Advanced Encryption
Standard (AES) algorithm for encryption, Secure Hash
Algorithm-2 (SHA-2 )for integrity check and RSA signature
for digital signature calculation.

Amna Qureshi et al. [6] presented a study of media
content protection and its impact on end user privacy. Paper
also discussed about recent proposals of Peer-To-Peer(P2P)
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content distribution system that focus on the mentioned
issue. Moreover, various difficulties and open research
issues are called attention to.

Sonal Guleria et al. [7] presented a novel framework
for access control in cloud to assist the design of security
structure and to decrease the complexity of system design
and implementation. Author proposed a hybrid approach by
combining RSA and Data Encryption Standard (DES)
algorithms to encrypt large multimedia content before
storing on the cloud.

Tamleek Ali et al. [8] presented architecture for the
use of cloud computing for secure distribution of rich
multimedia content as well as documents. Proposed Usage
Control (UCON) model enforced fine-grained continuous
usage control on protected objects residing in the cloud.

A Kahng et al.[9] followed an approach using
Watermarking, where some distinct information called
watermark is implanted in the multimedia content itself.
Content authenticity is verified by searching for the
implanted information. This method required inserting
watermarks in the media before releasing them and
matching after extraction. So this method is notideal for the
content which has been released without watermarks.
Watermarking technique is suitable for distributing media
content on environments using DVDs and not suitable for
ever-growing online videos which would be uploaded to free
hosting sites like YouTube.

Avinash Varna et al.[10] suggested a new
framework named FASHION, standing for Forensic hASH for
informatION for multimedia forensics. Framework used
Radon transform and Scale space theory to design alignment
component of forensic hash.

J. Lu et al.[11] suggested Content Based Copy
Detection (CBCD). In this approach, unique signatures are
generated for original contents. Signatures are likewise
generated for inquiry (suspected) objects downloaded from
online locales. Atthat point, the closeness is figured amongst
original and suspected data to discover potential duplicates.

Mandeep Singh Sandhu et al. [12] described about
distributed framework where the data will be distributed
across various cloud platforms to make it more secure. To
prevent unauthorized access, Simple Mail Transfer Protocol
(SMTP ) mailing services are used and both Message Digest-
5(MD5) along with DES algorithms are used for better
encryption of data.

Chun-Shien Lu et al. [13] proposed a method for
content management of digital images based on mesh-based
image hashing scheme. Method showed significant
improvement on image hashing by resisting geometrical
distortions over the existing methods.

V Ramachandra et al. [14] proposed Scale-Invariant
Feature Transform (SIFT) points based technique to perform
video copy detection. The technique computes SIFT points in
each view of video and uses the number of matching SIFT
points to verify matches. Comparing all SIFT points in each
frame of video is not viable for large databases due to the
storage overhead and search complexity.

Lingyu Yan et al.[15] proposed a fast feature
aggregating method for image copy detection using machine
learning based hashing which achieves fast feature
aggregation with neighborhood preservation and
discrimination enhancement. They projected high-
dimensional local features into low dimensional Hamming
code thus efficient to compute pair wise similarity by usinga
simple XOR and bit-count operation, which further improved
the efficiency of feature aggregation.

M Diephuis et al.[16] proposed architecture for
message privacy preserving copy detection and content
identification for images based on the signs of the Discrete
Cosine Transform (DCT) -coefficients. The architecture
allowed for searching in encrypted data and places the
computational burden on the server. Sign components of the
low frequency DCT coefficients of an image are used to
generate a dual set of keys thatin turn are used to encryptthe
source image and serve as a robust hash that can be queried
for content identification.

3. CONCLUSIONS

Due to the exponential growth of online data and revolution
in multimedia technologies, multimedia data copying has
become quite easy. So provision of security and protection to
the data stored in the cloud has become inevitable. In this
paper, we conducted a brief survey of various aspects
involved in multimedia data security and content protection
techniques in cloud environment. By analyzing the related
work, we can identify the gaps that need to be addressed in
order to achieve more protection to the content. Some of the
previous works focus on providing protection to only one
type of multimedia data. Many methods use image
processing and signal processing techniques which are
computationally intensive, time consuming and involve high
complexity. There is a need for a simple, single practical
solution for multimedia content protection for various types
such as audio, video and images based on copy detection
which will be quite fast, storage efficient, involving less
complexity, with low communication and computational
costs yet scalable to large scale databases. Research can be
carried out in this direction.
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