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Abstract - With the rapid advance in digital network, 
information technology and digital communication has 
become very important to secure information 
transmission between the sender and receiver. Security is 
the important features in communication and other text 
information because of the intruders who wait for attack 
on data and chances to access the private information. 
There are two important type of techniques which provide 
securities are cryptography and steganography. Both 
are well-known and most important techniques which are 
used methods in information security for confidentiality 
of data exchange. One technique is cryptography, where 
the sender uses an encryption key to encrypt the message, 
this encrypted message is transmitted through the 
insecure public media, and decryption algorithm is used 
to decrypt the data/message with using key. The 
reconstruction of the original message/data is possible 
only if the receiver has the decryption key to use for 
decryption for recover the hidden message. The second 
method is steganography, where the hidden message is 
inserted in another object while using the algorithms. 
There are different kinds of cryptographic and 
steganography technique so we used different 
combinations of cryptography and steganography. Dual 
steganography is the security in which steganography 
and cryptography both are used together i.e. combine use 
of both techniques. In this paper we are comparing the 
different combinations of both cryptography and 
steganography which is based on their security. We are 
focused on digital image based steganography i.e. the 
cover medium is digital image. 

 
Key Words:  Cryptography, Steganography, Digital Network, 
Confidentiality 
 

1. INTRODUCTION  
 
In the present era, Security of information is one of the most 
important factors of information technology and 
communication. The internet is an important part for 
communication and information sharing. Every person 
wants their communicating data to be secret and safe. Any 
organization who deals with confidential data whose first 
priority is sending the safe and secure messages to other. 
Almost all information hiding techniques are used for 
military, internet banking, intelligence agencies and for 

privacy etc. so it is most important topic in the current time. 
[2]. For hiding and detecting the data or information as more 
and more techniques are developed For protecting 
confidential data from intruders or hackers it is necessary to 
develop a strong new technique [2]. The two important 
techniques for providing security are 
cryptography and steganography. Both are well-known and 
widely used techniques which used for information security 
for confidentiality of data exchange. 

 
1.1 Steganography 
 
Steganography is the technique of embedding hidden 
messages /data in such a way that no one can detect the 
existence of the messages, except the sender and intended 
receiver(s). The main aim of steganography is to hide the 
secret message or information in such a way that no one is 
able to detect it. If they found any suspicion data, then goal is 
defeated [1]. The various types of data in steganography can 
be audio, video, text and images etc. The basic model of 
Steganography consists of three components:  
 
The Carrier image: The carrier image is also called the 
cover object that will carry the message/data which is used 
to be hidden.  
The Message: A message can be anything like data, file or 
image etc.  
The Key: A key is used to decode/decipher the hidden 
message. 
 

                                              

 

 

 

 

 

 
 

            Fig -1: Basic Model Of Steganography 
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1.1.1 Types For Steganography 
 

 

 

  

 

 

 

 

 
                        Fig-2: Techniques Of Steganography 

  
a) Text Techniques:  
•Line Shift Coding Protocol • Word Shift Coding               
Protocol • Feature Coding Protocol • White Space 
Manipulation • Text Content  
b) Image Techniques: 
 • Simple Watermarking • LSB (Least Significant Bit Hiding) 
 • Direct Cosine Transformation • Wavelet Transformation  
 c) Audio Steganography: Four main steps for audio         
Steganography are: 1. Alteration 2. Modification  
 3. Verification 4. Reconstruction 
 d) Video Steganography: This technique is used for mixing 
of sound and image and sends it together over the 
transmission medium. 
 

1.1.2. Steganography Techniques 
 
a) Spatial Domain methods: These methods directly 
changed some bits in the image pixel values of hiding data. 
There are various spatial domain methods such as (i) Least 
significant bits (LSB) (ii) Pixel values differencing (PVD) (iii) 
Edges based data embedding method (EBE) (iv)Pixel 
intensity based LSB  
 
b) Transform Domain techniques: In this technique, the 
secret data is embedded in the transform or frequency 
domains of the cover object. In this many different 
algorithms and transformations are used for hiding 
information in an image. This technique is more robust and 
complex. There are some transform domain techniques such 
as (i) Discrete Fourier transformation technique (DFT), (ii) 
Discrete cosine transformation technique (DCT), (iii) 
Discrete wavelet transformation technique (DWT). 
 
c) Masking and Filtering: The technique in which secret 
data/message is hidden in the more significant areas by 
marking an image. This method is more robust than LSB 
method. The main limitation of this technique is that this 
method can be applied only to gray scale images and 24 bits 
images. 
 

2. Cryptography 
 
Cryptography is the art of achieve the security by encode the 
messages to make them non-readable. Cryptography is an 
art of transmitting the data safely over the Internet by 
applying some cryptographic algorithms so that it will be 
difficult for intruders to attack some confidential or private 
information. Two basic terms used in cryptography are 
encryption and decryption; encryption process is the process 
of converting plain text into cipher text and decryption 
process is the reverse process of encryption. Plain text is the 
text which have the original message or data which is not 
encrypted and cipher text is the text which is ready to be 
shared after encryption of message. A key is needed for both 
encryption and decryption of the message [1]. 
 
 
 
 
 
     plain Text                                                  Cipher Text                       
 
 
 
 
 
 C 
  Cipher Text                                                       plain Text 
 
 
                    
                         Fig- 3: Encryption and Decryption 
 
There are basically, three types of cryptography schemes 
typically used to accomplish these goals: Symmetric key 
cryptography, Public key cryptography. 
 
a) Symmetric-Key Cryptography 
This algorithm is also known as Secret Key cryptography, 
where the sender and the receiver use the same keys to 
encrypt and decrypt the message. The algorithms known as 
the symmetric-key algorithm which is used for symmetric-
key cryptography. The symmetric algorithms are classified 
into two types: stream cipher and block cipher. The stream 
cipher algorithms which are designed to accept a crypto key 
and a stream of plaintext which are use to produce a stream 
of cipher text. The block cipher algorithms operate on blocks 
of data where, the plaintext is broke into blocks and operates 
on every block independently. 
List of Symmetric Algorithms: 
Data Encryption Standard (DES) 
Advanced Encryption Standard (AES) 
Triple Data Encryption Standard  
Blowfish Encryption Algorithm 
 International Data Encryption Algorithm 
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b) Public-Key Cryptography 
In the Public Key Cryptography, each user generates two 
keys: One is a Public key used by anyone for encrypting 
messages to be sent to the user and a Private key which the 
user needs for decrypt the messages. List of Public- key 
Algorithms: 
Diffie-Hellman 
RSA 
DSA etc. 
 

3. DIFFERENCE BETWEEN CRYPTOGRAPHY AND 
STEGANOGRAPHY: 
 

 Cryptography is used to encrypt information 
and steganography is used to hide the existence 
of data.  

 Cryptography encrypt the information by using a 
secret key so that a third person cannot access the 
information without the secret 
key. Steganography hides the information by using a 
cover medium so that a third person 
cannot identify the hidden data in the cover 
medium.[3] 

 Sometimes sending encrypted information may take 
attention, while invisible information will not. 

 Accordingly, cryptography is not the permanent 
solution for secure communication; it is only part of 
the solution. Both techniques can be used together 
to form better security.  

 

4. DUAL STEGANOGRAPHY 
 
As we know steganography and cryptography, both are data 
hiding techniques used for secure communications over 
insecure channel. But for obtaining much higher security, the 
combination of two is used. Inside the steganography 
process, cryptography is used, so it’s called as Dual 
Steganography.  
The basic model of dual steganography is the secret data is 
firstly converted into encrypted form and then using this 
encrypted information as secret data, is hidden inside the 
cover image with the help of embedding algorithm and 
finally the stego image is formed which is same as cover 
image in human perceptible way.  
Sometimes a stego key is also used to make the 
communication more secured. This key can directly be given 
by the sender and used during the embedding algorithm. The 
stego key must be known at both transmitter and receiver 
side. Thus using cryptography along with steganography, 
secret information can be easily communicated with high 
security. This is more secured way of using cryptography 
and steganography. 
 
 

 

 

 

 

 

 

 

                      Fig- 5: Dual Steganography 

5. COMBINE TECHNIQUES USE IN DUAL 
STEGANOGRAPHY 
 
a) Combine use of LSB Method with Secret Key: 
In this combine technique the LSB Steganography method 
use the secret key for hide the data into input pixel of cover 
image without producing distortions. In which a bit of 
hidden data is placed in either LSB of green or blue matrix of 
a specified pixel which is decided by secret key. [22] 
 
b) Combine use of linked list method and fiestel 
network: 
In this method the secret text should be encrypted using 
Fiestel network and then embedded inside the the cover 
image to obtain stego image. The embedded process is done 
using Linked List method , in this method ,after embedding 
the byte of information inside one 3*3 pixel, the address of 
location of next byte of information should be embedded 
next to it.[11] 
 
c) Combine use of DWT and Blowfish: 
 The techniques included in the combination would be image 
compression, cryptography and steganography. DWT 
compression has been used, because it is a very strong 
compression algorithm. The steganography image would be 
compressed to reduce size. Blowfish encryption algorithm 
would be used for the encryption purposes. It offers 
maximum throughput (faster) and also energy efficient.[4] 
 
d) Combine use of AES and DCT: 
In cryptography, this system is used AES algorithm with its 
symmetric key and the cipher text is converted into two 
extra keys for high security. The system is designed with 
three creation steps to hide the text – 
Crypto Creation Step – AES Implementation Step 
Security Creation Step – Newly Developed Technique 
Stego Creation Step – DCT Techniques Implementation Step 
 
e) Combine use of DSA and audio steganography: 
In which firstly Encryption is done using Digital Signatures. 
In which user create self-signed PDF document by creating 
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own certificate. Embedding data is done using Audio 
steganography. 

 
6. CHARACTERISTICS FEATURE OF DUAL 
STEGANOGRAPHY: 
 
a) Payload Capacity: It means how much information/data 
can be embedded in the cover object. Payload capacity of 
secret information is based on the number of pixels of the 
cover image. 
b) Robustness: It means that the secret message can’t be 
demaged after embedding and extraction procedure of an   
stego image. 
c) Imperceptibility: After hiding the secret message in the 
cover image, one should not be suspicion of the existence of 
the secret message with the cover medium. 
d) Accurate & Reliable: The extraction of the secret 
message from the cover object  should be reliable and 
accurate. 
e) Peak signal to noise ratio (PSNR): The ratio that is used 
to measures the quality between the original and a 
compressed image. IF PSNR ratio is high then will be better 
quality of an image. 
f) Mean square error (MSE): It represents the total error in 
the received data when it is compared to the data before and 
after processing. The small value of MSE will be represented 
more efficient image steganography technique. 
 

7. LITERATURE REVIEW 
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8. CONCLUSIONS 
 
Due to increasing demand for privacy and security, a need 
for various data hiding techniques which lead to the 
development of several techniques for embedding and 
extraction.  
As we know, cryptography and steganography have been 
known for many years. We can encrypt data, but it will be 
exposed while transferring. On the other hand, we can hide 
data into a common object, but if someone extracts it, he/ 
she can get the information easily. Therefore if we combine 
both of them, so in case one gets the embedded stuff, she/he 
will face an encrypted data. 
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