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Abstract- During the last decade information security has
become the major issue. The encrypting and decrypting of
the data has been widely investigated because the demand
for the better encryption and decryption of the data is
grdually increased for getting the better security for the
communication between the devices more privately. The
cryptography play a major role for the fulfilment for this
demand. The purpose of this paper is to provide the better
as well as more secure communication system by enhancing
the stregth of Advance Encryption Standard (AES)
algorithm. AES algorithm was known for providing the best
security without any limitations. But in recent days there
are some methods are found by cryptanalyst that can crack
the AES algorithm.So we need some improvement in the AES
algorithm. In this paper we enhance the key (256-bit) by the
advance method and algos by which the key size of AES is
look like the size of 512-bit. By enhancing the key size see
that the more improvement in security in the encrypted
data which is provided by us for the communication
between the devices. Due to this provision it becomes more
resistent to linear and diffrential encrypt analysis providing
high security. All as in[1],[2],[7],[10],[11] and [14] in
prefrences.
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1. Introduction

Network security has become very important as we spend
more and more time being connected in the network. The
security attacks such as unauthorized reading of a message
of files. The most publicized method for attacking on
communication is virus attack. As in [1], [5],[11], and [13]
in prefrences. That not only attack on our communication
system but also it can make changes in our data and it also
slows down our system. So we need to introduce the
encryption technique that can fulfill our need of security.
The security of communication can be achieved by using
cryptographic algorithms such as DES, Two fish, AES and
many others. The data encryption standard (DES) was the
first encryption standard which was suggested by NIST as

the first encryption standard of the world. DES has 64-bit
key size and 64-bit piece size. But unfortunately it was
cracked by the hackers after some years. As in[10] in
prefrences. When DES was cracked then we need to create
new encryption standard. 3DES is the improved version of
the DES. It has 64-bit piece size and 192-bit key size. In
this standard encryption is like DES connected 3 times to
expend the encryption level and normal safe time. As in[7],
[11] and [13] in prefrences. The AES is the advance
encryption standard algorithm that been in use since 2001
since it provide high level security and it can be easily
implemented. The AES has 128-bit block size but has 3
different key sizes of 128, 192,256-bits. As in [5], [11], [13]
in prefrences.

2. Comparison between most

Encryption Algorithms

popular

There are many encryption algorithms used to provide the
security of communication systems. The complexity of all
encryption algorithm techniques differs from one another.
Here we compare these techniques with respect to their
complexity and other parameters. As in[1] in preferences.

Algorithm | Block size Key size Rounds Status
DES 64-bits 56-bits 16 Cracked
RC2 64-bits 128-bits 16 mix 2 Cracked
mashing
RC4 Variables Variables unknown Cracked
BOWFISH 64-bits 128-bits 16 Not cracked
yet
TWOFISH 128-bits (128,192,2 16 Not cracked
56)-bits yet
3DES 64-bits (112,168)- 48 Not cracked
bits yet
AES 128-bits (128,192,2 10,12,14 Not cracked
56)-bits yet

3. AES algorithm by using advance key
implementation
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The advance encryption standard algorithm is the most
popular algorithm till now. It has 128-bits block size and
(128,196,256)-bits key size. The cryptanalyst have found
some methods by which crackers can cracks the AES. So
we need to improve the key size of AES algorithm by using
advance bit implementation algorithms that changes the
size of key from 256-bits. The enhanced size can look like
the 512-bits.

4. Methodology-

In this section of our article we will se the
methodology for the working of system for the

prposed advance encryption standard (AES) algorithm.

Here we explain the all steps for the system of our
proposed AES algorithm.

we see the flow chart for the encryption and
decryption process and other steps of the proposed
system.

In which we see the working of the proposed system.
To communicate with any user enters a message to
the user for checking the authenticity.

The device will check the authenticity of the user by
using RSA algorithm.

It checks both the authenticity of users using different
algorithm.

If the user is authorized then the message will proceed
for encryption stage.

In case of unauthorized user no further process will
proceed.

For authorized users the encryption process has
started by using proposed AES algorithm technique
(i.e. 512 bit key encryption) Encrypted data get
transmitted to receiver.

At the receiving end when the receiver receives the
encrypted data it starts the Symmetric decryption
process.

Now the system will check that the received message
is matching with transmitted message or not.

In case of message not matched request message to
the user is sent.

At the next step system security is checked against
virus, spam, and any internal and external threats.

If the system is not secure then check that where
problem has occurred.

If the system is secure then the process is stopped and
our communication is processed securely without any
problem.

Start

Enter Message to be sent

Check the authenticity of the user by using RSA
algorithm or with other Algorithms

If user’s authentication proceed then stop

Encrypt the message using 512-bit encryption
technique.

On receiving end

Decrypt the message using 512-bit decryption
technique.

Check and compare if the message sent and
received are same.

Check system is secure enough

A

Stop

5. Working of the proposed AES

There are many steps for Encryption and decryption.
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5.1 The steps for Encryption of data

The steps for the Encryption are given below. All the steps
of working of AES as [1], [5],[7],[9],[10],[11],[13] and [15]
in prefrences.

5.1.1 Byte substitution

The proposed algorithm has key size of look like 512-bits
by using advanced key implementation the 512-bits input
plaintext is organized in the array of 64 bytes. That can be
obtained in byte substitution. This process is used for
achieving the security according to diffusion-confusion
Shannon’s principle for the cryptographic algorithm
design. The example for the s-box transfrmation is given
below. Asin [11],[13] and [15] in prefrences.

S-hox

5.1.2 Shift row

In the next step we perform row shifting process in which
we don'’t touch the first row. For other rows we perform
the operation as given in figure below. As in [11],[14] in
prefrences.

So0 | 0.1 | S02 [ So3

Soo | S [ 02| S03

S0 S| S12] 513

2513 S10

S0 821 | S22 823 ﬁ@_» $22| $23 | 820 52

5.1.3 Mix column

In this step each column of the state is multiplied with the
fixed polynomial C(x). In this step matrix multiplication is
composed using multiplication and addition of the given
data. Here addition is done using simple XOR operation
and multiplication is irreducible polynomial. As in [5],[11]
and [14]

S30[ 83,0 | 932 933 \@/ 8§33 [ 830 | 3.1 | 832

bD.l
g ¢ b-:n.c 0,2 bn,3
MixColumn
Y I:)1.:: bl'l 1.2 I:)1.3
=Py bz,c bz,1 2,2 bz,a
ay bg,c .2 bg,a
o 2,1
& ()
5.1.4 Add round key

In this step the sub byte is combined with the state. For
each round the sub key is derived from the main key on
the basis of Rijndael key schedule. Each sub key is the
same size as the state. We do the XOR operation with the
sub byte key for the specific round. The example for this
step is given below. As in [9],[10],[11] and [13] in
prefrences.

o

=]
—

a|:I.I:I aIZI.1 aI:I.E aIZI.3 bI:I.IZI

EddRoundKey
a la la |a h

1071 L2l 132 1.0

> By
By

a "

5.1.5 Add cipher text

The cipher text is used only used for the speeding up the
execution process of the data. In this step we combine the
sub byte and mix row step with the shift row by
transforming them into a sequence of table lookup. As in
[11,[51,[71,[10],[11] and [13] in prefrences.

5.2 Steps for decryption of received data

For decrypting the received data at the receiving end we
do the same steps like encryption but in inverse order of
encryption process. Cipher text can be obtained as the
input with key but the original data can be obtained by
using decryption process. The algorithm is implemented in
the MATLAB. As in [9],[10],[11] and [13] in prefrences.
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my target. At the end I am very thankful to my guide to
giving me his valuable time for project.

6. Performance analysis

In which we check the performance of the proposed
method with the old AES algorithm methods. In which we
check that the performance of processor on the operation
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