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Abstract - This paper describes Digital Video 
Watermarking scheme based on Discrete Wavelet Transform. 
Due to increase in growth of internet users, security and 
copyright protection are becoming important issues in 
multimedia applications and services. Digital watermarking is 
a technology used for copyright protection of digital media. As 
achieving robustness and other properties is a main concern 
for achieving a successful digital watermarking scheme in 
videos. In this paper we used Discrete wavelet transform for 
video watermarking and observed that the performance of 
DWT is robust against various attacks. 
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1.INTRODUCTION  
 
Now-a-days, with the rapid development of information 
technology, the use of digital information is increasing day 
by day. And it is challenging to protect this information from 
piracy and other type of attacks. Digital watermarking 
techniques have been developed to protect the copyrights of 
multimedia such as audio, video and images. The success of a 
digital watermarking technology depends on its robustness 
to deal with different attacks that are aimed at removing or 
destroying the watermark from its host data. Video 
Watermarking can be done either in Spatial domain or in 
Frequency domain. Spatial domain refers to image plane 
itself and is based on direct manipulation of the pixels in an 
image. It is easy to implement but it has low information 
handling capacity and it can be easily erased by lossy image 
compression. Frequency domain is based on modifying the 
fourier transform of an image. Some of the Frequency 
Domain techniques are DCT (Discrete Cosine Transform) 
and DWT (Discrete Wavelet Transform).  
                  
                 This paper is on Video Watermarking which is 
performed in Frequency Domain by using DWT (Discrete 
Wavelet Transform). DWT is robust when compared to DCT 
and DWT has high compression ratio, high PSNR (Peak 
Signal to Noise Ratio), low MSE (Mean Square Error), low 
BER (Bit Error Rate) and it takes less time.     

 

2. SCHEME OF IMPLEMENTATION     

2.1 Discrete Wavelet Transform 

The DWT is computed by successive low pass and high pass 
filtering of the discrete time-domain signal as shown in 
figure. This is called the Mallat algorithm or Mallat-tree 
decomposition. Its significance is in the manner it connects 
the continuous time multi-resolution to discrete-time filters. 
In the fig.1, the input signal is image. The low pass filter is 
denoted by G while the high pass filter is denoted by H. At 
each level, the high pass filter produces detail information, 
while the low pass filter associated with scaling functions 
produces coarse approximations. The output of 1-level DWT 
is four sub-bands i.e. LL, LH, HL and HH. LL sub-band 
contains low resolution version of the image. LH sub-band 
contains horizontal edge data. HL sub-band  contains vertical 
edge data. HH sub-band contains diagonal edge data. 
 

 
 

Fig-1: Decomposition of 1- level DWT 
 

The filtering and decimation process continued until the 
desired level is reached. The maximum number of levels 
depends on the length of the signal. The DWT of the original 
signal is then obtained by concatenating all the coefficients 
starting from the last level of decomposition. In this paper, 
two level DWT is used.                                    

              Watermark is embedded in LL and HH bands 
obtained by Wavelet decomposition which increases the 
robustness. So that resultant watermark video become 
susceptible to different attacks that have both low pass and 
high pass characteristics. 
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Fig-2: DWT sub-bands in two levels 
 

Basically, the reconstruction is the reverse process of 
decomposition. The approximation and detail coefficients at 
every level are up-sampled by two, passed through the low 
pass and high pass synthesis filters and then added. This 
process is continued through the same number of levels as in 
the decomposition process to obtain the original signal.    

The proposed scheme uses a watermark (cover image) 
which is embedded into a video and then the watermark is 
extracted. 

2.2 Watermark Embedding Process 

In this process, an image is embedded in a video by giving 
original video and the watermark image as inputs and the 
output of this process is the watermarked video. The 
following are the steps for the embedding process.                                     

1. Video is divided into frames. RGB frames are  converted 
to YUV frames.                                                                                 2.  
2-level DWT is applied on it. After applying 2-level DWT, 
the video frame is divided into 16 sub-bands i.e. 4 LL, 4 LH, 
4 HL and 4 HH.                                                                                      
3. RGB watermark image is converted into a binary image 
of zeros and ones.                                                                                        
4. This binary image is again divided into n parts. Then 
each part is embedded into each of the corresponding LL 
and HH sub-bands. The watermark pixels are embedded 
with strength x into the maximum coefficient Mi. The 
following embedding equation is:                                   
Yi=Mi+xIi 

Where, x is the watermark embedding strength                                            

             Ii is the watermark                                          
Watermark is done in LL and HH sub-bands as most part 
of the information is present in these bands. 

 

Fig-3: Block diagram for watermark embedding process 

5. Inverse DWT is applied to obtain the watermarked 
luminance component of the frame. YUV frames are 
converted back to RGB frames. Finally watermarked frame is 
reconstructed and watermarked video is obtained. 

2.3 Watermark Extraction Process 

In this process, the watermark which is embedded into the 
video is extracted. The inputs to this process are original 
video and the watermarked video and the output is the 
extracted watermark. 

1. Watermarked video is converted into frames. Each RGB 
frame is converted to YUV representation.                                                
2. DWT is applied. LL and HH sub-bands divided into nxn 
non-overlapping blocks.                                                                        
3. The following equation is used to extract the 
watermark. 

                                 I2=(Yi-Mi)/x 

 
Fig-4: Block diagram for watermark extraction process  
 
4. The extracted watermark is compared with the original 
watermark. 

 

2.4 Performance Criteria 
 
The performance criteria of video watermarking using DWT 
is evaluated from the following parameters. 
 

PSNR (Peak Signal-To-Noise Ratio):- 
It is used to measure deviation of the watermarked and 
attacked frames from the original video frames and is 
defined as: 

                      

Where, MSE (mean square error) between the original and 
distorted frames (size mxn) is defined as: 
 

MSE=  

Where, I and K are the pixel values at location (i , j) of the 
original and the distorted frame respectively. It is expressed 
in decibels (dB). 
 

NC (Normalised Correlation):- 
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It is used to measure the robustness of watermarking and its 
peak value is 1. NC value is 1 when the original watermark 
and the extracted watermark are identical. 
 

NC=  

Where, I1 and I2 are original and extracted watermarks 
respectively. 
 

2.5 Attacks Performed on the video 
 
The design of a secure watermark system requires the study 
of different attack methodologies and the development of 
appropriate counter measures. The watermarked video can 
be prone to attacks.  In this paper we analysed the following 
attacks: 
(i) Rotation attack     (ii) Cropping attack     (iii) Salt & pepper 
noise attack. 
 

 
Fig-5: Block diagram for attacks on a video 

 

3. RESULTS & ANALYSIS 
 
The watermark is embedded in LL and HH parts of all the 
video frames. After executing the code the following results 
are obtained. 
 

3.1 Watermark Embedded in LL and HH 
bands with embedding strength x=0.1 
 

 
       Fig-6: Original video             Fig-7: Embedded video 
            

                           
Fig-8: Original watermark     Fig-9: Extracted watermark 
The watermark shown in Fig-8 is embedded in LL and HH 
bands of train video with embedding strength x=0.1. The 
original video is shown in Fig-6 and the embedded video is 
shown in Fig-7.  There is no difference between original 

video and embedded video. The extracted watermark is 
shown in Fig-9. 
 

3.2 Watermark Embedded in LL and HH bands 
with embedding strength x=30 
 

 
       Fig-10: Original video       Fig-11: Embedded video 
 

                         
Fig-12: Original watermark Fig-13:Extracted watermark 
 
The watermark shown in the Fig-12 is embedded in LL and 
HH bands of train video with embedding strength x=30. The 
original video is shown in Fig-10 and the embedded video is 
shown in the Fig-11. We can see some distortion in the 
embedded video. The extracted watermark is shown in the 
Fig-13. 
 
Table-1: Parametric values for various embedding 
strengths 
 

 
 
As the embedding strength increases, PSNR decreases and 
MSE increases and MSE and PSNR are proportional to each 
other. NC value is 1 when there is no attack to a video but 
when the video is attacked, NC value decreases. 
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Fig-14: PSNR  vs Embedding strength(x)  
 

 
 
Fig-15: MSE vs Embedding strength(x) 
 

 
 
Fig-16: MSE vs PSNR  
 

3.3 ROTATION ATTACK 
 

                
 
 Fig-17: Original frame     Fig-18: Original watermark 
 
 
 
 
 
 
 

Table-2: For embedding strength x=30 
 
Rotation 

angle 

(in 

degrees) 

Rotated  Frame 

 

Extracted 

watermark 

 

 

 

90 
 

 

 

 

180 

  

 

 

270  

 

 

 
The above table shows the results for different rotation 
angles and their respective extracted watermarks. When the 
watermarked video is attacked with this rotation attack, all 
frames are rotated according to the rotation angles. Table-3 
shows the parametric values at different rotation angles. 
 
Table-3: Parametric values for various angles of rotation 
 

 

It is observed that there is a slight decrease PSNR after 
rotation attack. NC value decreases as a result of rotation 
attack. 
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3.4 CROPPING ATTACK 
 

                   
  Fig-19: Original frame          Fig-20: Original watermark 
                    (352*288) 
 
Table-4: For embedding strength x=30 
 
Cropped 

size 

Cropping  

ratio  

 

Cropped 

frame 

 

   Extracted 

watermark  

 
 

352*287 

 

1.003 
  

 

352*189 

 

     1.523 

  

 
The above table shows the results for different cropping 
ratios and their respective extracted watermarks. When the 
watermarked video is attacked with this cropping attack, all 
frames are cropped. Table-5 shows the parametric values at 
different cropping ratios. 
 
Table-5: Parametric values for various cropping ratios 
 

 
 
It is observed that there is a slight decrease PSNR after 
cropping attack. NC value decreases as a result of cropping 
attack. 
 

 
 
 
 

3.5 SALT AND PEPPER NOISE ATTACK 
 

                  
Fig-21: Original frame           Fig-22: Original watermark 
 
Table-6: For embedding strength x=30 
 

Noise 

Intensity  

 

Noise added frame  

 

Extracted 

Watermark 

 
 

0.02 
  

 

0.5 
  

 

1 

  

 
The above table shows the results for different noise 
intensities and their respective extracted watermarks. When 
the watermarked video is attacked with this salt and pepper 
noise, all frames are attacked. Table-7 shows the parametric 
values at different noise intensities. 
 
Table-7: Parametric values for various noise intensities 
 

 

It is observed that there is a decrease in PSNR after salt and 
pepper noise attack. NC value decreases as a result of salt & 
pepper noise attack. 
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4. CONCLUSION 
 
The algorithm used is the robust against various attacks. The 
watermark is embedded in LL and HH parts of all the video 
frames.The various performance metrics calculated are Peak 
Signal to Noise Ratio (PSNR), Mean Square Error (MSE) and 
Normalised Correlation (NC). The implementation results 
show that as the embedding strength increases PSNR value 
decreases.MSE and PSNR are inversely propotional to each 
other.It is observed that NC is always 1 without any attack 
and when watermarked video is attacked then the NC value 
decreases.The extracted watermark is almost acceptable, 
recognizable and fairly comparable with the original one. 
The algorithm is fairly robust against attacks like image 
cropping, rotation and salt and pepper noise. 

        Hence “DWT Based Scheme for Video Watermarking” is 
found efficient for the copyright purposes and as a proof of 
ownership when compared to other techniques. 

5. FUTURE SCOPE 

In future, the degree of perfection can be increased in the 
watermark extraction process. This watermarking scheme 
can be tested for other newly emerging various noise 
attacks, JPEG compression (coding) etc. The quality of 
extracted watermark from video can be improved by using 
combinations like  DWT and DCT, DWT and SVD, DCT and 
SVD (Singular Value Decomposition). The combination of 
these techniques along with other techniques from different 
domain help in enhancing the robustness. SIMULINK model 
for this can also be implemented and verified on FPGA (Field 
Programmable Gate Array), which gives better accuracy and 
performance in terms of speed can be achieved. Digital video 
watermarking can also be utilized for Labeling, Tamper 
Proofing like applications. 
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