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Abstract - In this paper we present a co-operative cross 

layer mechanism for mitigation of DDoS attack, as all the 

mechanism to mitigate the DDoS attack are applied at the 

single single layer or multi-layer. To enhance the overall 

security against DDoS attack, cross-layer approach will be the 

constructive solution. Combination of Device-Driver Packet 

Filter (Cuckoo Filter) and Remote Firewall will form the cross 

layer approach. Device driver level packet filtering is designed 

to kill harmful network traffic before it consumes the 

processing resource for higher network protocol layers at a 

server. To protect access links from DDoS attacks by dropping   

harmful network traffic before they get into the link the 

remote firewall is designed with a cross-layer control. The 

performance of the cross layer defense mechanism is checked 

through extensive simulation in java. The simulation 

demonstrated that implementing packet filtering at the device 

driver would be powerful under intense DDoS attacks. 

Key Words:  DDoS(Distributed Denial of Service Attack), 
Cuckoo filter, Remote Firewall, high-rate and low-rate 
attacks. 

 

1. INTRODUCTION  

 

DDoS attacks are the most common hurdle the internet 
services facing today. Several tools are their which sweep 
over the servers by setting out Denial of Service attacks. Due 
to enhancement in the technology and advanced techniques, 
it has become easy for the attackers to launch the DDoS 
attacks. When the network is big, it is hard to detect the DDoS 
attacks. That’s why DDoS attacks are now becoming severe 
threats causing big amount of losses to Internet today. The 
below piechart[1] shows the DDoS attacks done by the 
attackers on different sites.  

 

 

Fig-1: Pie chart showing DDoS Attacks on Major Websites[1] 

In the recent years, the attackers are becoming more 

sophisticated and organized [2][3] DDoS attacks are 

challenging to handle.Denial-of-Service (DoS) attack is 

qualified by an explicit attempt by an attacker to prevent 

authorized users of a service from getting that service [1]. 

The extension to DoS attack is the Distributed Denial-of-

Service (DDoS) attack. By flooding a huge number of attack 

packets to a target machine, with the simultaneous 

collaboration of hundreds or thousands, or even more 

computers that are spread all over the Internet DDoS attack is 

commenced. The DDoS attack traffic engage the resources of 

the network and hence the authorized user request will be 

discarded as the resources are consumed by the attackers at 

the server end. 

DoS attack is classified on the basis on flooding as[4]: high 

rate and low rate attack. In High-rate attack large amount of 

traffic is send to the victim to deny the service. In Low-rate 

attack small quantity of traffic is organized to the victim to 

elude detection. The main difference in high-rate and low-

rate attack is the attack rate only. Their name itself implies 

high-rate attack has a higher average rate; low-rate attack has 

a lower average rate. 
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In this paper we developed a cross layer mechanism 

which will mitigate the high and low rate DDoS attacks with 

high performance. We are using device driver packet filtering 

(with CUCKOO filter) and remote firewall.  In the device 

driver level packet filtering, flooding network traffic will be 

blocked before they consume the processing resources for 

higher protocol layers, like network, transport, and 

application layers. At the other end the remote firewall is 

setup which can be configured remotely. This firewall is 

implemented at Internet service provider’s (ISP’s) edge 

router ahead of the access link. The firewall will drop 

possibly harmful network traffic before they get into the 

system. 

2. LITERATURE SURVEY 

In many existing mechanisms which are deployed at 
network layer the attacks are detected by analyzing the 
protocol header information, packet arrival rate and many 
more parameters. Detection depends on the difference in the 
main IP parameters, like source IP address, source 
destination pair, hop count, next protocol field and 
combination of multiple attributes. A cryptographic 
technique that enables the tracing of attack source in 
provided in the intelligent router based hardened network 
which is proposed in [5]. A hop count based technique where 
received IP packet is plunged if huge difference exists 
between its hop count & the estimated values is proposed in 
[6]. Probabilistic means are used to find malicious packets in 
Differential Packet Filtering against DDoS Flood Attacks [7]. 
Overlay network is proposed by Keromytis et al [8] through 
which the authorized traffic is sent.  Secure Overlay Service 
(SOS) network changes its topology constantly to prevent 
DDoS and can survive even if few key nodes are attacked. 

A document popularity scheme is proposed in [9] 
where an anomaly detector based on hidden semi-Markov 
model is used for spotting the attacks. To avoid application 
layer DDoS attacks DDoS shield structure is show in [10], 
DDoS shield detects the features of HTTP sessions and 
applies rate-limiting as the mitigation mechanism.  In [11] 
Relative entropy based detection method is proposed. Click 
ratio of the web object is considered as the main parameter 
and cluster method is used to obtain the click ratio features. 
The detection is made by calculating the relative entropy for 
the extracted features. A simple system is proposed in [12] in 
which the access is given to only those users who solve the 
puzzles. This method consider that only human can 
determine the distorted images, but the machine cannot. An 
information theory based detection mechanism is shown in 
[13] where the distance of the package distribution activity 
among the fishy flows is used to distinguish flooding attacks 
from legitimate access. In [14] Defense against Tilt DoS attack 
is described.  Throughout a session DAT analyzes user’s 
characteristics to find normal and malicious users. DAT 
renders differentiated services to users based on their 
characteristics. Divide and conquer strategy is proposed is an 
advanced entropy-based scheme [15], where the different 

rate DDoS attacks are classified into various categories and 
each one is dealt with an appropriate method. The 
classification is mainly based on the deviation of the entropy 
from the defined thresholds. 

 

One solution for high-rate attack is Ingress/egress filtering, 
this prevents the spoofed packet from being injected in to the 
public internet domain[16]. [17,18,19] discuss one more 
example hiding the location of servers from the 
attackers.[20,21,22,23] shows how charging the cost for 
using resources at server host can avoid high-rate attack, this 
slowdowns the attacking traffic in reaching the targets. 

Traceback [24,25,26,27] is one of the solution for 
low-rate attack. Once a flow of excess traffic is detected at the 
router, it traces a chain of routers back towards the source of 
the traffic in the upstream to stop such traffic at the router 
that is closest to the origin [28]. Another good solution for 
low rate attack is packet filtering at the server[29,30,31]. 

The solution listed above has few strengths and 
weaknesses. Ingress/egress filtering drops the spoofed 
packets before they enter the network domain. Although this 
is effective technique in preventing the attack, many 
administrator do not use this solution as it does not protect 
the own network. One more problem with ingress filtering is 
that it’s not effective to DDoS, as attackers use bots to hide 
the origin of attack. Hiding the locations of the servers from 
attackers [17, 18,19] keeps attacking traffic from instantly 
reaching them. Main challenge in local packet filtering is in 
how to differentiate valid and attacking traffic, which is 
catchy task[32,33]. Especially in DDoS attacks and flash 
crowds, recognizing them is quite difficult as the only 
difference between them is in purpose but not the contents in 
many cases [34]. 

From the Literature survey it is found that all the existing 
mechanism are implemented on single layer mostly and very 
few multilayer mechanisms are implemented for mitigation 
of DDoS attack. While progress has been made in preventing 
or at least significantly lessening the impact of various 
security vulnerabilities, real progress in fighting DDoS is still 
missing. The Single and multi layer mitigation mechanism 
gives good results but the systems are more vulnerable to 
attacks as in single layer mechanism if the security is 
breached once then the attacker get access to the servers.  
This motivated us to design a better mitigation mechanism 
called Cross-layer mechanism. Proposed mechanism aims at 
providing uninterrupted service for genuine users. In general 
applying a particular technique in a single or multilayer layer 
is incapable to avoid both the high rate and low rate attacks. 
This leads to the necessity of the cross layer technique. 
Deploying cross layer technique at either source end or 
victim end will not provide effective solution. So it is 
necessary to integrate network level mitigation at the source 
end and application level mitigation at the victim end. 

3. PROPOSED SYSTEM  

Our proposed system compromised of two disjoint 
solutions, device driver packet filtering (using CUCKOO filter) 
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for high-rate DDoS attack and remote firewall for low-rate 
DDoS attack. We are using CUCKOO filter for packet filtering 
to eliminate runtime processing overhead in filtering. The 
main reason for performing packet filtering in the device 
driver is that malicious packets are dropped at the soonest 
possible time before they are treated by the upper layers in a 
protocol stack. Executing packet filtering in the device driver 
will stop malicious packets from consuming processing 
resource. Packet filtering in the device drivers have to deal 
with one challenge, i.e. filtering includes finding a matching 
filtering rule for each packet, and this must be performed in 
short time because of following reason. 

1. If packet filtering takes much time for filtering, it will 
be the bottleneck in filtering packets. If it becomes 
the bottleneck, this lead to chances of flooding-based 
DDoS attacks.  

To meet with the short filtering delay requirement, we 
applied a CUCKOO filter to the packet filter in the device 
driver.  A basic cuckoo hash table consists of an array of 
buckets where each item has two individual buckets fixed by 
hash functions h1(x) and h2(x). It serves as a lookup table for 
combinations of a source IP address, a source TCP port, and a 
destination TCP port that have been flagged as potentially   
malicious by the administrator via the control panel or by the 
heuristic function. Using a CUCKOO filter, the table aiming 
filtering rules & the overhead for exploring the matching rule 
will be cut down. CUCKOO filter allows O(1) search delay. 

The reason behind using the CUCKOO filter is: 

1. IP addresses can be add and remove dynamically; 
2. It provides better lookup functioning than 

traditional Bloom filters, even when close to full 
(e.g., 95% space utilized);  

3. It is easy to employ the CUCKOO filter  as compare to 
other filters like the quotient filter; and  

4. In many practical applications it uses less space than 
Bloom filters, if the target false positive rate Ɛ is less 
than 3%.  

As IPv4 address space comprises of 232 unique 
addresses, during the extreme DDoS attack it is not 
possible to submit the all 232 addresses. In CUCKOO 
filter the the probability of false positives is calculated by 
the number of different source addresses actually 
submitted to the filter. 0.3% of the 232 addresses will be 
submitted to the filter. 

Our designed firewall has a control panel through which 
the filtering configurations can be done. The administrator 
can specify the source IP addresses, destination ports and the 
communication/transport protocol. The device driver level 
packet filtering using CUCKOO filter can be used at both ISP’s 
edge routers and local gateway routers. 

4. PERFORMANCE ANALYSIS 

4.1 Modeling  
 

The proposed system is performance is tested using java 
simulations by developing the cross layer control loop using 
the Cuckoo filter and remote firewall. Figure 4 below shows 
the sample network considered for the experimental results.
   

The network model (fig. 2) consist of' n' distributed LAN 
sites LAN1,LAN2,...,LANn. Each LAN site is connected to the 
external network through their respective edge routers R1, 
R2, ..., Rn. The edge routers link the LAN site to the ISP 
through ISP edge router RSP(I). The server is accessible only 
through the ISP edge router RSP(II). The access control policy 
of the ISP performs traffic conditioning and policing on the 
traffic entering the core network. Flooding attacks are 
launched only from the edge of the Internet. 

4.2 Design 
 

Various experiments are performed to measure the benefits 
of Cuckoo filter and remote firewall compare to those performed 
by single layer and multi-layer mechanisms. 

 

Fig. 2: Network Model 

The Configurations for the designed are: 

 Packet filtering was performed based on the source 

address, the destination address and destination port in 

the header of each incoming IP packet.   

 The throughput is defined as the number of packets 

computed by the firewall at the ISP router (including 

both dropped and forwarded). 

  A fixed packet size of 64 bytes is used for all the 

experiments.   

  The CUCKOO filter was used to reduce the overhead 

in packet filtering. Use of the CUCKOO filter was 

necessary to perform packet filtering in the device 

driver layer. 

4.3 Results 
 

When the system is stable and the authorized user request for 

the data, the servers responds to the request of the user by 

providing the access to the data. 

A sample data set consisting of the source IP, destination IP, 

protocol, source and destination port, capture length, packet 

length, connection time is used to measure the performance of 
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the system. Figure.3 shows the graphs generated from the 

sample dataset 1 consisting of 1031 entries, according to the rule 

in the firewall only the 964 packets are allowed to access the 

system and 67 packets are dropped as they does not satisfies the 

firewall condition. 

       Figure.4 shows that when the DDoS attack is intense then 

also our system handles the packets with good efficiency. The 

data set consist of 3746 packets among which maximum number 

of packets is malicious and our system is able to handle such 

request also. Only 317 legitimate packets are allowed from this 

data set rest 3429 packets are dropped.  

 

Fig. 3: Performance on data set 1 

 

Fig. 4: Performance on data set 2 

 

   Fig. 5(a) High Rate attack       Fig. 5(b) Low rate attack 

Figure 5 and 6 shows the performance of the propose system in 

high rate attack and low rate attack scenario with different data 

sets.  

 

Fig. 6(a) High Rate attack               Fig. 6(b) Low rate attack 

5.  CONCLUSION AND FUTURE SCOPE 

 In our proposed system CUCKOO filter and remote 
firewall is used to overcome the disadvantages of the existing 
systems which are studied in the literature survey. The 
architecture is implemented using Java and JPCAP libraries. 
Propose system performance is measured by comparing the 
packet dropping rate with the single and multi-layer mechanisms 
and as per the results gained, it is found that cross layer 
mechanism works more effectively in intense DDoS attack as 
compare to the existing systems. We can verify the system 
performance in real time / practical applications. 

In future the system performance can enhanced by 
using combinations of single, multi and cross layer mechanism 
as per the requirements.   
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