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all over the world. In this paper we consider review of digital
image processing such as steganography and cryptography.

Key Words: steganography, cryptography, LSB, PSNR,
MSE etc.

1. INTRODUCTION

Internet has become more popular and common now-a-days.
High risk is involved in sending the important data through
the net. To safeguard the data which includes image, audio
and video from illegal hindrance is important in this present
era. To prevent such illegal attacks from the unintended
observer is important. Various techniques are used for image
processing such as steganography, cryptography.

1.1 Steganography.

The word “steganography” is basically of greek origin which

means hidden writing. The word is classified into two parts
steganos which means “secret” and “graphic” which means
“writing”. However, in hiding information, the meaning of
steganography is hiding text or secret messages into another
file such as image, text, sound video.

Steganography can be broadly classified into four
categories, and these are

a) Text steganography.

b) Image steganography.
) Audio steganography.
d) Video steganography.

a)Text steganography-A steganography technique that
uses text as the cover media is called a text steganography.It
is one of the most difficult types of steganography technique.

This is because text files have a very small amount of
redundant data to hide a secret message.

b) Audio steganography-A steganography technique that
uses audio as cover media is called as audio steganography.
It is the most challenging task in steganography. It is the
most challenging task in steganography. This is because the
human auditory system(HAS) has alarge dynamic range that
it can listen over. Thus, even a minute change in audio
quality also can be detected by the human ears.

c) Video steganography-A steganography technique that
uses video as the cover media is called video steganography.

d) Image steganography-A steganography technique that
uses images as the cover media is called an image
steganography. Hiding secret messages in digital images is
most widely used method as it can take advantage of the
limited power of the human visual system (HVS) and also
because images have large amount of redundantinformation
that can be used to hide a secret message.

1.2 Cryptography

Cryptography is a widely used technique that encrypts plain
text to generate cipher (encrypted) text. Data that can be
read and understood without any special measures is called
plaintext or clear text. The method of disguising plaintext in
such a way as to hide its substance is called encryption.
Encrypting plaintext results in unreadable gibberish called
cipher text. Basically cryptography scrambles data for
ensuring secrecy and/or authenticity of information and
enables to transmit data across insecure networks so that it
cannot be read by anyone except the authorized recipient [1,
2]. Cryptology and cryptanalysis are two main branches of
cryptography. Cryptology is to keep plaintext secret from
eavesdropper or simply the enemy while cryptanalysis deals
with the defeating such techniques to recover information or
forging information that will be accepted as authentic.
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2. STEPS TO HIDE DATA IN COVER IMAGE. 1001 | 1001 | 1001 | 1001 | 1001 | 1001 | 1010 | 1010
0000 | 1010 | 1100 | 0010 | 0110 | 1101 | 1111 | 0101
Suppose we have to hide message ‘M’ into cover image.

1010 | 1001 | 1001 | 1010 | 1000 | 0111 | 1000 | 1001

Step 1 Convert the data from decimal to binary. 0000 | 1011 | 1111 | 0010 | 0101 | 1011 | 0101 | 0001
Message ‘M’ 1001 | 1000 | 1000 | 1000 | 0011 | 0011 | 0100 | 0100
0000 | 1101 | 1101 | 0100 | 1101 | 0111 | 0001 | 1110

| decimal > to > binary 1001 | 0111 | 1000 | 0011 | 0101 | 0011 | 0100 | 0100

[ ] 0000 | 1011 | 1101 | 1101 | 1101 | 0111 | 0001 | 1110

Step 2 Read the cover image 0111 | 1010 | 1000 | 1001 | 0011 | 0011 | 0100 | 0101

1000 | 0111 | 0011 | 0000 | 0010 | 1101 | 1010 | 1100

1010 | 0101 | 0101 | 0101 | 1010 | 0011 | 0011 | 0011
1010 | 0011 | 0011 | 0011 | 0110 | 1101 | 1000 | 1011

0111 | 1000 | 1000 | 0100 | 0101 | 0100 | 1100 | 0100
1100 | 0101 | 1011 | 0001 | 1000 | 1100 | 1100 | 1100

1000 | 1001 | 1010 | 1001 | 1000 | 1000 | 0111 | 0111
1010 | 1001 | 0111 | 1010 | 1011 | 1010 | 1011 | 1010

Fig 1: cover image.

The above cover image is read in pixel value as follows. Table -2: binary conversion of pixel values.

144 | 142 | 146 | 152 | 156 | 147 | 151 | 157 Step 4 Break the byte to be hidden into bits.
160 155 159 162 133 123 133 145 Thus [10000001] is divided into 8 bits [1 0 0 0 0 0 0 1].
144 | 141 | 141 | 138 | 61 55 65 78 Step 5 Now hide the data according to the LSB algorithm.

120 | 123 | 131 | 144 |50 61 74 92
3.STEPS TO INSERT DATA IN IMAGE.

170 | 167 | 167 | 166 | 61 59 56 59
a. Take an input image.

120 | 125 | 131 | 132 | 61 59 59 59
b. Find out the pixel values.

124 | 133 | 139 | 131 | 88 76 77 76
c. Select the pixel on which we want to insert data.

138 | 153 | 167 | 154 | 139 | 138 | 133 | 132

This process of selection of pixel is done as user’s choice

he may choose pixel continuous or alternate or at a fixed
distance.
Table -1: pixel value of cover image.
i) Insertthe data values in pixels.

Step 3 Convert the cover image from decimal to binary. For example a grid for 3 pixels of a 24-bit image can be as
follows:
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001011010001110011011100
101001101100010000001100
110100101010110101100011

When the number 200, which binary representation is
11001000, is embedded into the least significant bits of
this part of the image, the resulting grid is as follows:

00101101 00011101 11011100
1010011011000101 00001101

1101001010101100 01100011

4. CONCLUSIONS

The main goal of this paper is to review different data hiding
techniques which includes cryptography and steganography.
The main focus is on text steganography which is one of the
most difficult types of steganography technique. Text
steganography includes how secretimage can be embedded
and how it can be sent through the internet by fooling
grabbers. Many problems are
transferring important data over the network. A safe and
secure procedure is needed to transfer them easily. For this
purpose simple image hiding techniques are used and the

encountered when

quality of stego images is also improved by using different
mechanisms. So the hackers may not the stego image and
will know nothing about the embedded secret image in it.
The experimental results show that the stego image and the
cover image remain more or less identical which is the main
focus of this paper. This means that a secret message can be
sent to the destination without any glitch and this can be
used for image integrity protection and in places where
important, undisclosed secrets should be sent to the
recipient. Research is going on in privacy protection and
intellectual property rights protection. In the future, it is
expected to find an even better technique and procedure to
hide more data in a cover image. The future focus should be
made on even more less modification in the cover image and
the differences between the cover image and the stego image
should be null when statistically analyzed.
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