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Abstract- Setting up end-to-end verification amongst
gadgets and applications in Internet of Things (I10T) is a testing
errand. Because of heterogeneity regarding gadgets, topology,
correspondence and diverse security conventions utilized as a
partofloT, existing validation instruments are helpless against
security dangers and can upset the advancement of IoT in
acknowledging Smart City, Smart Home and Smart
Infrastructure, and so forth. To accomplish end-to-end
confirmation between loT gadgets/applications, the current
validation plans and security conventions require a two-
element verification component. Subsequently, as a major
aspect of this anticipate we audit the reasonableness of a
validation plan in light of One Time Password (OTP) for IoT
and proposed an adaptable, proficient and powerful OTP plan.
Our proposed plan utilizes the standards of lightweight Identity
Based Elliptic Curve Cryptography plan and Lamport's OTP
calculation. We assess diagnostically and tentatively the
execution of our plan and watch that our plan with a littler key
size and lesser framework performs keeping pace with the
current OTP plans without bargaining the security level. Our
proposed plan can be executed continuously loT arranges and
is the right possibility for two-variable verification among

gadgets, applications and their correspondences in IoT.
Keywords: Internet of Things, authentication, encryption
1. INTRODUCTION

Insurgency in the field of Internet of Things (IoT) is driving
various applications in the range of Smart City, Smart Home,

Smart Health and so forth., to upgrade the expectations for

everyday comforts of the general population all inclusive. To
understand this, a plenty of computerized gadgets are
conveyed which speak with each other straightforwardly or
through entryway or applications. From IoT application point
of view (Fig. 1), we conceive IoT as interconnected
Applications, Devices, Gateways and Cloud stages. Gadgets are
assembled into various groups wherein bunch head is meant
as door. Passage deals with the gadgets which have a place
with its bunch. Gadgets inside the bunch speak with each
other straightforwardly or through the entryway. Further,
these portals are overseen by IoT cloud stages. These stages
are conveyed topographically and speak with each other.
Consequently to empower secured and coordinated
interchanges crosswise over loT, the application and gadgets
need to verify each other through a cloud stage. Also,
correspondence conventions contrast from one application to
other and are helpless against various security dangers. Aside
from this, a portion of the broadly utilized IoT
correspondence conventions, for example, MQTT (Message
Queue Telemetry Transport), Constrained Application
Protocol (CoAP) have no inbuilt security instruments [1]. In
spite of the fact that CoAP and different conventions for IoT
have expanded security arrangements, for example, Datagram
Transport Layer Security (DTLS), Secure Sockets Layer (SSL)
and Transport Layer Security (TLS), they are powerless

against known dangers [1], [2].

Consequently in [oT, existing interchanges have constrained

inbuilt single-variable validation security instrument, along
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these lines not adequate to moderate the dangers and
requires increased confirmation plan. Thus loT design needs
to visualize a two component verification plan to meet
fundamental security necessities, for example, classification,
honesty and accessibility of the gadgets and their
correspondences to imagine previously stated shrewd
applications. The above all else prerequisite of the
correspondence conventions is to set up realness between the
computerized substances. In the writing, a few verification
plans, for example, Message Authentication Code (MAC),
signature, One Time Password (OTP), secure token and so
forth., are talked about in the zone of saving money
exchanges, specially appointed systems, computerized
correspondence systems [3]-[8]. Because of heterogeneity as
far as figuring force, stockpiling, battery power, portability,
shared correspondence and usefulness (sense and activate),
achievability to adjust the current verification plans should be
tended to. Going ahead, the vast majority of the information
from IoT gadgets are filed at [oT cloud stage (open, private)
for different information investigation furthermore
clients/applications are empowered to order the loT gadgets
through a stage [4]. In this manner, just validated and
approved clients/applications can get to the information and
solicitation/summon

IoT gadgets. To encourage this,

verification and approval plans for IoT should be tended to.

Fig. 1: [oT Architecture

We classify the authentication schemes for [oT as follows:
(a). Two party authentication through a trusted party with
key exchange [5],

(b). Mutual authentication schemes [9].

(c). Directed path based authentication scheme (DPAS) [6],
(d). Session key based authentication [10],

(e). Two way authentication [7],

(f). Group authentication [11] and

(g). One time password (OTP) and SecurelD Authentication
Schemes [8], [12], [13].

From these plans (a-g), we construe that the vast majority of
the plans are reliant on the specific kind of IoT engineering
and utilized at various layers of [oT convention stack. With
respect to security, they are inclined to assaults, the vast
majority of these plans need neighborhood key
administration and require framework for putting away the

keys, consequently helpless against key burglaries [4], [5].

The paper is sorted out as takes after. Area Il depicts a related
work on existing OTP methods and their constraints from the
IoT point of view. Our proposed OTP plan, taking into account
IBE bend and Lamport's OTP calculation is depicted in Section

I1I. In Section IV, Results and correlation of our proposed OTP
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plans against the current OTP plans are broke down. At long

last the paper is finished up in Section V.

2. RELATED WORK

The 10T field is quickly picking up consideration given its
capacity of data accumulation and transmission by
associating everything through the web. A specific number of
investigates tasks are being completed at various colleges and
labs to accomplish the best nature of administration in the
region. The security viewpoint is among the examination
points under study and more arrangements have been
proposed. In this segment we show a survey on the works

done around there.

Jingjun and Liangmin [14] exhibited a fast distinguishing
proof confirmation convention for versatile hubs which is an
advantageous sort of convention in the earth of the Internet
of Things with security assurance where the mobiles hubs are
required to be validated by the bunch keeping in mind the
end goal to perform the correspondence. The convention
outlined depends on the Veronoi [15] system model and it
contains a legitimate solicitation message and an answer
confirmation message, which quickly actualizes recognizable
proof validation and security insurance. In addition the
creators broke down the convention security lastly they
formalized the convention in connected pi analytics whichis a
dialect for portraying simultaneous procedures and their
communications. It develops the pi math adding the
likelihood to display cryptographic primitives through a mark
and an equational hypothesis. This is to demonstrate the
security insurance properties in the convention. In
examination with existing single-step conventions like the
essential hash convention and OSK convention, the creators
found that their convention has less correspondence
overhead, is sufficiently secure and introduces more
protection assurance angles contrasted with the related

conventions.

Liang et al. [16] proposed security-basic interactive media
administration engineering in the IoT connection for mixed
media applications with essential attributes, for example,
activity investigation, security necessities and movement
booking. As per the creators, their proposition is one of the
principal security-mindful activity administration systems for
such applications in the IoT. The significant parts of the
proposed convention are as taking after: key administration
[17-18], clump rekeying, confirmation and watermarking.
The proposed plan in the validation process includes
techniques running from the utilization of access control and
capacity declarations to common verification between the
server and client in light of the entrance control, capacity
endorsements and shared confirmation [19,20]. For the most
part, the capacity of watermarking is about indentifying the
substance cause, to follow wrongfully conveyed materials and
avoid unapproved content access [21]. To suit distinctive
interactive media application needs, three methods of
operation are recommended [22]: intermittent group
rekeying, occasional clump leave rekeying and intermittent

cluster join rekeying.

Gao et al. [23] proposed a correspondence convention for
RFID frameworks in the Internet of Things and demonstrated
its wellbeing by the irregular prophet strategy [24]. The
proposed security model for RFID frameworks in the IoT
fundamentally comprises of perusers, labels and RFID
middleware. Every item in the framework has a one of a kind
EPC. So as to depict the RFID framework model in the
Internet of Things the irregular prophet model is connected
[25]. The article proposes the SPAP convention which utilizes
symmetric encryption, one-way hash capacity and XOR. As
demonstrated by the irregular prophet model, SPAP can
accomplish shared confirmations, interior security,
possession exchange of labels; besides, can likewise oppose
retransmission, following of some fundamental assaults. At
last, as per the protected execution investigation comes

about, the SPAP convention has great execution.
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All the more as of late Ye et al. [26] have proposed a
productive verification and access control plan for the
observation layer of the Internet of Things concentrated on
basic and proficient common confirmation and secure key
foundation in light of ECC, which has much lower stockpiling
and correspondence overheads. The ABC-based approval
technique has been received for the entrance control
approach. Their engineering configuration is predominantly
in view of the idea of a base station (BS) which gathers the
information and controls the sensor hubs, the client is
characterized as a guest in the observation layer, including
gadgets such mobiles telephones, and savvy PCs. At long last
the trait power (AA) is the substance responsible for making
and dealing with the characteristic data. A productive ECC-
based verification and the property based access control
approach were proposed keeping in mind the end goal to
accomplish common confirmation amongst client and hubs
and fine-grained access control. Shared verification
guarantees the security of the correspondence amongst client
and hubs, whose procedure is easy to take care of the asset
obliged issue of the 10T observation layer. Getting to the
information on the premise of client property testaments in
the entrance control power can accomplish adaptable fine-
grained access control. The proposed plan has better

execution on the sensor hub side in examination with others

reported in [27].
3. PROPOSED WORK
System Architecture Diagram

The below figure 2 shows a general block diagram
describing the activities performed by this project. The entire
architecture has been implemented in nine modules which
we will see in high level design and low level design in later

chapters.

Secured Communication Channel
SERVER

"Hello” Interation

CLIENT

@

“Service” Request

“Good bye” interaction

Elliptic Curve Crypt hy
Initiate Respond /
oTP communication Clients request

Encryption/ Decryption
Operations

Database CRUD
operations

Fig 2: System Architecture
Various divisions in the project

o Elliptic Curve Cryptography Core Algorithm
Elliptic curve cryptography (ECC) is an approach to
public-key cryptography based on the algebraic
structure of elliptic curves over finite fields. ECC
requires smaller keys compared to non-ECC
cryptography (based on plain Galois fields) to
provide equivalent security. Elliptic curves are
applicable for encryption, digital signatures, pseudo-
random generators and other tasks. They are also
used in several integer factorization algorithms that
have applications in cryptography, such as Lenstra
elliptic curve factorization. The figure 3 shows the

algorithm of ECC.
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Fig 3: Algorithm of ECC

e Lamports One Time Password Authentication
Scheme
The Lamport algorithm for generating and applying one-time
passwords (OTPs) is a simple solution that provides great
value in the right context. Not only can the Lamport OTP
scheme provide effective security for distributed
client/service interactions, butit's also simple to comprehend
and implement. Louis lacona introduces the Lamport
algorithm, then describes an OTP reference implementation
for an extensible, Java-based library.
There's a subtle beauty in simple things that present great
value. To paraphrase Albert Einstein, a solution to a
problem should be as simple as it can be, but no simpler.
Applying a one-time password (OTP) scheme between
distributed systems makes it more difficult for a would-be
intruder to access and gain unauthorized control of
restricted resources such as data, physical devices, or
service end points. An OTP scheme is obviously a step up
from completely open access, or access limited only by
physical network barriers. But a solution based on an OTP
challenge also has some advantages over static, infrequently

changing passwords, because the window of opportunity to

gain access to credentials is much smaller. There's a
practical place for either type of authentication, or even
both used in concert.

The Lamport OTP approach is based on a mathematical
algorithm for generating a sequence of "passkey” values,
each successor value based on the value of its predecessor.

The Figure 4 shows the Lamport function and Lamport

Inverse Function.

Example

Lamport Lamport inverse

function function fll)=242.5 fi(2)=242.3
f{2) =592.75 4(3)=592.75
f{3)=1118.125 1{4)=1118.125

f{4) = 3n +3+) /2 Filx) = (24 3 4) /3

f(4)=1906.1875

Where

nis called seed - an initial value
fis the factor - difference for different client session

Fig 4: Lamport functions with examples
e (lient and Server applications
These applications will be implemented as a standalone java
application that will integrate the Elliptic Curve Cryptography
and Lamports OTP scheme. The client and server applications
will be executing in different hosts and we will show the
communication between them will be encrypted using Elliptic
curve cryptography. And also the clients’ authentication will
be established using Lamports One time password
authentication scheme. The Figure 5 shows the client server

account access control operation.

—_— Register >
—

~Read email and password

~Valid ifthey are proper
- Inioke the seniice

Register
Service

Data Access
Operations
[

-retum

Ml Login Listener /

~Read email and password
~Valid ifthey are proper

- Invoke the seniice

- If valid user, then create the session

-refum R
=3 MySOL
— Listener g ®

This leyer provides the
Database CRUD operations

USER INTERFACE

- Kill the session

Fig 5: Account Access Control Operation

© 2016, IRJET | ImpactFactor value: 4.45 |

IS0 9001:2008 Certified Journal |

Page 919



’,/ International Research Journal of Engineering and Technology (IRJET) e-ISSN: 2395 -0056

JET Volume: 03 Issue: 05 | May-2016

www.irjet.net

p-ISSN: 2395-0072

4. RESULTS AND DISCUSSION

This section is going to give the snapshots of the project
which is implemented using java. The Figure 6 is going to
show the client side of the project which is used for sending
the message. The client clicks on the send message to send
the message. The server is going to receive the message from
the client and generates the key and sends it to the client, this
is show in the Figure 7. The Figure 8 shows the snapshot of

OTP generation and forwarding it to client.

Integrating Lamports TP scheme with Eiptc Curve Cryptography (ECC)

Chient Tool

Fig 6: Client Side

Integrating Lamports OTP scheme with Eliptic Curve Cryptography (ECC)

AT Laming Ceter (ALC)

Clent Tool Faalyearproect week 2016 .
Vieloome suniCiest

CLENT ST 8P

OO

KOS

Fig 7: Server Generating the Key

Integrating Lamports OTP scheme with Hliptic Curve Cryptography (ECC)
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1050522

Fig 8: Client receiving the OTP

5. CONCLUSION

In this anticipate we have investigated the current OTP plans
utilized for end-to-end confirmation in [oT and have
proposed a lightweight, strong and versatile OTP plan by
utilizing the standards of IBE-ECC. Since we don't store the
keys, key size is little and don't rely on upon the past keys
(memory less),our plan requires lesser assets for operation
when contrasted with the current plans, for example, HOTP,
TOTP, Bicakci et al,Yeh et al, Lamport's hash based
calculation and Chefranov and Goyal et al, and so on. We have
exhibited that our proposed plan with a littler key size and
lesser framework performs comparable to the current OTP
plans, without trading off the security level. Since our plan
requires less assets and the key size is littler when contrasted
with the current plans, it can be seen as an unmistakable
possibility for expansive and differing loT frameworks, for
example, Smart City, Smart Home and Smart Infrastructure
arrangements. As a component of our future work, we are
currently conveying our proposed plan on a genuine loT stage

such that constant execution assessment can be acquired.
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