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Abstract: The payment framework rewards the hubs that
hand-off others' packets and charges those that send parcels.
The trust framework assesses the hubs' capability and
unwavering quality in handing-off parcels as far as multi-
dimensional trust values. The trust qualities is the degree of
belief about the hub’s behavior which is done by calculating
trust values of hub’s past behavior and which helps in
predicting future behavior. This system can be implemented for

sharing data and multimedia data transmission.

The basic goals of research in wireless sensor network
is to enhance the lifetime of the network and also to use the
power of the network nodes efficiently which is shown by the
proposed routing protocol in terms of consuming energy .The
proposed routing protocol depends on enhancement of AODV

and by using responsive geographic routing .

Keywords: WSN, Trust networks, AODV, RREQ, payment

systems

I. INTRODUCTION

The system ought to have the subsequent self-
arranging capacity characteristics since the areas of specific

hubs are not known toward the forward. The primary quality

of this system is the joint effort among the hubs. A huge
amount of hubs are used to generate a sensor network and
these nodes are arranged compactly to each other to examine
them. The data is composed by the every node and transmits
that information back to the sink .the hubs are typically

autonomous and have different energy capabilities.

The noteworthy application regions of the sensor
systems are in military ranges, wellbeing and in normal
cataclysm. Likewise, this system is utilized to inspect the
light, warmth, dampness and other ecological variables for
the social applications. [1] Wireless sensor systems have the

consequent attributes:

e It comprises of sensor hubs with some level of
vitality which can predict their remaining energy and
have the comparative design and One Base Station
(BS) without vitality requirement is removed far
from the region of sensor hubs.

o All sensor hubs are stationary. They utilize the

multi-bounce

straight communication or

communication to speak with the BS.
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e Sensor hubs sense air at a settled rate and at
consistent times have information to transmit to the
BS.

e The lifespan of WSN is the aggregate sum of time
before the primary sensor hub comes up short on

power. [2]

With a specific end goal to meet the necessity of
stretching out lifetime is to propose vitality proficient routing
algorithms that benefits the objective to adjust the heap in

the midst of the sensor hubs in the system

This  proposed framework  defeats  these
disadvantages by the accompanying strategies, trust and
payment framework. The payment framework utilizes credits
to charge the hubs that send parcels and compensate those
transferring packets [4]. The trust framework is crucial to
evaluate the hubs' dependability and unwavering quality in
handing-off packets. A hub's trust worth is characterized as
the level of conviction about the hub's conduct. The trust
qualities are figured from the hubs' past practices and used to
anticipate their future behavior. So that the reliability of the

route can be predicted

II. BACKGROUND OF THE PROBLEM

Essentially WSN is mobile hubs accumulation, which
speaks with different hubs by TV. In Mobile specially
appointed systems, they don't have any focal organization
and existing base [5]. In this way, the WSN is utilizing a
provisional system communication. WSN is working without
foundation, so hubs in wireless system progressively frame
their own particular system and association on the flying

development. In wireless communication all hubs can listen

to the communication on the off chance that it is in sending
range [6]. These wireless system hubs utilize some default
routing protocols to distinguish the sender and recipient for
each message. In wireless mobile specially appointed system
security is a noteworthy issue, especially in military

application.

Officially different methodologies have proposed to
handle this security issue [7]. Be that as it may, now there is
no routing algorithm is suitable for the situations. Over a few
years, more number of systems has been proposed with

onion routing method and a few systems have been executed.

III. RELATED WORK

Related studies are as follows:

Reputation-based schemes [8] experience the ill
effects of false allegations where some genuine hubs are
dishonestly recognized as vindictive. This is on the grounds
that the hubs that drop packets briefly, e.g, because of
blockage, might be dishonestly distinguished as vindictive by
its neighbors. Selfish node behavior degrade the systems
performance.. With a specific end goal to decrease the false
allegations, the plans ought to utilize tolerant limits to ensure
that a hub's packet dropping rate can just achieve the edge if

the hub is malicious.

In [9], payment is utilized to give credits for the
selfless behavior of nodes by rewarding them and they can
use the credit for forwarding their own benefits . A notoriety
framework is additionally used to recognize the silly parcel
dropping assailants once their packet dropping rates surpass

a threshold.
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For the proxy discovery, Luo [10] proposed two
algorithms eager and on-interest proxy disclosure algorithms.
When all is said in done, the covetous proxy revelation
protocol is proactive and the on-interest proxy disclosure
protocol is latent. The ravenous proxy revelation requires an
insatiable way to achieve an proxy customer with high HDR
downlink channel rate. An insatiable way is built by a mobile
customer sending the course ask for message (RTREQ) to its
neighbor customer with the best HDR downlink channel rate
for every hop. In any case, this avaricious way may not
generally find the proxy customer with the best general
channel rate for the destination customer.

IV.  PROPOSED METHODOLOGY

a. Experimental Design:

A parallel event driven simulator, Matlab was utilized

for comparing the results of protocols. Simulation
experiments were run on computer installed with Matlab
with impacts of speed of simulation and network size on the

trial results energy consumed parameter is calculated. [11]

1)Energy consumed: Energy consumed for control packets

made for routing.

Energy consumed were measured for speed of
simulation in experiment as provided below using GUI of
MATLAB , The underline reality to this protocol is that it
surges a course demand message in the system to set up a
course and it comprises of two techniques: Route Discovery
and Route Maintenance Constant bit rate generator was used
for generating packets of fixed size. [12] Three different types
of traffic load were used for simulation such as

1. High traffic load - one packet every 0.1 second,

2. Medium traffic load - one packet every second and
3. Low traffic load - one packet transmitted every 10
seconds.

b. Proposed implementation

Our main contribution is to provide a solution for the
uniform energy consumption for all the nodes in order to
increase network lifetime.

The trust model represents how to calculate the trust of
the routing path by using the trust value of individual nodes.
Our trust model creates relationship between trust metrics

and network statistics. [13]

L [ ] i
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Fig.1: GUI for implementation process
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=== Started simualtion =========== -
Node xinc=3 5012936-01 . yloc=1 52739300 , trust=3 000000e-01
Node xices 3113850-01 | yloeoT 467857e~01 | trust-s 00000DE.01

1 yioens 45 1 trusts 1
Node xloc=4.859825e+01 , yloc=5.318146e+01 | trust=5.000000e-01
Node xinces 9129900-01 | yloead 55394301 | trustes 00000DE-01
Node xincnT 830968001 | yloead 158495601 | trusteS 00000DE01
Node xloc=4.564877e+01, 01 , trust=5.000000e-01
Node xiao-1 503545200 | ' irbeios 0000008 01
Node xincas 2140720201 | ' irustes 000D00e01 f
Node xiaomd 447038001 | 1| trust-S 00000D= 01
Node xloc=8.154323e+01 , yloc=8.281184e+01 , trust=5.000000e-01
Node xloGa7 919370601 . ylooa1 963951400 | truste5 000000e-01

-8 -

Node xloc=0.218130e+01 , yloc=8.8127722+01 , frust=5.0000008-01
Node xloc=7.382072e+01 , yloc=3.7942102+01 , rust=5.0000002-01
Node xloc=1.762661e+01 , ¥l0c=8.317360e+01 , frust=5.000000e-01
Node xloc=4.057062e+01 , ¥I0c=5.028128e+01 , frust=5.000000e-01
Node xloc=0.3548976+01 , yloc=7.0047142+01 , frust=5.0000008-01
1, ylog=4. 1, trust=5 1 I
Node xloc=4.102702e+01 , ¥l0c=3.046174e+01 , frust=5.000000e-01
Node xloc=8.936495e+01 , ¥loc=1.896537e+01 , frust=5.000000e-01
Node xloc=5.789120e+00 , yloc=1.8342122+01 , rust=5.0000008-01
Node xloc=3.528681e+01 , ¥l0c=5.822232e+01 , frust=5.000000e-01
Node xloc=8.131665e+01 , ¥loc=3.027644e+01 , frust=5.000000e-01
Node xloc=0.8613016-01 , yloc=5.4187382+01 , trust=5.000000e-01
Node xloc=1.388909e+01 , yloc=1.508730=+01 , rust=5.000000-01
Node xloc=2. 52601 , yloc=6. Se+01 , trust=5 1
Node xloc=1.887217e+01 , ¥l0c=3.783730e+01 , frust=5.000000e-01

Node xloc=6.027925e+01 , yloc=8.6001162+01 , trust=5.0000008-01
Node xloc=2.721879e+01 , yloc=8.5365512+01 , rust=5.000000-01
Node xloc=1.988143e+01 , ¥l0c=5.935629e+01 , rust=5.000000e-01
===t Network Creation suCCessful semresss

Fig.2: Network created through simulation [14]
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Total number of nodes: 30, Communication range: 30
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Fig.3: Transmission route network
Sender node: 3 Destination node: 12
The next hop is 2: sending packet to 2, Recieved packet at 2
The next hop is 7: sending packet to 7, Recieved packet at 7
The next hop is 4: sending packet to 4, Recieved packet at 4
The next hop 10: sending packet to10, Recieved packet at 10
The next hop is 3: sending packet to 3, Recieved packet at 3
The next hop is 5: sending packet to 5, Recieved packet at 5
The next hop is 6: sending packet to 6, Recieved packet at 6

The next hop is 9: sending packet to 9, Recieved packet at 9

The next hop is 1: sending packet to 1, Recieved packet at 1

© 2016,IRJET | ImpactFactor value: 4.45 |

IS0 9001:2008 Certified Journal |

7| [seee Auditing receipts at TA e p.
E| |™ Node 5 have jhave forwarded all packet recieved , inreasing its trust as 7.000000e-01

& |** Node & have jhave forwarded all packet recieved , inreasing its trust as 7.000000e-01

** Node 9 have jhave forwarded all packet recieved , inreasing its trust as 7.000000e-01

** Node 12 have jhave forwarded all packet recieved , inreasing its trust as 7.000000e-01

= Trust updated ===

— 1

Fig.4: Trust algorithm and auditing receipts at trust
authority
Auditing receipts at TA
Node 1 have dropped 23 packet, reducing its trust as
3.000000e-01
Message: Trust updated

V.  SIMULATION RESULTS

Simulation results have shown the proficiency of
developed proposed protocol for sensor systems applying
distinctive routing

techniques..
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Fig.5: Comparison graph for energy consumed vs.

number of nodes

The above fig.5 displayed the correlation results
among DRS and proposed routing protocols for energy
consumed versus number of nodes in simulation. The Result
shows that In this we got the amplified proposed has energy
consumed by 11 less by

Table I: Comparison results between two protocols
based on different parameters

DRS

89.000000

Parameters Proposed

Energy consumed 71.200000

VI. CONCLUSION

In proposed framework we utilize onion routing
protocol for secure and solid parcel transmission. Proposed
protocol gives the layer of encryption and unscrambling
procedure to secure the packet while transmitting to
destination hub and this framework utilizes the multi bounce

course sending algorithm to locate the briefest way from

source to destination. Proposed protocol with Advanced
Encryption Standard algorithm is a two key encryption
process.
Moreover, instruments like data transmission
estimation can likewise be incorporated with our way to deal
with enhance system execution in mobile specially appointed
systems. In future work give security to every packet, so that
the gatecrashers can't ready to get or harm the parcels.
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