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Abstract - Elliptic Curve Cryptosystems (ECC) have recently
received significant attention by researchers due to their
performance. This paper proposes a new approach to encrypt
data (message) with new modified version of Menezes
Vanstone cryptosystem based on elliptic curve. This new
version basically utilizes the original Menezes Vanstone
cryptosystem, but it added additional features to
cryptosystem's encryption method that uses character’s
hexadecimal values that can encrypt data. Thus knowledge of
each character's point does not have to be sent to recipient.
The implementation of this algorithm is done using MATLAB.
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1. INTRODUCTION

Cryptography is the study of information hiding and
verification. It contains the protocols, algorithms and
approaches to securely and consistently prevent or delay
unauthorized access to sensitive information and allow
verifiability of every component in a communication.

It aims to secure communication between sender and
recipient in the insecure communication medium like
internet. When information is transformed from a useful
form of understanding to an opaque form of understanding,
this is called encryption. At the point when the data is
returned into an appropriate frame, itis called unscrambling
or decryption. Expected beneficiaries or approved utilization
of the data is controlled by whether the client has a specific
bit of mystery information. Just clients with the mystery
learning can change the hazy data once more into its helpful
shape. The mystery information is regularly called the key,
however the mystery learning may incorporate the whole
procedure or calculation that is utilized as a part of the
encryption/decoding. The data in its helpful frame is called
plaintext (or cleartext); in its encoded shape it is called
ciphertext. The calculation utilized for encryption and
unscrambling is known as a figure.

In the mid-1980s Miller [1] and Kibitz [2] introduced elliptic
curves into cryptography. After Olestra [3] showed how to
use elliptic curves to factor integers, elliptic curves played an
increasingly important role in many cryptographic situations
are required security and privacy.

Elliptic curve cryptography is a public key cryptography
based on the properties and functions of elliptic curves.
Elliptic curve cryptography (ECC) is one of high potential
applicants for WSN’s (wireless sensor networks), which
requires less computational power, communication
bandwidth, and memory in comparison with other
Cryptosystems. It has gained considerable attention in the
recent and has attracted many researchers because of the
higher security levels it has been able to achieve.

ECC is based on something called the elliptic curve discrete
log problem, and it’s a much harder problem than factoring
integers. Another reason of using elliptic curves in
cryptography is that they seem to offer alevel security needs
comparable to classical cryptosystems that use much larger
key sizes. Using of smaller key sizes is important in the
environments where resources like processing power,
storage bandwidth and power consumption are limited.
Elliptic curve cryptography (ECC) algorithm is an encryption
algorithm. We use its mechanism which is Menezes Vanstone
cryptosystem [4] in our study.

To provide an efficient alternative to other cryptosystems, a
new method is implemented in this paper that show how to
encrypt characters with their hexadecimal values that
provides secured communication media without the
necessity of code table which is agreed by communication
parties with modified version of Menezes Vanstone
cryptosystem based on elliptic curve.

2. REVIEW ON THE ECC ALGORITHM

An elliptic curve E takes the general form as:
E:y? =x? +ax +b [p]

Where a, b are in the appropriate set (rational numbers, real
numbers, integers mod p, etc. ) and x, y are elements of the

finite field GF (p) satisfying 4(17)%+ 27(33)%# 0(mod p)

© 2016, IRJET | ImpactFactor value: 4.45

ISO 9001:2008 Certified Journal | Page 1044



’,/ International Research Journal of Engineering and Technology (IRJET) e-ISSN: 2395 -0056

JET Volume: 03 Issue: 12 | Dec-2016

www.irjet.net

p-ISSN: 2395-0072

and p is known as modular prime integer making the elliptic
curve finite field.

There are two basic group operations on elliptic curve
which are point addition and point doubling.

A. Point Addition

Addition means that given two points on E and their
coordinates, P = (x4, y1) and Q = (X2, y2), E (GF (p)), we have
to compute the coordinates of a third point R such that:
P+Q=R
(x1,y1) +(x2,¥2) = (x3,3)
This is the case where we compute R = P + Q and P#Q. Point
R's coordinates (x3, y3) also E (GF (p)).
5= (Vp-¥a) / (Xp — Xq)
Xr = [S$2 - Xp- Xq] mod p
yr=[-yp + s(xp - xr)] mod p

B. Point Doubling

Point doubling is the addition of a point P on E to itself to
obtain another point R. This is the case where we compute P
+Q but P = Q. Hence we can write R=P + P = 2P.

s=(3xp? +a) / (2yy)

Xr = 8% - 2xp, mod p

yu = [-yp+ s(xp - X)] mod p

3. MENEZES VANSTONE CRYPTOSYSTEM

Menezes Vanstone Elliptic Curve Cryptosystem is a solution
to the problem of encoding a message in a point. It uses a
point on an elliptic curve to mask a point in the plane.

Menezes Vanstone Elliptic Curve Cryptosystem that is a
variant of EIGamal’s [5]encryption system. These systems
basically use elliptic curves. However, there is one main
difference between these two cryptosystem.

The difference is that, in Menezes Vanstone cryptosystem,
the message to be encrypted is masked instead of embed
over E elliptic curve. This situation indicates that the
message must be expressed as a point on E elliptic curve
when ElGamal's [5] cryptosystem is used but this is a
limiting factor. The message is independent from the points
on elliptic curve which is important in terms of security
because person who is trying to obtain secret message can
guess this situation. Menezes Vanstone cryptosystem is fast
and simple. Therefore we choose to use Menezes Vanstone
cryptosystem.

Encryption and decryption methods are for Menezes
Vanstone elliptic curve cryptosystem as:

E is an elliptic curve defined on Zp, P > 3, p is a prime
number or for n > 1 is defined on finite field GF (p™). E also

contains a cyclic group in which the discrete log problem is
impossible.

The process of encryption and decryption has two entities,
sender (A) and recipient (B). Both the entities agree upon a,
b, p, G, n which are called domain parameters.

A. Key Generation
Recipient B selects a random number g and it is private

key, G is the generator point and n is the order of G,
computes Pz public key as follows:

F.E': HB*G

B. Encryption
Sender A gets B's public key Pg, selects a random number

k[1, n-1], selects the message (plaintext) x = (x1, x2) that
wants to encrypt it then computes:

Yo=k-G

(CL,C2)=k.Pg

YI=Cl.XImod p

Y2=C2.XI mod p

After calculating these equations, sends plaintext as a point
(Yo, Y1, Y2) called ciphertext.

C. Decryption

Recipient B uses whose secret key nB for calculating:
(C1,C2)=nB.Yo

x=(Y1.€1 ™ mod p, Y2. €27 mod p)

The point (Y1.€1™  mod p, Y2. €27 mod p) represents the

plaintext x.
4. THE MODIFIED CRYPTOSYSTEM

The altered cryptosystem can scramble point as well as
message as per demand of sender. As per our encryption
technique, firstly the message is isolated into hinders that
contain just a single character, and after that every character
is changed over to hexadecimal configuration. Hexadecimal
estimations of every character have two digits. These two
digits permit us to express the message as a point. Hence
information of every character's indicate does not have be
sent to beneficiary.

If sender wants to encrypt the message, the plaintext
dimension d is calculated then divided into blocks as the size
of plaintext and each block is encrypted by an identical key
set K' = {(E', a', a', P'): P' = a' .a"} that has exactly the same
characteristic of the original Menezes Vanstone ECC
cryptosystem. Every block has only one character. After that
this character's equivalent of hexadecimal (base-16) number
system is calculated. Every character's equivalent of
hexadecimal value is given in Table. 1.
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Table -1: Hexadecimal Values of Each Character

C. Decryption
00 nul|e1 soh|B2 stx|83 etx |04 eot |05 enqg|©€ ack|OT bel ReCipientBuseS WhOSG secret key nB' calculating:
(c',c'2)=nB" .y
xi = (y'i. c1lmod p, y'2i . c21 mod p)
Using this equation (xi = xii . 16 + x»;) that represents
plaintext x' = {(xiX2 ..., Xn):i=1, 2, 3....n}

88 bs |89 ht |6a nl |BB vt |BC np |8D cr |BE so |BF si

10 dle |11 decl1 |12 dc2|13 de3|1% dc4|15 nak|16 syn|17 etb

18 can|19 em |1A sub|1B esc|1C fs |1D gs |1E rs |1F us

20 sp |21 ¢ |22 " |23 # |2a $ |25 % |26 & |27

28 (|29 ) |2a = |28 + |2¢ ., |20 - |22 . |2F / The steps to be followed during encryption and decryption
3@ e |31 1 32 2 |33 2|38 4 |35 s5 |38 86 |37 T are given in the fOllOWing flowchart in flg 1

38 8 |39 9 |za : (3B ; |3Cc < |30 = |3E > |3F =2

49 @ (41 A |42 B |43 C |44 D |45 E |46 F |47 G ‘ start )

48 H |49 I (#4a J |uB Kk |ac L |4D M |4E N |4F O e

se P |S1 o (52 R |53 s |s4 T |s5 U |se U |57 u &

58 X |s8 v [sa z |sB [ |sc N\ |sD 1 |SE ~ [SF _ E: v'=x'+ax+bmodp

68 " |61 a (62 b |63 c |6 d |65 e |68 F |67 g

€8 h |69 i |eAa ] 6B k |eC

[

6D m |6E n |6F o

Te p |71 q |[fF2 r |FT3 s |74 t TS u |76 v |TT w

4+ 2761 £ 0
(mod p)

T8 x |79 y |[TA =z |TB ( TC I D )} |TE ~ |TF del

According to Table. 1, that can be easily shown, each
character's hexadecimal value, is located to the left of
character's in the table, has two digits whose units digit
indicatesX2i and tens digit indicates Xli for that reason the

character represented as a point (Xli, x2D, subscript I —

. . . Find points on
symbolizes block number, it is an integer and I <:: [ <:: d. E
However X2i can be one of these letters A,B,C, D, E, and F, in v
this case hexadecimal value is converted to decimal. These o e
are A ---> 10, B---> 11, C--->12, D--->13, E--->14, and F--- ey
>15.As mentioned before, the key structure is the same with ¥
Menezes Vanstone ECC.

Get B's secret
key
A. Key Generation
Recipient B selects a random number nB' and it is private
key, G' is the generator point and n' is the order of Get plaintext
G',computes Fé. public key as follows: from A
Pg'=nB"G' Y
Encrypt every
character's

hexadecimal values of
plaintext as a point

B. Encryption
Sender A gets B's public key Fé. selects a random number

k'[1, n'-1], selects the plaintext x'. Then x' sent to the Convert v
toPoint function. Deerypt all
points

The function converts to plaintext's value as x' = (xli, x2i)
than computes: Origina]
Encryption of a plaintext (x1, x2) Z*, x Z*,
yl0 = k'. G'

(chc2) =k'. Pg
y'i=c'1.ximodp

y'2i= C'2. X2i mod p

After calculating these equations, every character of the
plaintext as a point (y'o, y'I' y'2) is sent n' times.

Fig -1: Proposed Flowchart of Encryption and Decryption.
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5.IMPLEMENTED RESULT

For example sender A wants to sent the plaintext "Menezes
Vanstone Elliptic Curve Cryptosystem" to recipient B. Every
character of plaintext "Menezes” is represented by a point.
These values can be shown Fig-1.

M:4D---> (4, 13), e:65---> (6, 5), n:6E---> (6, 14), e:65---> (6,
5),2:7 A---> (7, 10), e:65---> (6,5), 5:73---> (7, 3).

E:v? =x? +17x + 33 mod 107,

As 4(17)%+27(33)%# 0 mod 107, E is an elliptic curve.
nB =27,G=(5,55),pPB=nB.G =27 (5,55) = (45, 63), k=19,
d=7

As mentioned before, G is generator point on E, we use it
while finding Pg . It is clear that Pz must be on E elliptic

curve.

Encryption
The cipher text obtained after encryption is a pair of the
points (Y0, Y1, and Y2)
i={,23..,7},
Yo=k.G=19.(5,55)=(73,13), where Yo is the 1st
pair of the cipher text which is common to all the points.
(c1,c2) =k- Pz =19- (45, 63) = (60, 48),

The plaintext is divided into seven blocks and every block is
sent to B. First character "M" is encrypted and the others are
found the same method.
The value of Yo does not change therefore we use it only first
character. The plaintext is converted to ciphertext as
Character “M” is encrypted as: (73, 13, 26, 89)

Y11= C1.XI mod p = 60- 4 mod 107= 26,

Y21 =C2.X2 mod p =48.13 mod 107= 89,

And ciphertext as shown in fig.2 for the word
Menezes, all the characters follows the similar method.

Decryption
Receiver B uses its secret key Ilg to perform decryption.
Where ng=27.
(c1, c2)=ng.Yo
The secret key is multiplied with the first pair of the cipher
text and the obtained value is just inversed and multiplied to
the next pair of the cipher text with their respective co-
ordinates to obtain the original plain text.
(c1,c2)=27-(73,13) = (60, 48),
Fori=1--->(yi,y2i = (yi1,y21) = (26, 89),
Xi = (y'li.crlmod p, y'2i. c2' mod p = (26. 60" mod 107,89
48 mod 107) = (4, 13) ---> (4, D) which corresponds to
the character "M".

The cipher text is decrypted with this method. At the end of
these operations, plaintext is obtained successfully with our
implementation as shown in fig-3.

A\ MATLAB R2013: [E=E=
oue R I 5 Ocumentsion g = |
ENd - Srmar e H El?kvllr'-ﬂt Igﬂllnbz:lhb ii = {5 Preferences. (2 ?cnmn,
Now Mow Own oo bt Sere 2 VT £> Run and Tme ok oy SR RemestSungon
oot Do Viortspace [ CarViorkspacs + (7 ComrCommnds ~  tomry | v ioPwaklv v L
E

ENVIRONMENT

HName Value

B tialjpg
] scalar_multm

Enter Public key of B:[45,63]
Enter Plaintext:Menezes
Boints:

26 8s
3= 26
3= 3
33 26
ELI
3z 26
sz 37

Enter Bs private key:27
Decrypted Text:

A\ MATLAB R2013; === | 45,63]
=< ~—y — ap = LS Menezes
Houe Eeiatoen0)| g -]
5 e Ve [ Analyze Code: 55 [ Sremmes (3 £ Commuay complete.m (HATLAB Scri ~ | Menezes
(= Opea Varibie ~ > Run and Time: = Request Support Busy, Profiler on
=) e, ﬁ ° m ooy, TOZPM
S ‘\\ T E T Gpome

(Olh-Y

ter Public key of B:[45,63]
ter Plainvest:Menezes

Woomopm
i OPES

26 107
52 17
3
7 15,551
° 19
145, 631

R R R
-
&

# |

@ v

Fig- 3: Decrypted output of text

The ciphertext is decrypted with this method. At the end of
these operations plaintext is obtained successfully with our
implementation.

The CPU times are also calculated for encryption and
decryption,the encoding and decoding time varies processor
to processor.

2 ARIDIEDEY

Fig-2: Encrypted output of text
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6. CONCLUSIONS

The reason for the review is left unfulfilled if the outcomes
are not appropriately investigated. Elliptic curve
cryptosystem provides an efficient alternative to other
cryptosystems. In this study we explain how to encrypt
characters with their hexadecimal values that provides
secured communication media without the necessity of code
table which is agreed by communication parties with
modified version of Menezes Vanstone cryptosystem based
on elliptic curve.

In future, encryption of images using the same modified
algorithm will be made.
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