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Abstract - The voting systems are a very important tool for
any organization and institution. There are various tools
and techniques used for voting such as traditional voting
system or paper ballot voting system, e-voting system or
electronic voting system, website voting system, sms and
missed call voting system. In this paper, we discussed about
the various voting systems and their functionalities. Also we
have discussed about multi-purpose online voting system
using smartphone.
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1. INTRODUCTION

Now days it's of prime importance to provide
security to any kind of data and it becomes even
more crucial when we require such data for voting.
Voting system is the backbone of any institution may
it be an institution or any corporate organization as
well as for the government. So the main concern is to
make this backbone safe and secure from external
threats [1].

A voting system is only successful when a majority of
a population participates in the voting procedure. To
do so, we have to make the voting system accessible
to people without making them to go places. Keeping
all these concerns in mind, several systems and ideas
have been implemented and been proposed over the
years. The primary goal of the idea proposed here is
to implement a system which will animate maximum
number of voters to cast their vote remotely which
will reduce time consumption. Thus, it will
encourage more and more people to participate in
voting process.

2. VARIOUS VOTING SYSTEMS

There have been several changes in the voting
system over the year. Different voting system, have
been adopted by different institution in order to
meet their voting requirements, making it fast and
secure in every means possible.
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Traditional voting system used to make use of paper
and stamp for the voting process. This was earlier
used widely in most parts of the world.

Later e-voting system, also known as electronic
voting system, came into limelight and replaced the
conventional paper ballot voting system. It uses
electronic devices to store the votes and to transfer
them to the election officials online.

Internet based voting system, which is online voting
system, are a type of e-voting system. The difference
between the two is that in internet based voting
system, voting ballot are created and transferred
over the internet through browser.

Nowadays, we can also find voting system that can be
used through the browser of a computer. They are
website voting system. In which all the functioning of
the voting system is carried out on the browser
accessing the website. [2,3,4,5]

In reality shows, votes are collected by means of
Short Message Service (sms) or missed calls. The
content of the sms or the number in which they have
to give a missed call is unique for different
candidates.

TABLE-1: STRENGTHS AND WEAKNESSES OF VOTING SYSTEMS [6, 7, 8,
11]

Voting STRENGTHS WEAKNESS
System

Traditional | Effortlessness: Sluggish:
Voting Traditional voting | As only a single voter is
System systems such as paper | allowed to cast a vote

ballot voting system
are the easiest way of
casting a vote. Illiterate

at a time, others have
to wait for their chance
to cast a vote. Which

public can also cast the | leads to time
vote, in this system, | consumption?
without any assistance. | Booth Hijacking:
Transportable: This is a type of
The system can be | electoral scam. In India,

arranged easily at any

there were cases where

place, by taking the | the polling station was
help of sufficient man- | being taken over by
power political party
Less Costly: supporters.

As no external | Low Computational
resources are involved | Speed:
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in traditional voting
system, except for
human resource, the
voter doesn’t have to
pay anything before
casting a vote.

Results of the election
cannot be declared
immediately, as all the
votes first needs to be
tallied.

High Speed:

Multiple voters can cast
their vote
simultaneously.  The
voters can cast their
vote with the help of
devices, thus he doesn’t
have to wait for his
chance to vote.
Malleability:

As for this system,
internet  plays an
important role on
which ~ the  major
functionality is based
on, the systems can be
made to follow a
variety of voting.
Freedom to vote:
Voters have the
freedom to vote from
anywhere they wish to,
without having to go to

e-Voting Ease: Less Privileged:
System The software’s | As this voting system
developed in  this | makes user of external
system are user | equipment’s, that cost
friendly, enabling the | money, the deprived
user to vote with much | section of the society
ease. lose their right to vote.
Agility: Vulnerable:
There is no restriction | The system faces threat
on the location. Voters | of an external attack.
can cast their votes | Power Consumption:
from any location from | There are places which
where they can | lack electricity or have
establish an internet | intermittent service. So
access. at such places the
Computational Speed: | electronic devices work
System can declare the | on batteries, which can
election results as soon | be drained out at any
as the wvoting is | instant
finished. Costly:
Economical: For each set of units,
e-Voting is affordable. | the parts used in the e-
It is a one-time | voting system cost
investment, in which | about $200.
the initial cost for
building the entire
system is high. Later,
the expenses made are
much lesser.
Malleability:
As this system work on
electronic devices, just
by altering the
configuration of the
system it can be made
to work for a variety of
ballot formats.
Internet Accessibility: Intricacy:
Based As the system works on | The designing of the
Voting internet, the system | system is intricate and
System can work on any device | requires careful
that supports internet. analysis of all the

aspects related to the
internet based voting
system (online voting
system).

Security
Vulnerabilities:

As the system functions
over the internet, the
risk of being attacked
by the external risks
and  unauthenticated
users are high.

High Cost:

The system is costlier
than other systems, as
hardware requirement
and software needs are
to be Which
requires resources
which are expensive
which adds on to the
total expenditure of the

met.

portable system as the
system works on sms
and missed calls
received from users.
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the polling booth and | system.
wait in a long queue.
Reusability:
The system can be used
again and again as
minimal changes are
only required.
SMS Voting | Elasticity: Complication:

System As such system could | The designing phase of
be modified as per the | this system is highly
requirement of specific | complex.
show, such a voting | No uniqueness:
system is quite flexible. | Since a person having
High Computational | two sim cards can give
Speed: two votes, therefore
The counting of the | there is no way in
votes is done by a | knowing whether the
machine instead of a | user has already given
person. Thus it is done | a vote or not.
at a much faster rate.

Missed Call | Reusability: Complication:

Voting The extent to which the | The designing phase of

System existing application can | this system
be reused in new | complicated and
application. careful attention is to
Portable: given to the users
It is very much | accents, way of talking

and clarity.

No uniqueness:

Since a person having
two sim cards can give
two votes, therefore
there is no way in
knowing whether the
user has already given
a vote or not.

3. MULTI PURPOSE ONLINE

USING SMARTPHONE

VOTING SYSTEM

The system that we propose basically focuses on voting
system that will prove handy in the future. As the numbers
of smartphone users are rising exponentially, we may say
that most of the world population will own a smart phone.
So we propose a system which will work on smart phones
using the finger print scanning functionality embedded in

them.

In this system, a user can create their own unique voting
ballot. Doing so, same system can be used for a variety of
scenarios. For instance, election being conducted for any
institution, government elections, gathering votes to
decide the member of a committee. This makes the system
flexible. By enciphering the vote’s data at the voter’s end
and deciphering them only to display the results to the

local administrator, would make the

system would be made secure.
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ballot > ABCD-1234-EFGH
Enter details about the candidates Broadcast the unique serial
number for user to vote

standing for election
Fig-1: Overview of the multi-purpose online

4. DESIGN OF THE SYSTEM

The user won'’t have to register into any account, they just
have to provide the unique national identification number
for instance UIDAI (Unique IDentification Authority of
India) Card in India. This would ensure the uniqueness of
the user as the database would be consisting of contents
such as finger print of the user, and other information
(example: Iris, retina, face) for biometric verification.
Thus, a user can simply enter his national identity number,
pass through some verification steps and get authorised
for performing the voting [9].

The system also enables the user to create local voting
ballots. In this functionality, any user can create a voting
ballot may it be for a college election, for company or for
government elections and give a small description about it.
The user who creates the local voting ballot will be the
local admin of that ballot. The local admin will then be
given a unique random number which he may broadcast
to all the voters. The details of the voting and the votes
will be calculated and shown to the local admin in form of
graph or pie chart.

Once the votes are submitted by the user, it will be
encrypted using some enciphering technique (example:
Advanced Encryption Standard (AES)) which will only be
visible to the local admin in the decrypted.

The system basically comprises of three phases:
i. Voting Ballot Creation Phase
ii. Voter Voting Phase
iii. Security Phase

Voting Ballot
Creation S(;%lgrs%ty Voting Phase
Phase

Fig-2: Phases of multi-purpose online voting system using
smartphones

PHASE 1: Voting Ballot Creation Phase

N\
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Insert your Aadhar e
P card number e

- =
e

Select the create new voting
ballot option

i

/ QR code and finger print scan /

1l

‘ Insert contact details, details about

the voting ballot and the
candidates standing for election

1L

‘ Receive confirmation ‘

email/message and a link to view
the computed result in graph

Fig-3: Voting Ballot Creation Phase

Here the user who desires to create a new voting ballot
gets to become a local admin. The voting ballot can be for
any reason may it be for government elections, taking
votes to decide who will become the General Secretary
(GS) of the college or to select the committee members.
The local admin, after clicking create new voting ballot
option, has to pass the authentication phase by scanning
his finger print or any other biometric data. After being
identified as a legitimate user, they have to enter the
required field such as title of the voting ballot, description
of the voting ballot, number of candidates participating in
the election, their contact detail. After all the data are
stored in the system’s database, local admin will be given
two unique serial numbers - one can be used by them to
see the progress of the voting ballot in a graphical view
such as graph, pie chart, etc.

Phase 2: Voting Phase

In this phase, the voters after entering their unique
national identification number (in this case AADHAR card
number) into the application, has to enter the unique
voting ballot token number. This token number has been
broadcasted to them by the local administrator prior to
the voting. After doing so the user has entered the voting
ballot, but in order to successfully cast their vote they have
to authenticate themselves as a legitimate user. After
passing through the authentication phase i.e. biometric
identification, QR scanning the voter can register their
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vote. As the votes get stored in the database the user will
be acknowledged about the votes being successfully
submitted.

Insert your Aadhar
card number

Insert unique voting ballot token
number

!

QR code and finger print scan

After user is been verified

Cast your vote

!l

Receive confirmation on the
application

Fig-4: Voter Voting Process

Phase 3: Security Phase

For a voting system, it's security is the most important
aspect of the system. While using an online voting system
using smartphone, the votes submitted by the user will be
first encrypted using an enciphering technique such as
AES. This encrypted vote data is stored in the database of
the system. While retrieving the encrypted data, it is first
decrypted at the local admin smartphone. Once the
encrypted votes are deciphered, it can be used then to
compute and find the total number of votes given per
candidate. This computed data is presented to the local
administrators in a graphical view for instance, a graph or
a pie chart.

Vote is submitted by the voter

J\ /lat the voter side

‘ Submitted votes are encrypted

using AES and stored in database

at the local admin sic

Encrypted votes are received and
deciphered

‘ Computing of the deciphered votes |

1y

’ Displaying votes to the local admins

Fig-5: Security of the system

5.CONCLUSION

The online voting system using smartphone, described
over here, is a multi-purpose system which can be used by
any institute who wishes to conduct an election. The user
just has to have their national identification number such
as UIDAI and a smartphone which has a finger print
scanning feature embedded in them. As the application
based on the system will be operating online, the user can
cast their vote from their current location. The voters
don’t have to personally go to the voting booth to cast his
vote. Thus, encouraging maximum participation of the
voters.

ACKNOWLEDGEMENT

We are thankful to the Principal Dr. Mohiuddin Ahmed and
Dr. Z.A. Usmani, Head of Department, Computer
Engineering of M. H. Saboo Siddik College of Engineering,
Mumbiai for their valuable guidance.

REFERENCES

[1] Malwade Nikita, Patil Chetan, Chavan Suruchi, Prof.
Raut S. Y, International Journal of Emerging Technology
and Advanced Engineering, Volume 3, Issue 5, May 2013,
pp. 213-217.

[2] David Chaum, Peter Y. A. Ryan and Steve A. Schneider,
"Secret-ballot receipts: True voter-verifiable elections” IEEE
Security & Privacy, 2(1), 2004, pp. 38-47.

© 2016,IRJET | ImpactFactor value: 4.45

ISO 9001:2008 Certified Journal | Page 357



v/ International Research Journal of Engineering and Technology (IRJET) e-ISSN: 2395 -0056
JET Volume: 03 Issue: 10 | Oct-2016 www.irjet.net p-ISSN: 2395-0072

[3] Robert Krimmer, Rudiger Grimm, Electronic Voting
3rd international Conference on August 6th- 9th, 2008, In
Castle Hofen, Bregenz, Austria.

[4] Armen, C. and Morelli, R, “E-Voting and Computer
Science: Teaching About the Risks of Electronic Voting
Technology” ACM ITiCSE, 2005.

[5] Prof. Anisaara Nadaph, Ashmita Katiyar, Tushar Naidu,
Rakhi Bondre, Durgesh Kumari Goswami, An Analysis of
Secure Online Voting System, International Journal of
Innovative Research in Computer Science & Technology,
Volume-2, Issue-5, September-2014, pp. 48-51.

[6] Mr. Mayur Patil, Mr. Vijay Pimplodkar, Ms. Anuja R.
Zade, Mr.Vinit Vibhute, Mr..Ratnakar Ghadge, A Survey on
Voting System Techniques, International Journal of
Advanced Research in Computer Science and Software
Engineering, Volume 3, Issue 1, January 2013, pp. 114-
117.

[7] Hari K. Prasad, J. Alex Halderman, Rop Gonggrijp,
Security Analysis of India’s Electronic Voting Machines,
April 29, 2010, http://IndiaEVM.org.

[8] “A Report on the Feasibility of Internet Voting”,
California  Internet Voting Task Force, 2000,
http://www.umic.pt/images/stories/publicacoes1/final_
report.pdf.

[9] Advait Salkar, Vikramchand Gupta, Llewellyn Dsouza,
Online Voting System, International Journal of Scientific
and Technical Advancements, Volume 2, Issue 2, 2016, pp.
39 -41.

[10] Highly Secured Online Voting System over Network,
K. P. Kaliyamurthiel, R. Udayakumar, D. Parameswari and
S. N. Mugunthan, Indian Journal of Science and
Technology, Vol 6, May 2013.

[11] Nwachukwu-Nwokeafor K.C, Igbajar Abraham,
Design of a Secured Online Voting System for electoral
Process, - International Journal of Innovative Science,
Engineering & Technology, Vol. 2 Issue 12, December
2015, pp. 456 - 471.

© 2016, IRJET | ImpactFactor value: 4.45 | IS0 9001:2008 Certified Journal | Page 358



