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Abstract - CAPTCHA is a graphical password scheme
used for a user access authentication. It is mainly
used for a security purpose to avoid the spyware
attacks from website also to prevent bots from
overrunning sites with spam, fraudulent registrations,
fake sweepstakes entries, and other nefarious things.
CAPTCHA is based on the image as a graphical
password from the weak zone from the user. In this
paper various techniques for CAPTCHA has been studies
here we analysis the each and every scheme of
CAPTCHA password like graphical password scheme
and focus the security attitude and analysis the attack
methods.
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1. INTRODUCTION

CAPTCHA stands for "Completely Automated Public
Turing test to tell Computers and Humans Apart". Since
the dawn of the Internet, people have tried to abuse
websites for both sport and profit. As the abuse became
profitable, the scale of abuse grew using automated
software (sometimes referred to as bots). To prevent bots
from overrunning sites with spam, fraudulent
registrations, fake sweepstakes entries, and other
nefarious things, publishers responded by testing users to
see if they were human or not.

Password is always more security and usability. The
security password is access for authentication which has
been used to access the password used through graphical
aspects or CAPTCHA process. A key area in security
research and practice is authentication, the determination
of whether a user should be allowed to access to a given
system or resource. Generally, the most common and
convenient authentication method is the traditional
alphanumeric password. However, their inherent security
and usability problems led to the development of
graphical passwords as an alternative.

2. LITERATURE SURVEY

2.1 Captcha as Graphical Passwords—A New
Security Primitive Based on Hard Al Problems

Author proposed a framework called CaRP which is both a
Captcha and a graphical password scheme. Here author
introduced a new approach to encounter online guessing
attacks which includes online guessing attacks also
resistant to Captcha relay attacks.

Authors also done usability study of two CaRP schemes in
which they had implemented system by taking more
participants considered AnimalGrid and ClickText which is
easier to use as compare to that of PassPoints and a
combination of text password and Captcha. Author also
stated that, if the proposed framework is combined with
dual-view technologies it can be resilient to shoulder-
surfing attacks and also help reduce spam emails sent
from a Web email service.

2.1.1 Methodology used:

CaRP uses alphabet of visual objects (e.g,

alphanumerical characters, similar animals) to generate a

an

CaRP image. It uses both Captcha and a graphical
password scheme.

2.2 A new CAPTCHA interface design for mobile
devices

This paper author has made two main contributions. The
first is the proposal of an erosion-based CAPTCHA-
breaking algorithm that successfully attacks the Drawing
CAPTCHA for mobile devices and the second is a new
CAPTCHA system for mobile devices called CAPTCHA Zoo,
which is based on the parameterized 2D projection of 3D
models of natural animals onto a natural background.

The second contribution represents a challenge for
automated bot agents that author felt are presently
insurmountable by CAPTCHA-breaking techniques. Author
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mentioned that contributions improve the security of
online systems that are accessed by mobile devices
without having a negative impact upon the usability or
accessibility of such systems.

2.2.1 Methodology used:

An image-processing technique is proposed in this system
that breaks the Drawing CAPTCHA. A new CAPTCHA
approach is then introduced here which is intended
specially for mobile devices. Ex-perimental results suggest
that this new CAPTCHA design is user-friendly as well as
secure.

2.3 CAPTCHA: Using hard Al problems for
security

In this paper author introduced a new technique for
captcha, which automated test that humans can pass, but
current computer programs can't pass them. Here author
provided several novel constructions of captchas, author
first studies many applications in practical security and
with reference to that provided approach that introduces a
new class of hard problems that can be exploited for
security purposes.

Author Dbelieved that cryptography and artificial
intelligence have much to contribute to one another so
used both for the progress of algorithmic development.

2.3.1 Methodology used:

Author mainly focused on Al and introduced two families
of Al problems that can be used to construct captchas and
shown that solutions to such problems can be used for
stenographic communication.

2.4 Purely Automated Attacks on PassPoints-
Style Graphical Passwords

This paper introduced various methods for purely
automated attacks against PassPoints-style graphical pass-
words. For generating these attacks, author introduced a
graph-based algorithm to create dictionaries based on
heuristics such as click-order patterns.

Author also combine some methods with previous work,
for example click-order heuristics with focus-of-attention
scan-paths generated from a computational model of
visual attention which yields significantly better
automated attacks than previous work.

Author finally stated that generated attacks could be used
to help inform more design choices in
implementing PassPoints-style graphical passwords.

secure

2.4.1 Methodology used:

Author basically combined some methods for example
click-order heuristics with focus-of-attention scan-paths
and used graph-based algorithm to create dictionaries
based on heuristics such as click-order patterns.

3. CONCLUSIONS

The image based CAPTCHAs are effective way to counters
bots and reduce spam. CAPTCHA help advance Artificial
Intelligence Knowledge. The new form of CAPTCHA likely
to be more robust against attacks by the spammers and
machines. CaRP is also opposed to Captcha relay attacks
and if combined with dual-view technologies shoulder-
surfing attacks.
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