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Abstract: For Security Access control models have been traditionally proposed. Most traditional models include mandatory
access control (MAC) and discretionary access control (DAC). Currently, role-based access control (RBAC) has been
introduced, keeping in mind that it has been easy to implement along with both traditional models. In this paper configuring
role based security along with mandatory and discretionary model for making application to be more secure is proposed. For
this paper, this simulation is done for the ERP which is at the heart of many organizations
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I BASIC STRUCTURE OF A GOOD ERP SYSTEM

For many organizations it needs to store data, manipulate data, and produce It whenever requited in front of users. There are
hundreds of such data tables which store data generated as a result of diverse transactions. These rather integrated for the
speedy and accurate results required by multiple users, for multiple purposes, for multiple sites, and at multiple times.

Therefore, ERP solution implies that it should be:

Flexible: An ERP system has to have modular application architecture. This means that various functionalities are logically
clubbed into different business process and structured into a module which can be interfaced or detached whenever required
without affecting the other modules. Comprehensive: It should be able to support variety of organizational functions and must
be suitable for a wide range of business organizations.

ERP is the part of the interlinked processes that make up the total impact of any organization.

For making ERP system to be very efficient and secure Access control models plays important role. Working of these models in
introduced shortly and then simulation of these models is presented for ERP system.

In MAC model central system is governed by central control. In DAC owner can control access to objects created by it only. In
RBAC according to role hierarchy access is provided. For ERP these three access control models are integrated along with new
encryption algorithm data crypt. Data crypt is explained and compared with other encryption algorithm as AES in following
sections.
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II PERFORMANCE ANALYSIS OF ENCRYPTION ALGORITHMS

Table 1 Key Size of encryption algorithms

Algorithm Key Size Block Size
(Bits) (Bits)

DES 64 64

Rijndael(AES) 256 128

Data crypt 448 64

Table 1 shows the Key Size used in this experiment. Longer key lengths mean more effort must be put forward to break the
encrypted data security. For Data Crypt (DC), key length used is more as compared with AES and DES. Encryption algorithms

are compared on different processors as given below.

Table 2: Performance Result of DC algorithm

Input Size MB | Intel Core2 Duo | Intel Core i3 | Intel Core i5
10-20 0.2 0.15 0.1
20-30 0.42 0.2 018
50-60 0.71 0.48 023

100-110 1.42 0.79 0.53
200-210 2.89 1.89 0.86
400-410 6.23 3.48 213
500-510 7.85 523 396
600-620 8.1 6.14 483
TO0-730 8.12 6.41 423
200-899 8.76 6.7 4.47
900-1000 9.7% 6.9 5.14
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Figure 1: Performance Graph of DC Algorithm.

From above analysis, it is observed that for DC algorithm, for encrypting 10-20 MB of data it requires 0.2 minutes on Intel
Core2Duo, 0.15 minutes on Intel Corei3, 0.1 minutes on Intel Corei5. DC is a stream cipher, symmetric key algorithm. The same
algorithm is used for both encryption and decryption. This algorithm produces a stream of pseudo-random values. For
generating pseudo-random values key is used as seed or base. XOR of the input stream and these values is calculated, bit by
bit. The encryption and decryption process is the same as the data stream, is simply apply XOR with the generated key
sequence. If it is fed in an encrypted message, it will produce the decrypted message output, and if it is fed in plaintext
message, it will produce the encrypted version. This implementation works for the individual client and it is quick in software.

So time comparatively less as compared with other algorithms as AES, RSA.

Table 3: Comparative Analysis of Different cryptography techniques

Input Size in KB | DES | 3DES | AES | DC | AES and RSA
200 25.0 70.8 14.2 | 103 16
357 SR2 | 1462 | 382 | 283 5238
1024 1100 | 2763 | 722 | 535 99.0
2,030 187.0 | 4607 [ 122.7 | 909 168.3
5,120 542.3 | 1362.2 | 355.9 | 2637 488.1
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Figure 2: Performance of different algorithms.

From Comparative analysis, as shown in Table 3, it is observed that, DC requires less time as compared with other encryption

algorithms as AES, integrated AES -RSA as it is discussed earlier.
Further analysis is done based on CPU utilization, for each algorithm, on Core 2 duo processor and 2 GB ram.

Table 4: CPU utilization of DC and AES Algorithm

Number OTUSEIS | ization | utlization | utlization | utiization
MUser (DC) (DC) /User (AES) (AES)

1 0.3 0.3 0.01 0.01

2 0.3 0.6 0.03 0.06

4 0.3 0.9 0.08 0.16

3 0.4 2 0.1 D4

8 0.5 4 0.15 1.2

10 0.5 5 0.19 27

15 0.5 1.5 0.29 4.5
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CPUUTILIZATION
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Figure 3: CPU Utilization

From Table 4, it is observed that CPU utilization of DC algorithm is more than AES. CPU utilization increases as number of
users increase. As for 1 user, DC utilizes CPU for 0.35 seconds, AES utilizes CPU for 0.03 seconds. Data Crypt works for the
individual client. The key stream is completely independent of the plaintext used. Key length is used to generate state table.
The state table is used for subsequent generation of pseudo-random bits and then to generate a pseudo-random stream. Apply
XOR on the generated stream with the plaintext to give the cipher text. And this implementation works for individual client. It
is going to generate different pseudo code for different client, as per the state table. So resource utilization and memory
requirement for DC is more as compared with AES, RSA encryption algorithms. So it is observed that although, DC takes less
time for encryption, CPU utilization for DC is more as compared with other encryption algorithm. With integrated ACL models
and data Crypt algorithm ERP become more secure

II1. CONCLUSION

Integrated access control model MAC, DAC and RBAC provides efficient security and it can also be implemented with
encryption algorithm. In this work new Data Crypt algorithm is implemented which provides strong security as shown in
analysis. As key length used for data crypt is more than other algorithms, it is stronger in security but CPU utilization of data
crypt is more than other encryption algorithms (AES). So according to requirement of application security, encryption
algorithm can be chosen.
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