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Abstract - The security attacks are common in WSNs
because of less availability of the resources and harsh
environment. Intrusion detection and prevention of
these attacks are necessary. Aim is to achieve an
intrusion detection system which is energy efficient. The
objective is to detect and prevent security attacks, to
reduce the communication overhead and consumption
of energy in wireless sensor network. The Network
layers attacks are wormhole attack, Sybil attack and
selective forwarding attack. These attacks are
overcome by symmetric key encryption where security
is achieved in the sensor networks. The proposed
method is an energy efficient routing method in an
environment where detection and prevention intrusion
schemes are used in wireless sensor network. The result
shows the efficient consumption of energy. The
simulation results are shown in NS-2 which shows the
comparison with AODV routing protocol by considering
parameters like energy and communication overhead.
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1. INTRODUCTION

WSN are autonomous sensors distributed in space to
monitor physical or environmental conditions like
temperature, sound, pressure, etc. and to together pass
their data through the network to a main location. The
more modern networks are bi-directional used to control
sensor activity. The development of wireless sensor
networks was inspired by military applications such as
battlefield surveillance. Today such networks are used in
many industrial and consumer applications.

The WSN is made up of nodes which are from a few to
several hundreds or even thousands. Each node is
connected to one or sometimes several sensors. Each
sensor network node has several parts namely- a radio
transceiver with an internal antenna or an external
antenna, a microcontroller, an electronic circuit for the

purpose of interfacing with the sensors and an energy
source, usually a battery or an embedded form of energy
harvesting. A sensor node is variable in size from that of a
shoebox down to the size of a grain of dust. The cost of
sensor nodes is similarly variable, which depends on the
complexity of the individual sensor nodes. Size and cost
constraints on sensor nodes result in corresponds to the
constraints on resources such as energy, memory,
computational speed and communications bandwidth. The
topology of the WSNs can also vary from a simple star
network to an advanced multi-hop wireless mesh
network. The propagation technique between the hops of
the network can be routing or flooding.

Security is very important in Wireless sensor
networks. It can be Authentication, integrity, privacy, no
repudiation, and anti-playback. For secure transmission of
various types of information over networks can be in the
form of cryptography, steganography and other
techniques. Encryption-decryption techniques meant for
the traditional wired networks are not capable in Wireless
networks with sensors. Wireless sensor networks consist
of tiny sensors which really suffer from the lack of
processing, memory and battery power. Applying any
encryption scheme requires transmission of extra bits
with consumption of extra energy. Hence techniques like
Steganography, cryptography are used in WSN for secure
transmission of data. Cryptography aims at hiding the
main content of a message, steganography aims at hiding
the present existence of the message. Steganography is the
art of covert communication by embedding a message into
the multimedia data (image, sound, video, etc.).

There are numerous security threats in Wireless
Sensor Networks. Most are similar to those of wired
nature while some are severe with the inclusion of
wireless connectivity. Wireless networks are usually more
prone to various security threats as unguided
transmission medium is more vulnerable to security
attacks than those of the guided transmission medium.
Attacks against wireless sensor networks could be broadly
classified in two different levels of views: The attack
against the security mechanisms and against the basic
mechanisms like routing mechanisms. The various attacks
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are DOS denial of service, Sybil attack, Black hole/Sinkhole
attack, Hello flood attack, Wormhole attack, Traffic
analysis attack and Rate monitoring attack, Time
correlation attack, Node replication attack and Physical
attacks. Most of the attacks against security in wireless
sensor networks are caused by the insertion of wrong
information by the nodes which are agreed or
compromised within the network. For defending the
inclusion of these false reports by compromised nodes, a
medium is required for detecting these false reports.
Hence there is the need of intrusion detection and
prevention in Wireless sensor networks.

2. LITERATURE SURVEY

Recent advancement in wireless communications
has enabled the development of low cost sensors. The
sensor networks can be used in various applications like
health, military, home etc. For different application areas
there are different technical issues. The current state of
wireless sensor networks is discussed in [1]. Also
solutions are discussed. The flexibility, fault tolerance,
high sensing fidelity, low cost and rapid deployment
characteristics of sensor networks create many new and
exciting application areas. Realization of sensor networks
needs to satisfy the constraints introduced by fault
tolerance, scalability, cost, hardware, topology change,
environment and power consumption.

[2] The focus is on routing security in wireless
sensor networks. Current proposals for routing protocols
in sensor networks optimize for the limited capabilities of
the nodes and the application specific nature of the
networks, but do not consider security. Although these
protocols have not been designed with security as a goal, it
is important to analyze their security properties. When the
defender has the liabilities of insecure wireless
communication, limited node capabilities, and possible
insider threats, and the adversaries can use powerful
laptops with high energy and long range communication
to attack the network, designing a secure routing protocol
is non-trivial. One aspect of sensor networks that
complicates the design of a secure routing protocol is in-
network aggregation. In more conventional networks, a
secure routing protocol is typically only required to
guarantee message availability. Message integrity,
authenticity, and confidentiality are handled at a higher
layer by an end-to-end security mechanism such as SSH or
SSL. End-to-end security is possible in more conventional
networks because it is neither necessary nor desirable for
intermediate routers to have access to the content of
messages. In sensor networks, in-network processing
makes end-to-end security mechanisms harder to deploy
because intermediate nodes need direct access to the
content of the messages. Link layer security mechanisms
can help mediate some of the resulting vulnerabilities, but
it is not enough.

Wormhole attack is introduced [3]. It is a severe
attack that is particularly challenging to defend against.

The wormhole attack is possible even if the attacker has
not compromised any hosts and even if all communication
provides authenticity and confidentiality. In the wormhole
attack, an attacker records packets (or bits) at one location
in the network, tunnels them (possibly selectively) to
another location, and retransmits them there into the
network. The wormhole attack can form a serious threat
in wireless networks, especially against many ad hoc
network routing protocols and location-based wireless
security systems. A general mechanism, called packet
leashes, for detecting and thus defending against
wormhole attacks is presented in this paper, and a specific
protocol, called TIK, that implements leashes.

In multi hop wireless systems, such sensor
networks, the need for cooperation among nodes to relay
each other’s packets exposes them to a wide range of
security attacks. A particularly devastating attack is
known as the wormhole attack, where a malicious node
records control and data traffic at one location and tunnels
it to a colluding node, which replays it locally. This can
have an adverse effect in route establishment by
preventing nodes from discovering routes that are more
than two hops away. [4] A lightweight countermeasure for
the wormhole attack, called LITEWORP, which does not
require specialized hardware is discussed. LITEWORP is
particularly suitable for resource-constrained multihop
wireless networks, such as sensor networks. This allows
detection of the wormhole, followed by isolation of the
malicious nodes.

Large-scale peer-to-peer systems face security
threats from faulty or hostile remote computing elements.
To resist these threats, many such systems employ
redundancy. If a single faulty entity can present multiple
identities, it can control a substantial fraction of the
system, thereby undermining this redundancy. One
approach to preventing these “Sybil attacks” is to have a
trusted agency certify identities. [5] shows that, without a
logically centralized authority, Sybil attacks are always
possible except wunder extreme and unrealistic
assumptions of resource parity and coordination among
entities.

In a large-scale sensor network individual sensors
are subject to security compromises. A compromised node
can inject into the network large quantities of bogus
sensing reports which, if undetected, would be forwarded
to the data collection point (i.e. the sink). Such attacks by
compromised sensors can cause not only false alarms but
also the depletion of the finite amount of energy in a
battery powered network. [6] A Statistical En-route
Filtering (SEF) mechanism that can detect and drop such
false reports is presented. SEF requires that each sensing
report be validated by multiple keyed message
authentication codes (MACs), each generated by a node
that detects the same event. As the report is forwarded,
each node along the way verifies the correctness of the
MACs probabilistically and drops those with invalid MACs
at earliest points. The sink further filters out remaining
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false reports that escape the en-route filtering. SEF
exploits the network scale to determine the truthfulness of
each report through collective decision-making by
multiple detecting nodes and collective false-report-
detection by multiple forwarding nodes.

[7] Describes an Intrusion-tolerant routing
protocol for wireless Sensor Networks (INSENS). INSENS
constructs forwarding tables at each node to facilitate
communication between sensor nodes and a base station.
It minimizes computation, communication, storage, and
bandwidth requirements at the sensor nodes at the
expense of increased computation, communication,
storage, and bandwidth requirements at the base station.
INSENS does not rely on detecting intrusions, but rather
tolerates intrusions by bypassing the malicious nodes. An
important property of INSENS is that while a malicious
node may be able to compromise a small number of nodes
in its vicinity, it cannot cause widespread damage in the
network.

Selective forwarding attacks may corrupt some
mission-critical applications such as military surveillance
and forest fire monitoring in wireless sensor networks. In
such attacks, most of the time malicious nodes behave like
normal nodes but will from time to time selectively drop
sensitive packets, such as a packet reporting the
movement of the opposing forces, and thereby make it
harder to detect their malicious nature. [8] CHEMAS
(Checkpoint-based Multi-hop Acknowledgement Scheme),
a lightweight security scheme for detecting selective
forwarding attacks has been proposed. This scheme can
randomly select part of intermediate nodes along a
forwarding path as checkpoint nodes which are
responsible for generating acknowledgements for each
packet received. The strategy of random-checkpoint-
selection significantly increases the resilience against
attacks because it prevents a proportion of the sensor
nodes from becoming the targets of attempts to
compromise them. In this scheme, each intermediate node
in a forwarding path, if it does not receive enough
acknowledgements from the downstream checkpoint
nodes, has the potential to detect abnormal packet loss
and identify suspect nodes.

3. PROPOSED WORK

The assumptions in the proposed method are as
follows. Each node x shares a symmetric key KX with the
BS, and it can derive the encryption key KXE and the MAC
generation key KXM. The topology and routing path of the
entire network are constructed. A sensing node generates
and forwards an event report to the BS and the network
topology and routing path is reconstructed.

BS and every node in the network communicate
with each other using the topology and route construction
message (TRC message) and the neighbor information
response message (NIR message). The TRC message has
the following form:

TRC]|IDx]|OHCTRC||MAC(KeyXm,TRC]||IDx||OHC||MACpar
ent)

TRC is a message type and IDx is the sending
node’s ID. OHC is a one-way hash chain number generated
by BS. This is used to prevent malicious reuse of the TRC
message by an intruder. MACparent is the MAC generated
by the parent of sender. BS broadcasts the first TRC
message within the transmission range. Each receiving
node records the sender in its neighbor list. If the sender is
the first node from which it receives a TRC message in the
current round, it records the sender as its parent node.
After that, these nodes modify the IDx and MAC of the TRC
message and re-broadcast this TRC message. Figure 1
describes this phase.

/

MAC.A = MAC(Key.n, TRC || D, || OHC || MAC.B5) ‘

MAC = MACKeye,,, TRC || D | OHC || MACA) ‘

MAC €= MAC(Keye,, TRC || D | OHC || MAC 8 ‘

MAC.D = MAC(Keyy,,, TRC | Iy | OHC || MAC.Q ‘

Fig -1: Broadcast of TRC message and nested MAC

After all the nodes receive a TRC message, each of them
generates a neighbor information respond (NIR) message
and sends it to the BS. The NIR message has the following
form:

NIR || IDX | |E (KXe, NiInfo) ||
OHC||NIR[]IDX|| E (KeyXe, NInfo))

MAC (KeyXm,

NInfo indicates the neighbor node information of the
sender, E (KXe, NInfo) is the encrypted Ninfo by using the
encryption key KXe. The NIR messages are forwarded to
BS. BS obtains neighbor node information from the NIR
messages, and constructs the network information table as
shown in figure 2.
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Node table

alb|c|d|e].. MAC Key
a|MACa | KbsaKa,..

b [ MACb | Kbsb Kb,

e | MACc | KbscKe, ..

d|oofco|Pfeo|N|..|[d|MAC| KbsdKd

=l e | MACe | Kbse Ke, ..

Fig -2 : Construction of topoTogy and node informati/on at
BS

After the network topology is complete, the BS computes
the routing path and makes a routing table for each node.
The routing path is composed of the main path and
report/fallback path. The main path is used to transmit the
sensing data, while the report/fallback path is used when
control messages are transmitted, such as an alert
message that implicates the malicious node. The
report/fallback path may also be used when the main path
is damaged. Computed paths are reorganized by the
routing table of each node. The BS sends a routing table to
each node using the routing table update message (RTU
message) by unicast in a breadth-first manner. The RTU
message has the following form:

RTU || OHCRTU || RT<dest, src, immediate_sender>

The routing table of each node is composed of RT<dest,
src, immediate_sender> in the RTU message. The three
elements in RT are the destination node, source node, and
immediate sending node. A sensing node generates and
forwards an event report to the BS. During the forwarding
process, some nodes on the path are randomly selected as
check nodes. The event message (EV message) has the
following form:

RInfo || msg_ID || CHK _seed || payload

RInfo of EV messages is the routing information. CHK _seed
is a seed value for probability function Fprob() that was
previously loaded into the memory of the receiving node.
The output of Fprob() becomes one with certain
probability and if the output is one, the receiving node
becomes a check node. A check node sends back an ACK
message in direction to the source node. The ACK message
has the following form:

RInfo || ACK || ack_m_ID || MAC(KXm, ACK]| ack_m_ID)
||TTL

The ACK message is forwarded limited number of hops,
the time to live (TTL) value. If TTL is one, an ACK message
is forwarded to the next check node in direction to the
source node. Sensor nodes that forwarded an event report
but not received sufficient number of ACK messages
transmit an ALERT message to the first check node in
direction to the source node. The ALERT message has the
following form:

Rinfo || ALERT || P_ID || LM_ID || MAC (KXm, ALERT]|
P ID||L_M_ID)

Alert message sending node selects one of its parent nodes
and adds this information to the ALERT message. P_ID
indicates the ID of the prosecuting node that creates the
ALERT message. L_M_ID indicates the ID of a lost message.
The first check node that receives ALERT messages
transmits the ALARM message using the fallback path to
report the damage that occurred in the main path. The
ALARM message has the following form:

Rinfo || ALARM || P_ID list || lost payload || MAC
(KXm,ALARM || P_ID_list || lost_payload)

The network topology and routing path is reconstructed.
However, initial construction phase do not have to be
repeated, since BS obtains the path and node information
in the sensing data transmission phase. More specifically,
ALERT and ALARM messages offer the information
necessary to update the path and network topology
information. BS selects a path and modifies the topology
and routing tables. Figure 3 shows the routing information
update in BS.

Topology table Path table Topology table Path table

e e
b-|‘<d Ja b \/dm
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Fig -3 : BS Routing table update at BS.

4. RESULT GRAPHS

Figure 4 shows the graph of number of nodes versus
normalized overheads in which overheads decreases as
the total number of increases this is because of our
security mechanism implemented for the wireless
network. Figure 5 shows graph for the number of nodes
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versus normalized overheads in comparison with AODV
protocol. It can be observed that the normalized
overheads are less for the proposed method as compared
to AODV protocol. Figure 6 shows the graph of number of
nodes versus average energy consumption in which we
can see that the energy decreases as the number of nodes
are increased. Figure 7 shows the comparison of the
proposed routing method with AODV protocol in which we
can see that the average energy consumption of the
proposed method is less than that of the AODV protocol.
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Fig -4: Nodes Vs Normalized overheads
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Fig 7: Nodes Vs Control Overheads

5. CONCLUSIONS

The proposed method is energy saving security
mechanism for wireless network. A method is
proposed which is energy efficient in the
environment where both intrusion detection and
prevention are used in WSNS. The attacks occurring
in WSN are alternative and simultaneous which
cannot be predicted. Therefore there is need for
intrusion detection and prevention. The proposed
method is for both intrusion detection and
prevention. Also the communication overheads and
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energy consumption are reduced as shown in the
simulation results.
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