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Abstract- For information and computer security
passwords are used. Commonly used passwords are
alphanumeric passwords, which are combination of
alphabets, numbers and some special characters. These
types of passwords are vulnerable to various attacks. To
have more secured passwords graphical passwords are
introduced. Even though graphical passwords are more
secure, it also has usability problems. Since it can be
overcome by practice and also easy to remember its
usage is increasing. But, Shoulder Surfing is one of the
threats to graphical passwords, where the attacker will
capture the password by direct observation. To
overcome this problem some known defense technique
is used, along with Steganography. Steganography is a
technique in which the information is hidden in digital
media like images, video, audio, etc. Image
Steganography is the most commonly used technique in
which the information is hidden in an image. LSB
method is efficient algorithm to hide information in the
cover image. In this paper, Draw A Secret (DAS) is used
as a graphical password. To avoid shoulder surfing
disappearing strokes technique is used in DAS. The data
is steganographed with DAS image and sent to server.
In server side, it is de-steganographed and data is
verified with database.

Key Words- Graphical password, Shoulder surfing, Draw A
secret (DAS), Steganography, LSB.

1. INTRODUCTION

In modern days, login sessions are insecure. The
traditional alphanumeric password is facing a severe
vulnerability due to increasing attacks on these type of
passwords. In addition to this, some strong alphanumeric
passwords are difficult to remember.However , the
graphical passwords are easy to remember and relatively
less prone to the attacks. So graphical passwords are
better alternatives for alphanumeric passwords. Graphical

passwords are recognition based, recall based and cued-
recall based. In this paper we will discuss about the Draw
A secret (DAS) password which is a recall based graphical
password. Even Draw A secret(DAS) password suffers
from three security problems like Multiple Accessed
Passwords, Graphical dictionary attacks and Shoulder
surfing attacks.

1. In Multiple Accessed Passwords, more than one
password is accepted because of less number of cells in the
grid.

2. In Graphical dictionary attack, the password is being
guessed by the attacker by ‘point of interest’.

3. In Shoulder surfing attack (SS), the attacker can crack
the victim’s password by directly observing the password.

During authentication sessions hackers attempt to crack
passwords. While payment processing period, the hackers
attempt to have access to sensitive information. To further
increase the security of the password, Steganography and
Cryptography are used.

The concept of cryptography is about the plain text which
is encrypted with a shared secret key and converted to
cipher text and this cipher text is decrypted on server side
with the same key.

But even these systems are vulnerable to hacking since the
existence of a message is known to hackers. There are
many techniques to crack the cipher text. So we go for a
concept where message existence should not be known.
This can be implemented by Steganography.

Steganography is a concept of concealing a message passed
to server. This is done by hiding information in an image
with help of stego key. In this method, if the existence of
message is known then it can easily be desteganographed
and information is retrieved since information is raw
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message and not encrypted. So it is not secure even though
itis concealed.

In this paper, a concept of hybrid technology is introduced
where the concepts of Steganography and cryptography
are combined. So it increases the difficulty to hack the
message.

2. RELATED WORKS

The review of shoulder surfing defense concept
incorporates vast number of advancements and
developments, among which few are discussed in this
section. Nowadays, traditional alphanumeric passwords
for authentication are in practice. [1] elucidates clearly
about the graphical password system(GPS) known as the
passpoints as an alternative for the text based passwords
which can be hacked easily if it is a short password
whereas it is difficult to remember a long password. GPS
can be implemented by Draw a Secret Scheme which is
shown in [2].In this scheme the password is drawn
according to a stroke sequence which is sequence of cell
crossings bounded by both ends by pen-up events on a
rectangular grid based keypad. Though GPS poses several
advantages, it is susceptible to certain graphical password
attacks such as SS which is depicted in [3]. It analyzes the
SS risk of perceived and real configurations of graphical
password, Passfaces[4] which revolves around the concept
of using a computer generated random images of human
faces for authentication.

Therefore defense technique was implemented for SS as in
[5] which explains about method in which the strokes
drawn on the grid can be made to disappear quickly after
completing the drawing of each stroke sequence.
According to experiment conducted on discerning out
better method for SS defense among decoy strokes,
disappearing strokes and line snaking and also based on
weak, medium and strong password strength, the
following results were drawn. The best solution for SS
defense was disappearing strokes with strong password
strength.

The data transmitted by the sender suffers security
problems as it gets hacked by the hackers. Hence [6]
elucidates the method for hiding the data with help of
encryption and is converted to cipher data which is known
as cryptography. There are two different types of
cryptography such as symmetric and asymmetric
cryptography. In [7] symmetric method, the sender and
receiver shares the same key to encrypt and decrypt
respectively whereas in [8] asymmetric both are provided
with disparate keys which can be either public-private key

or private-public key to enhance security levels of the
transmitted data but it is slower compared to symmetric
encryption.

The single encryption method can also be extrapolated to
multiple encryption in [9] by using hybrid of three
methods of encryption standard methods such as
Advanced  encryption  standard(AES),Rivest-Shamir-
Adleman(RSA) and Chaotic pseudo random
sequence(CPRS). But this method again suffers from
security problems since the existence of message
transmitted is known to the hackers. So the existence of
message is made unknown by hiding the data inside an
image applied with a key. This method is known as
Steganography as depicted in [10] where it is applied with
stego key. Steganography can be implemented through
various methods and one such method is Least significant
bit(LSB) which is discussed in [11]. Here the LSBs of each
pixels of cover image are replaced by LSBs of each pixels
of secret message thereby obtaining stego image which is
applied with stego key and then transmitted to receiver. In
[12],other methods are Most significant bit method
Jsteg,Outguess which is used for implementation of
Steganography.

3. DRAW A SECRET SCHEME -AN
ALTERNATIVE METHOD FOR ALPHANUMERIC
PASSWORDS

Draw a secret scheme is a scheme which uses graphical
passwords for login sessions replacing the traditional
alphanumeric password. This method allows users to use a
set of gestures drawn on the grid for authentication. The
user’s diagram is mapped on to N*N grid denoted by
discrete rectangular coordinates (x,y) which are recorded
in ordered sequence of cell while user is constructing the
secret. At the end of one stroke new coordinates are
inserted to the recorded sequence and another stroke
begins on the grid.

Graphical passwords are favorable compared to traditional
alphanumeric passwords according to picture superiority
effect which describes performance of human mind in
recalling images & obOjects compared to strings of text. So
stronger and secure sequences can be recorded through
graphical password schemes compared to alphanumeric
passwords. This scheme offers users a sufficient tolerance
level during authentication such that cell sequence follows
the same encoding even though the diagram does not
match exactly the originally recorded sequence of cells
while constructing a secret. A drawing secret will be
disallowed if it crosses through a cell corner or traces the
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grid lines. This is called as illegal crossings or fuzzy
boundaries.

A stroke consists of sequential cell crossings which is
bounded at both ends by pen up events. Example: Consider
a rectangular 5*5 grid with stroke count 2 and first stroke
sequence (1,5); (1,4);
(1,3);(2,3);(3,3);(3,4);(4,4);(4,5);(55) of stoke length 9
and another sequence (2,1); (3,1); (3,2); (3,3); (4,3);(4,2)
of stroke length 6 as shown in the figure-1.
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Fig-1: 5*5 grid for drawing DAS

The length of the stroke is the number of coordinate pairs
it contains. The length of a password is sum of length of its
component strokes(in Fig-1 password length is 15).The
number of strokes and password length are important
security metrics in  measuring strength of a
password(weak, medium or strong).A high number of
strokes and high password length is the most secure
password. A secured password is based on two factors:
usability & defensive. The DAS passwords faces a problem,
as the free form picture of N*N grid can be easily
memorized by person nearby. So it suffers from shoulder
surfing. The other problem is usability where users have to
draw the diagram exactly as originally encoded graphical
password and avoiding illegal crossing.

3.1. DEFENSE TECHNIQUE - A STROKE
CONCEALED POINT METHOD

A defensive technique to avoid shoulder surfing in
Graphical passwords(DAS) is coined in this paper. This
technique is called a stroke concealed point algorithm. In
this algorithm the user first draws the strokes on the
screen for DAS. The method employed here is that when
the user draws the strokes the user sees only the points in
the screen. The points are intersection of strokes with the
grid in the DAS screen along with starting and ending

points in the stroke. The points are generated as the user
draws the password. However this algorithm is not applied
while the user setting his password. This algorithm is
applied during the login session where the user enters this
password for authentication. The view of password while
setting it and while using it for authentication are depicted
in Fig -2(a) and Fig -2 (b) respectively. This method is
secure as the other persons behind the user gets befuddled
with graphical password in the form of points instead of
strokes and they also find it difficult to store in their
memory.

Fig-2(a): Strokes drawn by the user on the rectangular
grids.
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Fig-2(b): Strokes visible only in the form of points
according to others behind the user.

4. ASYMMETRIC CRYPTOGRAPHY BY USING
PRIVATE-KEYS

Cryptography is a technique in which the conversion of
plaintext into cipher text is done by some encryption
algorithm and at the receiver end, the cipher text is
received and decrypted into plaintext. This helps in
sending information securely. The sender or receiver uses
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keys to encrypt or decrypt the plain text .There are two
types of keys ,symmetric and asymmetric. If the sender
and receiver shares the same key to encrypt and decrypt
respectively ,then the key used is known as symmetric
key. In asymmetric key method the sender and receiver
uses a key-pair in which both the keys are different. Either
key-pair can be public key-private key or private key-
public key. This method is said to be asymmetric
encryption. In this paper we are using asymmetric
encryption with the help of a private key. The asymmetric
key technique are explained in Fig-3 respectively

plain text

¥

@minn

A J

cipher text

decryption

plain text

Fig-3: CRYPTOGRAPHY  wusing  asymmetric  key

5. STEGANOGRAPHY BY LSB METHOD

Steganography is a technique in which the information is
concealed in media. The media can be audio, video, image,
text etc. In this paper we are discussing about image
Steganography in which information is concealed inside a
cover image using stego key which turns into stego image.
The cover image used in Steganography is the graphical
password, i.e., DAS drawn during the login session is
converted into a bitmap image and used for concealing the
information which is username itself.

LSB technique is one of the most frequently used
techniques to hide the information in an image. In this
technique, the secret message is converted into binary. The
LSB of the cover image is replaced by each bit of secret
message to form stego image. At the receiver the message
can be retrieved from the stego image.

Coverimage message

;
<D

stego imaze

<D
i ¢

meszage

cover imags

Fig-4: Steganography and De-steganography technique

Above Fig-4 explains the steganography technique and
how the message is retrieved from a stego-image. The
stego-key has the information of algorithm used to embed
the message to the cover image. The same stego key should
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be used in the receiver end to retrieve the message from
the stego image.

AT USER LEVEL
6. METHODOLOGY FOR SECURE LOGIN AND

USER-SERVER INTERACTION SESSIONS I@ IE

During login sessions the user is authenticated using
graphical password which is DAS. But as DAS suffers from
shoulder surfing we present a new technique called stroke 1

concealed point algorithm as depicted in this paper. The
strokes are drawn in a 5*5 grid. The username entered by @
the user during login or any user-server interaction

messages which contains sensitive information, for
example, transaction of amount during payment
processing after login acts as the secret message which is
encrypted to cipher text by asymmetric encryption.

R Yo Q w@ 0 * 0 < 0

[ cover image ] [ cipher text ]

cover image. The message is hidden using the LSB
technique of image steganography using stego key. Here
the graphical password drawn acts as the cover image in
steganography process. This steganographed image is then
sent to the server for validation.

The cipher text used as the message has to be hidden in the l l

The steganographed image is received at the server y
undergoes a process of de-steganography, where the stego stego image
image is desteganographed using the stego key. This
process gives the DAS image and the cipher text which
contains the username or the user-server interacted
message. The cipher text is decrypted using the
asymmetric key to retrieve message or username. The
username and the graphical password are checked for
validity. If it is valid, i.e, the username and graphical
password matches then it results in successful login. Else it AT SERVER LEVEL
fails. There is no check for validation in case of user-server

interacted messages. The process taking place in user level

and server level is explained in Fig-5(a) and Fig-5(b) and

the process taking place after login is explained in Fig-5(c).

Fig-5(a): Authentication Process At User Level
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De-stegancgraphed image
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Successful Login

Fig-5(b): Verification Process At Server Level

AFTER LOGIN (for transferring sensitive information)

(o (o

User-server

interaction

message, for
example
payment
processing

messages

b 4

Encryption |, steganography N desteganography

Decryption

l

Retrieved usar-
server interaction

Mmessage

Fig-5(c): Process for user-server interaction messages

after login.

7.CONCLUSION AND FUTURE
ENHANCEMENTS

The data that is being authenticated during login session
is being attacked easily by hackers as the security levels of
traditional method of using alphanumeric passwords are
slightly low. So the alternate graphical password(DAS)
with defense technique for shoulder surfing using a hybrid
technique is coined in this paper. The hybrid technique
uses steganography along with cryptography to have an
incremental effect on security levels in login sessions as
well as user-server interaction sessions.

The proposed idea as presented in this paper can be
further enhanced by the research made on multi level
encryption instead of standard encryption method by
using chaotic mapping and DNA coding where more
security is established during transmission and reception
of data. The LSB technique used for steganography is not
robust, i.e, it is very sensitive to filtering. And the attacker
can destroy the message in the stego image by changing
the LSB of the stego image. Thus improvement can be done
to LSB technique or an alternative steganography
technique can be used to overcome this problem. The
defense technique used to prevent shoulder surfing suffers
usability problem on which further work can be done.
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