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Abstract - In the last few years there is a tremendous
development in the area of high quality digital camera
technology. So our life is full of the use of these digital
images. However now a days there are lot of software
(for example Photoshop, Photoscape, Photoplus and
Picasa etc.) that can be used to modify these digital
image. Therefore we cannot use these images as a proof
or evidence. Therefore detection of tampering in image
is important issue for forensic department. In this
paper | have presented a method which is based on
digital watermark for detection of tampering in image.
In this method | have first embed a digital watermark
in Least Significant Bit of pixel which is computed from
digital content of image. My proposed algorithm
consists of two parts. First is generation and embedding
of digital watermark and second is detection of
tampering and localization.
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Frequency domain, Least Significant Bit (LSB), Discrete
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1. INTRODUCTION

Detection of tampering means showing the alteration
which is not easily observable. In the last few years,
malicious attackers generally try to alter meaningful
information of an image so that meaning of image is
changed. Watermarking methods are desirable because
these methods protect the integrity of image and provide
authentication. Therefore, watermarking method for
detection of tampering has much attention.

In Digital watermarking method additional data is
added into the digital content of image in such a way that
distortion caused by embedding data remains
imperceptible. The additional data which is embedded is
called “Digital Watermark”. Digital watermarking method
is used for tamper detection and recovery. Embedding
reference pattern (watermark) into image [1], the
problem of integrity and authentication of image is solved
and attracted the interest of researchers. Many
watermarking methods can determine that image has
been modified or not and some methods can localize the
modified areas and some methods has capability to
recover tampered areas [2-6].

Generally there are three types of question arises related
to detection of tampering in image [8].

»  Work altered in any way?

»  Work altered significantly?

»  Which parts of the Work altered?

There are many methods exists for giving the answer
of above question for example first question can be
answered by using cryptographic signature to the content
of image. Even without using cryptographic signature
tampering can be detected using detection modification to
the images, identifying anomalies such as variation in the
shadow, missing shadow, discontinuities in background
and variation of lighting condition etc. But there are some
potential benefits are using watermark for tampering
detection. First, watermark does not need to store as a
separate, associated metadata such as cryptographic
signature.  Second, watermark undergoes same
transformation as the content of image in which
watermark is embedded.

2. LITERATURE SURVEY

There are three level of tampering detection methods [9].
Low Level: This level method has no semantic information.
This level method generally uses statistical property of
image pixels for example DCT coefficients. Middle Level:
This level method uses some semantic information. For
example inconsistency of different lighting conditions and
splicing etc. High Level: This level method has fully
semantic information. For example image does not have
semantic meaning in which toothbrush is used for hair
setting.

The detection of tampering in image can be done
using two techniques - blind techniques and non-blind
techniques. Blind tampering[15-18] detection methods are
based on the fact that they do not require original image or
its representation for the purpose of tampering detection
whereas Non-blind [10-14] tampering detection method
requires original image or its representation for the
purpose of the tampering detection techniques that do not
require the original image for the purpose of tampering
detection. Blind tampering detection methods are also
called as “Passive” methods and non-blind tampering
detection methods are also called as “Active” methods.
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Fig -1: Different method of tampering detection

Active tampering detection methods are generally
considered as watermarking methods. This method can be
applied in two domains, spatial and frequency domain. In
Spatial domain techniques we directly work with image
pixels, these techniques are Least Significant Bit,
Predictive coding techniques, Correlation based
techniques and Patchwork techniques. In LSB technique
watermark in embedded into LSB of pixels of image [19].
Predictive coding technique takes the advantage of
correlation between adjacent pixels [20]. In correlation
based technique random noise is added into image and at
the receiver if correlation between image and noise is
above threshold then image is considered as tampered
image [21]. In Patchwork technique image is divided into
two parts then a operation is applied into both parts in
opposite direction and if image is tampered it will not
satisfy operation on both parts [22]. In Frequency domain
techniques we work with transform domain of image,
these techniques are Discrete Cosine Transformation,
Discrete Wavelet Transformation and Discrete Fourier
Transformation. In all these techniques watermark is
embedded into transformation domain [23-25].

Passive tampering detection methods are based
on Detecting splicing by visual cues, Detection of
inconsistencies in local noise, Cyclostationary Approach
etc. In detection of splicing by cues method abnormality
present at boundary of object is detected to detect
tampering [26]. Detection of inconsistencies in local noise
method various noise levels in image is used to detection
tampering [27]. Image has hidden cyclostationary
property which is transformed by scaling therefore
cyclostationary properties can be used to detect
tampering [28].

3. PROPOSED ALGORITHM

My proposed algorithm consists of two stages. First stage
is Self Embedding Stage which consists of watermark
generation and watermark embedding process. Second
stage is authentication stage which consists of watermark
extraction and authentication and localization using
extracted watermark. In first stage watermark can be
generated with the help of DCT or DFT coefficient and is

embedded into LSB of image because change in only LSB
of pixel doesn’t make significant change. In second stage
same method watermark generation is used for
watermark extraction and is compared with LSB to detect
tampering in the image. General scheme of proposed
algorithm is shown in fig. 2.
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and Image
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Fig -2: General Scheme of proposed algorithm

3.1 Self Embedding Stage:

Self embedding stage is shown in the figure. Following

stages are taken for this stage as shown in the Fig. 3.

(1) Image is divided into three colour stacks of red, green
and blue colours.

(2) Apply all below step to all three colour component.

(3) Divide image into blocks of 8X8 or 4X4 or 2X2.

(4) Take DCT or DFT without using LSB.

(5) Generate watermark based on following equation.
Wi =0 if transformation coefficient is even
Wi =1 if transformation coefficient is odd.

(6) Apply Special Lookup Table and Marking Key.

(7) Embedded watermark into LSB of pixels of image.

(8) Combine all the block and colour component to form
complete image.
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Fig -3: Flow graph of Self Embedding Stage
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3.2 Authentication and Localization Stage:
Authentication and localization stage is shown in the
figure. Following stages are taken for this stage as shown
in the fig. 4.
(1) Image is divided into three colour stacks of red, green
and blue colours.
(2) Apply all below step to all three colour component.
(3) Divide image into blocks of 8X8 or 4X4 or 2X2.
(4) Take DCT or DFT without using LSB.
(5) Extracted watermark based on following equation.
Wi =0 if transformation coefficient is even
Wi =1 if transformation coefficient is odd.
(6) Apply Special Lookup Table and Marking Key.
(7) Compare the extracted watermark with LSB of image.
(8) If both are equal then image is authentic and if both
are unequal then image is unauthentic then highlight
the tampered block.
(9) Combine all the blocks and colour component to form
complete image.
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Image 8X8 Blocks
Extract Take DCT or DFT

Watermark Based
on DCT or DFT

dl
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Check Extracted
Watermark with
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Fig -3: Flow graph of Authentication and Localization
Stage

4. EXPERIMENTAL RESULT

In the experiment we have applied algorithm to 100
images to check its efficiency. we have applied different
types of attack on the images. The first attack performed
on image is collage attack. The collage attack is performed
by copying one region and pasting that into another region
of watermarked image. The second type of attack
performed on image is deletion attack in which some part
of image is deleted to hide information.

Collage Attack experimental result: Fig. 5 illustrating the
collage attack on Colour image of me in which there is
copy and paste of some part of the image inside the image.
Figure illustrating proposed method exactly detects the
tampered and localize areas.

(b)
Fig -4: Collage Attack (a) Tampered Image (b) Tampered
area detected and localization

Deletion Attack experimental result: To check good
experiment results, deletion attack is performed on
different parts in different size on the same image. Fig.6
illustrates power of this algorithm to detect this type of
tampering. Tampered part is detected and localize as
shown in figure.

v g

(b)
Fig -5: Deletion Attack (a) Tampered Image (b) Tampered
area detected and localization
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5.
In

CONCLUSION
this paper we presented an efficient method for

detection of tampering. This algorithm has 3 level efficient
check of each block because it checks each block for three
colour component. We have performed different types of
attack on the image to check efficiency of algorithm. The
experiment result shows that proposed algorithm has high
efficiency and accurately.
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