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ABSTRACT

Given the fast pace of the development of wireless communication technologies and corresponding demands for secure data
transmission due to the sensitivity of information being transmitted, FPGAs have garnered much interest as a gateway for
implementing encryption techniques because of their flexibility and high-speed processing with energy efficiency compared to
other conventional hardware technologies. In this regard, the paper would like to presenta comprehensive review of the latest
FPGA implementations of various data encryption techniques used in wireless communication systems [4, 5]. In this discussion,
various traditional encryption algorithms, namely AES, RSA, and DES, along with their FPGA implementations will be explored.
Later, recent trends of elliptic curve cryptography, quantum-resistant cryptosystem, and related performance metrics like
throughput, latency, resource utilization, and power efficiency for these implementations will also be discussed, giving insights
into their applicability in real-time wireless communication systems.

Keywords: FPGA, data encryption, wireless communication, AES, RSA, DES, elliptic curve cryptography, quantum
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1. INTRODUCTION

The proliferation of wireless communication systems in various domains, such as cellular networks military applications and
IoT, has only raised concerns over the security of the transmitted data [1].
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Fig. 1 Block Diagram IoT System

The need for secure and efficient encryption techniques has never been more critical, especially as the wireless communication
system continues to expand into sensitive fields like finance and healthcare, defense, etc. [2] Figure 1 shows general purpose
illustration of flow in normal IoT system.

FPGAs will provide a concrete platform in the design of cryptography techniques due to their intrinsic capability in parallel
processing, re-configurability, and high performance. On the contrary, conventional microprocessors and the supported
conventional software-based encryption schemes are flexible but not capable to present solutions to modern wireless
communication systems with their high demanding real-time processing requirements [2]. FPGAs can be reprogrammed for
intended applications, hence ensuring that they outperform in speed, power consumption, and better use of resources [1]. In
figure 2 implementation of FPGA system with block level working is indicated.
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Fig. 2 FPGA Implementation System

The aim of this work is to review recent FPGA implementations of data encryption techniques in wireless communication. The
paper will study traditional algorithms like AES, RSA, and DES, along with newer techniques of encryption like elliptic curve
cryptography and quantum-resistant cryptography. The challenges and future trends in implementing encryption using FPGA
in the field of wireless communication systems are also proposed in this work. In figure 3, the flow of encryption algorithm for
general purpose system is shown.
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Fig. 3 Encryption Algorithm Generalized System
2. FPGA ARCHITECTURE FOR DATA ENCRYPTION
2.1 Overview of FPGA Technology

FPGAs are semiconductor devices whose configurations by the user can be done post-manufacturing for implementing a wide
range of functions. An immediate and overwhelming advantage of this ability to program FPGAs for certain tasks is over the
ASICs and any form of software processing.

Xilinx and Intel-seven, formerly Altera-dominant families of FPGAs are widely used for the realization of various encryption
algorithms. Logic blocks, interconnections, and memory elements form programmable FPGA devices that are capable of
carrying out most cryptographic functions in parallel with high throughput/low latency [10].

2.2 Why FPGA for Encryption?
Some of the advantages of implementing FPGAs for various encryption techniques include the following:

o Parallel Processing: FPGAs can process different cryptographic operations simultaneously, making them better
suited for high-speed encryption.

o Flexibility: FPGAs can be reprogrammed in case of the introduction of new encryption algorithms or updates that
might be carried out in a wireless communication system when the protocols change [15].

o Energy Efficiency: FPGAs feature low power use compared to general-purpose processors, hence they would be very
suitable for mobile and IoT applications [1].
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3. DATA ENCRYPTION TECHNIQUES ON FPGA
3.1 Traditional Encryption Algorithms

3.1.1 Advanced Encryption Standard (AES)

One of the most deployed encryption standards for secure communication is AES. The FPGA implementation has shown
prominent improvement in speed and efficiency compared to a software-based solution. Inherent parallelism of AES rounds
allows execution of rounds simultaneously on FPGAs, hence enhancing the throughput to a great extent. Generalized flow
diagram for AES algorithm is as shown in figure 4. Several architectures concerning AES encryption on FPGA have been
proposed by various researchers. Most of them work towards the reduction of the number of logic elements used and, at the
same time, reduce power consumption [7]. For example, a fully pipelined AES implementation is capable of producing several
Gbps throughput with very minimal latency [5].
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Fig. 4 AES Algorithm flow

3.1.2 Data Encryption Standard (DES) and Triple DES (3DES)

DES, though replaced by AES in most applications, still finds its usage in some legacy systems [1, 7]. The main concentration in
the FPGA-based implementations of DES has been toward enhancing the performance of the encryption process. 3DES, which
applies the DES encryption three times, is more resource-intensive and hence much benefits from the parallelism of FPGA. In
figure 5 shown below using DES algorithm 64 bit plaintext can be converted in 64 bit cipher text using round key generation
and encryption method whereas decryption process is exactly opposite to encryption i.e. it works in reverse order.
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Fig. 5 DES Algorithm flow
3.1.3 RSA Encryption

RSA is a public-key encryption algorithm based on the computational intolerance of factorizing large prime numbers. Previous
FPGA implementations of RSA are all based on efficient modulo exponentiation, as this phase is usually regarded as the most
computation-intensive part of the whole RSA algorithm [12]. Using methods like Montgomery multiplication, an RSA
implementation based on FPGA can be highly accelerated compared with a traditional microprocessor-based implementation.
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Fig. 6 RSA Algorithm flow
3.2 Recent Trends in Encryption
3.2.1 Elliptic Curve Cryptography (ECC)

Some would consider ECC more secure than RSA, since RSA bases its key strength on factoring large numbers, which is a
problem computers have been able to solve. On the other hand, the problems that elliptic curve cryptography uses-namely the
discrete logarithm problem-are much harder to solve [14]. ECC is an alternative public-key encryption technique that finds
favor because key lengths are somewhat shorter compared to those of RSA for similar levels of security but far more moderate
in their computational resource requirements. In fact, FPGA implementations of ECC also show pretty superior performance in
constrained resource platforms such as mobiles and IoT devices. Most recently, several works have concentrated on improving
the performance of the point multiplication operation lying at the heart of ECC on FPGA platforms.

3.2.2 Quantum-Resistant Cryptosystems

While quantum computing replaces traditional encryption methods, vulnerabilities in attacks are also growing. Lattice-based
cryptography and hash-based cryptography have a big potential for developing novel methods of quantum resistance [13, 15].
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FPGAs are a flexible platform for implementing such new cryptographic algorithms, which enables real-time testing and
performance evaluation in a wireless communication environment [11].

3.2.3 Comparative observations of Encryption Methods on FPGA

Table-1 below summarizes a few points of difference between some commonly used encryption methods on FPGAs applied for
different wireless communication systems. Each encryption technique is assessed based on performance, power efficiency on
FPGA, and its typical applications [1, 7].

Table 1 Comparative highlights of Encryption Methods used for FPGA Implementation

Encryption Key FPGA Performance
Method Features Implementation (Throughput/La | Power Efficiency | Applications
tency)
AES ngh. - High throughput | Moderate, Secure  wireless
(Advanced security, Fully pipelined . o
. . (several Gbps) | depending on | communications,
Encryption 128/192/25 | architectures with low latenc ivelinin IoT. 5G
Standard) 6-bit keys y | PP & ’
DES . Outdg ted, Requires additional Lower Higher power ngacy systems,
(Data Encryption | 56-bit key, layers (Triple DES) throughput consumbption still in use for
Standard) vulnerable y p compared to AES p specific industries
RSA Public-key, | Optimized  through High latency due Secure key
. . key lengths | modular Moderate
(Rivest-Shamir- . to complex key - exchange, VPNs,
of 1024- | exponentiation  on ; efficiency - )
Adleman) 4096 bits FPGA processing Digital Signatures
ECC Shorter Efﬁaent . . Higher .| High power | Mobile  devices,
. keys, same | implementation with | performance in >
(Elliptic Curve . . efficiency due to | IoT, low-power
Cryptography) security as | reduced FPGA | constrained short kevs apolications
yptography RSA resource usage devices y PP
Quantum- Resistant to FPGAs provide | Varies by , o Future Wit cless
. quantum . . ; Varies, still in | communication
Resistant . flexible testing for | algorithm,
Cryptograph computing new algorithms ongoing research development systems, post-
yptography attacks 5 goims quantum security

4. FPGA-BASED ENCRYPTION IN WIRELESS COMMUNICATION
4.1 Real-Time Encryption in 4G/5G Networks

These are also the encryption techniques carried out by FPGAs, widely adopted in modern 4G and 5G wireless communication
networks [3]. All these wireless communication networks require secure data transmission among different nodes. In this
regard, FPGA-based AES and ECC techniques showed paramount performances. These platforms can execute different
encryption and decryption processes by exploiting parallelism and re-configurability with low latency for achieving secure and
real-time communications [6].

4.2 IoT Security

New challenges for data security have been posed by the rapid emergence of [oT devices. In general, such devices possess very
limited processing power and supplies of energy, so FPGA-based encryption seems to be the right answer [3]. Several loT
devices have introduced PRESENT and SPECK as FPGA implementations of light-weight cryptographic algorithms capable of
offering a trade-off between security and energy efficiency [6, 9].
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5. CHALLENGES AND FUTURE PERSPECTIVES
5.1 Challenges in FPGA-Based Encryption

While the advantages are not limited to the aforementioned, there are still several challenges in FPGA-based encryption. These
include but are not limited to:

e Power Consumption: Although FPGAs are efficient and consume less power compared to general-purpose
processors, the power consumption in battery-powered devices, such as mobile phones and [oT devices, is one of the
top concerns.

e Resource Utilization: All heavy cryptographic algorithms, for instance, RSA and ECC, require heavy resources on an
FPGA, which may be prohibited in resource-constrained environments [3, 9].

5.2 Future Perspectives
Future research is likely to concentrate on:

e Integration with Al and Machine Learning: FPGA-based encryption could also be combined with Al algorithms in
developing adaptive security systems that can respond dynamically to new emerging threats [2, 3, 4, 6, 8].

¢ Post-Quantum Cryptography: Once quantum computers become reality, attention will be turned to implementing
quantum-resistant cryptographic algorithms on FPGAs.

6. CONCLUSION

This work has identified the key role of FPGAs in implementing wireless communication data encryption techniques. Its
flexibility, speed, and energy efficiency currently make FPGA a hot choice for various real-world applications in the fields of 5G,
IoT, and secure military communication. To this end, even as new methods of encryption are beginning to be developed,
including the development of quantum-resistant algorithms, FPGAs will still be considered a central player in ensuring secure
communication in an increasingly connected world.
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