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Abstract - 1.1 History of EVMs

Electronic Voting Machines (EVMs) have emerged as a key
technology in modern electoral systems, transforming the
way citizens cast their votes and elections are conducted.
This research paper provides a comprehensive review of the
evolution, functioning, challenges, and future prospects of
Electronic Voting Machines. The paper explores the
historical development of EVMs, their current status globally,
and the critical issues surrounding their implementation.
Additionally, the research examines potential advancements
and innovations that could shape the future of electronic
voting.

1.INTRODUCTION

Electronic Voting Machines (EVMs) are electronic devices
used for casting and counting votes in elections. These
machines have replaced traditional paper ballots in many
countries around the world. EVMs were first introduced in
the United States in the 1960s and have since gained
widespread use due to their convenience, accuracy, and
efficiency. In this paper, we will explore the history, working,
and controversies surrounding EVMs. Security is a
paramount concern in elections, and EVMs are designed with
multiple layers of security features. They are tamper-
evident, and their software is encrypted to prevent any
unauthorized access or manipulation.
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The concept of EVMs was first introduced in the United
States in the 1960s by Joseph Harris, who patented the first
electronic voting machine. However, it was not until the
1980s that EVMs gained popularity and were used in a few
states during the presidential elections. In the 1990s, India
became the first country to adopt EVMs for its national
elections. Since then, many countries, including Brazil,
Venezuela, and Belgium, have also switched to EVMs for
conducting their elections. Voters need to press a button
next to the symbol of their chosen candidate, and the
machine records their vote electronically. This not only
reduces the chances of invalid votes but also speeds up the
entire voting process. While EVMs have significantly
improved the efficiency and accuracy of elections, they are
not without controversy. Some critics raise concerns about
the potential for electronic manipulation and lack of a paper
trail for auditing. However, election authorities continuously
work to enhance the security and transparency of EVMs to
ensure the integrity of the democratic process. One of the
key advantages of EVMs is their simplicity.

1.1960s-1970s: The concept of electronic voting started
gaining traction in the 1960s and 1970s. The initial
prototypes were developed, experimenting with various
technologies to create a reliable and secure electronic voting
system.

2.1980s: The first large-scale deployment of EVMs took
place in the 1980s, primarily in industrialized countries like
the United States and some European nations. These early
versions were often standalone devices with limited
functionality.

3.India's Introduction (1982): India became one of the
early adopters of EVMs on a large scale. The Election
Commission of India introduced EVMs in a limited capacity
for the first time during the Kerala Assembly elections in
1982. The success of this trial led to the gradual expansion of
EVM usage across the country.

4.Global Adoption (1990s): Throughout the 1990s, more
countries embraced EVMs as a way to streamline the
election process, reduce counting errors, and enhance the
overall efficiency of elections. Latin American and European
countries, in particular, saw increased adoption.
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1.2 Components required

1.Arduino UNO Board
2.16x2 LCD Display
3.Potentiometer 10k
4.Push Button Switch
5.Connecting Wires
6.Breadboard

1.3 Block Diagram
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‘ Arduino
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1.4 Circuit Diagram
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1.5 Working

EVMs are standalone electronic devices that are battery
operated and can function without the need for any external
power source. The machine has two units - the control unit
and the balloting unit. The control unit is kept with the
election officer, while the balloting unit is placed inside a
voting compartment, where voters can cast their vote by

pressing a button against the candidate of their choice. The
machine incorporates advanced security features, such as
one-time programmable (OTP) microcontrollers and
dynamic coding, to prevent tampering and ensure the
integrity of the voting process.

1.Voter Authentication:

Use RFID cards or biometric sensors for voter identification.
Verify voter eligibility and prevent duplicate voting.

2.Candidate Selection:

Display candidate names on a screen.
Use a keypad or buttons for voters to input their choices.

3.Vote Casting:

Record the votes in a secure memory module.

Ensure that the vote is anonymous and cannot be traced
back to the voter.

4.Security Measures:

Implement encryption to secure the voting data.

Include tamper-evident features to detect any physical
tampering.

5.Verification and Confirmation:

Display a summary of the selected candidates for the voter to
confirm.

Add a confirmation step to avoid accidental votes.

6.Results Display:

Once voting is complete, display the results securely.

Ensure that the results are accurate and cannot be
manipulated.

7.Audit Trail :

Include a paper trail or digital audit log for transparency.
This could be a printed receipt or a digital record that the
voter can review.

8.Legal and Ethical Considerations:

Ensure compliance with local election laws and regulations.
Consult with relevant authorities to meet security standards.
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2. Controversies surrounding EVMs

Despite the advantages of EVMs, they have faced criticism
and controversies. One of the major concerns is the security
of the machines. There have been allegations of tampering
with EVMs to manipulate election results. In 2019, a group of
researchers claimed to have hacked an EVM in under 4
minutes, raising concerns about the vulnerability of the
machines. Moreover, the lack of a paper trail in EVMs has
also been a cause of concern. In case of any dispute or
recount, there is no way to verify the accuracy of the votes
cast on an EVM. This has led to demands for the introduction
of Voter Verifiable Paper Audit Trail (VVPAT) machines,
which provide a printed record of the vote cast by the voter.

3. Advantages and Disadvantages
Advantages of EVMs:
1.Speed and Efficiency:

One of the biggest advantages of EVMs is their speed
and efficiency. With the use of EVMs, the process of
casting and counting votes is much faster and more
accurate compared to the traditional paper ballot
system. This eliminates the long wait for results and
reduces the chances of human error in vote counting.

2.Cost-effective:

EVMs are cost-effective in the long run as they eliminate
the need for printing and transporting millions of paper
ballots. This not only saves money but also reduces the
environmental impact of paper production and disposal.

3.Accessibility:
EVMs are designed to be user-friendly and accessible to

all voters, including those with disabilities. The
machines have features such as Braille labels and audio

instructions, making it easier for visually impaired
individuals to cast their votes independently.

4.Reduced chances of fraud:

EVMs have been praised for their ability to reduce the
chances of electoral fraud. With the use of electronic
machines, it is nearly impossible to tamper with votes or
alter the results. This ensures a fair and transparent election
process.

5.Multiple language options:

EVMs can be programmed to display voting options in
multiple languages, making it easier for voters from diverse
backgrounds to understand and cast their votes accurately.

6.Easy to transport and store:

EVMs are compact and lightweight, making them easy to
transport and store. This is especially beneficial for countries
with difficult terrains or remote areas, where traditional
ballot boxes may be challenging to transport.

Disadvantages of EVMs:
1.Vulnerable to hacking:

EVMs are electronic devices and are vulnerable to hacking.
There have been cases where EVMs have been tampered
with, raising concerns about the security of the voting
process.

2.Lack of transparency:

Unlike paper ballots, where voters can physically see their
vote being cast, EVMs do not provide the same level of
transparency. This can lead to doubts and suspicions about
the accuracy of the voting process.

3.Technical glitches:

EVMs are machines, and like any other technology, they are
prone to technical glitches and malfunctions. This can cause
delays in the voting process and raise questions about the
credibility of the results.

4.Cost of maintenance and training:

EVMs require regular maintenance and training for election
officials to operate them effectively. This can be costly for
governments, especially in developing countries with limited
resources.
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5.Digital divide:

EVMs rely on technology, which means they can only be used
by those who are familiar with technology. This can create a
digital divide, where certain demographics may not be able
to exercise their right to vote.

6.Lack of paper trail:

Unlike paper ballots, EVMs do not provide a paper trail,
making it difficult to conduct manual recounts in case of any
discrepancies or allegations of fraud.

4.Evolution of Electronic Voting Machines:

1.Early Innovations : This subsection delves into the early
developments and prototypes of electronic voting systems,
highlighting key milestones that led to the creation of the
modern EVM.

2.Advancements in Technology : Discuss the technological
advancements that have shaped the design and functionality
of EVMs over the years, including improvements in
hardware, software and security features.

3.Mechanical Voting Machines:

Before the advent of electronic systems, mechanical voting
machines were used in some regions. These machines
typically involved levers or buttons for voters to indicate
their choices, with mechanical counters for tallying votes.

4.Introduction of Electronic Voting Machines (1970s-
1980s):

The first generation of electronic voting machines emerged
in the 1970s and 1980s. These machines replaced the
mechanical components with electronic circuits, providing a
more efficient and reliable way to conduct elections.

5.India's Pioneering Efforts (1980s):

India played a pioneering role in the widespread adoption of
EVMs. The Election Commission of India introduced EVMs in
a limited capacity during the Kerala Assembly elections in
1982. The success of this trial led to the gradual nationwide
implementation of EVMs.

6.Advancements in Technology (1990s):

Throughout the 1990s, EVMs underwent technological
improvements. Enhanced security features, tamper-evident
mechanisms, and more user-friendly interfaces were
introduced.

7.Direct Recording Electronic (DRE) Systems:

The late 1990s and early 2000s saw the rise of Direct
Recording Electronic (DRE) systems. These systems allowed
voters to interact directly with a digital interface, often using
touchscreen technology. DREs offered a more intuitive
experience and reduced the chances of voting errors.

8.Voter-Verified Paper Audit Trail (VVPAT):

Responding to concerns about the lack of a paper trail in
electronic voting, many EVMs incorporated Voter-Verified
Paper Audit Trail (VVPAT) systems. VVPAT allows voters to
review a paper receipt of their vote before it is cast
electronically, providing an additional layer of transparency
and verification.

9.Remote and Internet Voting Experiments:

Some regions explored remote and internet voting systems,
allowing voters to cast their ballots from the convenience of
their homes. However, these systems pose significant
security challenges and have not been widely adopted due to
concerns about tampering and privacy.

10.Continuous Security Enhancements:

EVMs continue to undergo security enhancements to address
emerging threats. Encryption, secure boot processes, and
comprehensive testing protocols are employed to ensure the
integrity of the voting process.

11.Global Standardization Efforts:

International organizations and election commissions
collaborate on standardizing EVM technology to ensure
compatibility, reliability, and security across different
systems.

5. Current Global Status of EVM Implementation:
India:

India has extensively adopted EVMs since the 2000s. The
Election Commission of India has been using EVMs in
national and state elections, and the technology has become
a standard part of the electoral process.

United States:

The use of electronic voting systems varies across states in
the U.S. Some states use paper ballots, while others use
different types of electronic systems, including Direct
Recording Electronic (DRE) machines. However, concerns
about the security and integrity of electronic voting have led
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some regions to revert to or introduce paper trails for
verification.

European Union:

European countries have diverse approaches to electronic
voting. Some countries, like Estonia, have implemented e-
voting systems, allowing citizens to vote online. However,
other countries have been more cautious due to security and
transparency concerns.

Latin America:

Several countries in Latin America have adopted EVMs to
varying degrees. Brazil, for example, has been using
electronic voting machines for its national elections.
However, there have been discussions and debates about the
security and reliability of these systems.

Africa:

Some African countries have adopted electronic voting
technology, while others continue to use traditional paper
ballots. The adoption rate varies, and concerns about the
reliability and security of electronic voting have been raised
in some regions.

Asia-Pacific:

Besides India, other countries in the Asia-Pacific region have
explored or implemented electronic voting to different
extents. Australia, for instance, uses paper-based ballots,
while countries like the Philippines have experimented with
automated systems.

Middle East:

Some Middle Eastern countries have introduced electronic
voting systems, while others continue to rely on traditional
methods. The use of technology in elections varies based on
the country's infrastructure and political considerations.

Global Concerns:

Regardless of regional differences, there are global concerns
about the security and transparency of electronic voting
systems. Many countries continue to grapple with finding the
right balance between embracing technology for efficiency
and ensuring the integrity of the democratic process.

6.Challenges Associated with EVM Usage:
1.Security Concerns:

Explore issues related to the security of EVMs, including the
potential for tampering, hacking and other malicious
activities.

2.Accessibility and Usability :

Examine challenges associated with the usability of EVMs,
especially for voters with disabilities or those unfamiliar
with technology.

3.Public Trust and Transparency:

Discuss the concerns related to public trust in EVMs and the
transparency of the electoral process when using electronic
voting systems.

4.Technological Failures:

Like any electronic device, EVMs can experience technical
glitches or malfunctions. Software bugs, hardware failures,
or other technical issues may disrupt the voting process and
lead to concerns about the accuracy of the results.

5.Accessibility and Inclusivity:

Some argue that EVMs may not be accessible to all voters,
especially those with disabilities. Ensuring that electronic
voting systems are inclusive and accommodate a diverse
range of voters is a challenge that needs to be addressed.

6.Cost of Implementation:

Implementing and maintaining EVMs can be costly for
election authorities. The initial investment, as well as
ongoing expenses for training, maintenance, and updates,
can pose financial challenges for some countries or regions.

7.Political Controversies:

EVMs are sometimes at the center of political controversies,
with allegations of manipulation or rigging. Accusations of
bias in the programming or deployment of EVMs can
undermine public confidence in election outcomes.

8.Cybersecurity Threats:
With the increasing sophistication of cyber threats, concerns

about the vulnerability of electronic voting systems to
hacking and cyber attacks have grown. Safeguarding EVMs
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against cyber threats is a continuous challenge for election
authorities.

9.Resistance to Change:

Traditionalists may resist the shift from paper-based voting
to electronic systems. Overcoming resistance to change and
ensuring that all stakeholders, including political parties and
the public, are comfortable with the technology can be
challenging.

7.Future Prospects and Innovations:
1.Blockchain Technology:

Explore the potential integration of blockchain
Technology to enhance the security and transparency of
EVMs.

2.Biometric Authentication:

Discuss the feasibility and implications of incorporating
biometric authentication methods into EVMs for
improved voter verification.

4.Enhanced Security Measures:

Future EVMs are likely to incorporate even more robust
security features to address concerns about hacking,
tampering, and cyber threats. Advances in encryption,
secure hardware, and software integrity checks could
strengthen the overall security posture of electronic
voting systems.

5.Risk Mitigation Strategies:

Election authorities may implement comprehensive risk
mitigation strategies, including regular security audits,
penetration  testing, and  collaboration  with
cybersecurity experts. Proactive measures to identify
and address vulnerabilities could become standard
practice.

Audit

6.Voter-Verified Paper Trail

Standardization:

(VVPAT)

The adoption and standardization of Voter-Verified
Paper Audit Trail (VVPAT) systems may become more
widespread. VVPAT provides a physical record of each
vote, allowing voters to verify their choices and adding
an additional layer of transparency to the voting
process.

7.Accessible and Inclusive Design:

Future EVMs are likely to focus on improving
accessibility and inclusivity. Designs that accommodate
voters with disabilities, language preferences, and
diverse needs could become standard to ensure a more
inclusive electoral process.

8.Hybrid Systems:

Some regions may adopt hybrid voting systems that
combine electronic and paper-based methods. This
approach aims to leverage the efficiency of EVMs while
maintaining a physical paper trail for auditability and
voter confidence.

9.Remote and Online Voting Experiments:

Ongoing advancements in technology might lead to
further experimentation with remote and online voting
systems. However, addressing the associated
cybersecurity challenges and ensuring the integrity of
remote voting will be critical.

8. CONCLUSIONS:

EVMs have both advantages and disadvantages.
They have undoubtedly increased the disefficiency and
accuracy of the voting process, but they also have their
share of flaws. It is essential to address the concerns
surrounding EVMs and take necessary measures to ensure
the security and transparency of the voting process. EVMs
should be used as a tool to enhance democracy, not replace
it. A transparent and well-regulated electoral process is
crucial for a fair and democratic society, and the use of
EVMs should be carefully considered to achieve this goal.
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