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Abstract - As internet usage increases, we must be mindful
to send and receive sensitive information securely.
Steganography and Cryptography are two techniques used for
secured data transfer and user privacy. In cryptography, the
message is changed using an encryption key that is only
known to the sender and the recipient. No one else can read
the message without the encryption key. Steganography
increases the anonymity of data communication by concealing
the existence of data such that no one can identify its presence.
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1.INTRODUCTION

The Greek words steganos (covered) and graptos (writing)
are the origin of the word steganography (meaning covered
or hidden writing)[1]. In the modern world, everyone shares
data and information with one another. As electronic devices
for sharing data and information have developed and
become more widely used, the need for data security has
become critical[2]. With so many publicly available
technologies capable of exploiting the privacy, data integrity,
and security of the data being communicated, malicious
threats, eavesdropping, and other malicious actions have
become commonplace. Various techniques, including
Steganography, Cryptography, etc have been made
accessible for the security of this information and data[3,4].
Although the goals of steganography and cryptography are
identical, there is a little distinction or there is a thin line of
difference between these two. In Cryptography, plain text or
original data is first converted into Cipher text in encryption
while conversion of cipher text to original text is known as
Decryption. The cipher text can be seen by human eyes, but
encryption renders the data unbreakable and unreadable.
While in Steganography the data or the secret message is
concealed in such a way in some form but the hidden data or
secret message here is not visible to any of the party unless it
is decrypted properly[3].

SECURITY
TECHNIQUES
INFGRMATION CRYPTOGRAPHY
HIDING
STEGANOGRAPHY WATERMARKING

Fig -1.1: Security Techniques [5]

Steganography and watermarking are two examples of
information-hiding domains; both are employed to conceal
the hidden message[3]. These two approaches are closely
related to one another, although they each have different
goals. While steganography refers to the act of concealing
information by hiding the secret message in a public cover
media without any indication of its existence, watermarking
aims to maintain the integrity of the secret data by
preventing outsiders from knowing the existence of the
communication[3,5].

Steganography techniques conceal sensitive information ora
secret message in unassuming cover material to prevent
attracting the attention of attackers. Words can be inserted
inside of images, audio files, video files, etc. Contrarily, the
study of mathematical techniques related to information
security components like secrecy, data integrity, entity
authentication, and data origin authentication is referred to
as cryptography[3]. There are numerous varieties of
steganography, including those for images, text, audio, and
video.

2. TYPES OF STEGANOGRAPHY

Few types of steganography technique to encrypt or hide data
which are common: Image Steganography, Video
Steganography, Audio Steganography, Video Steganography,
etc.[1,5,6,7].
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Fig -2.1: Types of Steganography
2.1 Image Steganography

The secret image is hidden inside the cover image in a way
that makes the secret data or secret message disappear and
the main picture appear to be the original. By changing the
pixels in the primary image, the secret message is concealed.

SECRET MESSAGE
OR DATA

STEGANO-IMAGE
(SECRET MESSAGE &
MAIN IMAGE)

STEGANOGRAPHY
TECHNIQUE

MAIN IMAGE

FIG -2.1.1: Image Steganography
2.2 Audio Steganography

Audio steganography is the process of using digital sound
files to obscurely alter a sound file's binary sequence,
which can be used to conceal messages. It supports various
audio files like wave, mpeg, mp3, etc. to conceal the data in it.

2.3 Video Steganography

The digital video formats that are utilized for video
steganography allow for the concealment of any type of
information. Video files can include a sizeable quantity of
sensitive information because they are a moving stream of
images and sounds. MP4, AVI, and other video formats are
used in video steganography.

2.4 Text Steganography

In its simplest form, text steganography describes the
information that is concealed in text files. Text steganography
can be used to generate legible messages by altering context,
modifying words within the text, constructing and generating
random sequences, and more.

3. IMAGE STEGANOGRAPHY WORKING

Firstly, user needs to select whether to encode the image or
decode the image. If a user wants to encodes, he/she needs

to select the image from their system and enter the secret
message then click on “Encode” button and save it on the
system. To decode the hidden text from the image, user
needs to select the encoded image and click on “Decode”
button and the output Hidden message will be displayed.

HOME-FAGE
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DECODE)

IF ENCODE IF DECODE

MAIN IMAGE ENCODED
SECRET MESSAGE IMAGE.
STEGNO-IMAGE SECRET MESSAGE =
(WITH MESSAGE MAIN IMAGE
HIDDEN) SEPERATED

) |

FIG -3.1: Flow Chart for Image Steganography
3.1 Algorithm:

STEP 1: Start

STEP 2 : Select Encode/Decode

STEP 3 : If Encode,
Select image & write text to be encoded &
save at particular directory

STEP 4 : If Decode,
Select encode image & hidden message will
be displayed

STEP 5 : Stop

4. RESULTS AND ANALYSIS

The initial screen, or the default homepage, that the user sees
when the application is launched asks whether they wish to
encrypt or decrypt the image. The application's home page
features two buttons, Encode and Decode. The secret
message is encoded using the original image and decoded
using the encoded image using the Encode and Decode
buttons, respectively.
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FIG -4.1: Home-Page of Application
4.1 Encode Page

The user is then taken to this screen after clicking the
"Encode" button on the homepage, where they must choose
an image from their system or computer.
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FIG -4.1.1: Encode Page

The user is then taken to this screen after clicking the
"Encode" button on the homepage, where they must choose
an image from their system or computer.
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FIG -4.1.2: Selecting Image and Entering Hidden Message
for Encoding image

4.2 Decode Page

The user must select the encoded image from the
computer system and click the "Decode" button in order to
decode the secret message or data from the image.

[ ) IMAGE STEGANOGRAPHY

Select Image with Hidden text:

Select

Cancel

FIG -4.2.1: Selecting image for Decoding Secret Message
from Encoded image

After selecting the "Decode" Button, the chosen (encoded)
image's hidden message is displayed on the screen.
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FIG -4.2.2: Successful Decryption
4.3 Observations
According to the project, the size of the image before

hidden message or secret message encoding was smaller
than the size of the image after encoding.
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FIG -4.3.1: Image Size Before Encoding

The size of the image was 40KB before the secret message
was encoded, and it was 44KB after the hidden or secret
message is encoded in it.

® O ® - en_quote.png Info
en_quote.png 44 KB
Modified: Today, 5:37 PM

FIG -4.3.2: Image Size After Encoding

Following encoding and decoding procedures, the 4KB
difference was noticed.

5. CONCLUSIONS

Each of the main formats has a unique way of encoding
messages, each with different advantages and disadvantages.
Where one strategy falls short in one area, the other does too
in another. The strategy presented in this research makes
use of image steganography, a well-known method of

steganography. The personal information is contained inside
the cover file image that the application creates as a stegno
image. Steganography is different from cryptography, but
combining the two can increase the security of the data that
is being safeguarded and keep the covert communication
from being discovered. The main advantages of
implementing steganography to mask data over encryption
is that it makes it harder to detect if private information is
hidden within a file or other piece of content. In contrast,
anyone may see the cipher text in cryptography.
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