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ABSTRACT - The first CCTV camera was known to be 
installed in Germany in 1942. Since then, we have made a lot of 
progress, added a lot of features and now there are an 
estimated more than 750 million CCTV cameras installed all 
around the globe. But even with all the features already 
existing in current CCTV technologies, most CCTV cameras all 
around the world have too many loopholes, which makes them 
easy to exploit and ultimately leads hackers to attack and gain 
control of the cameras. In our project, we will be aiming to 
reduce these loopholes to a minimum by implementing various 
innovative and new features like specific human gestures 
detection such as the suspicious hand gestures that humans 
make while committing different crimes like holding a knife, 
hand movements while fighting with someone, etc. using deep 
learning including Artificial Intelligence. As there are a lot of 
thefts regarding vehicles like cars and bikes. So our next 
module will be focused on License Plate realization or 
recognition. Our module will be connected to the database 
which will be regularly updated with all the vehicles which are 
complained as missing or theft so that our camera can 
automatically detect using techniques like Image Processing 
and recognize the number plates for all the vehicles that pass 
from its vision. Our next module will be focused on Face mask 
detection using IP methods as per our government rules that a 
mask is mandatory for all the citizens due to the Covid-19 
times. This will help reduce the load on all the officers working 
hard so the next variant after Omicron can’t spread like the 
previous Covid waves, as warned by scientists. Our final 
module will solely be focused on securing the CCTV using 
various cybersecurity methods which aren't supported and 
implemented in real- time. But even when a CCTV camera is 
equipped with all these features, its purpose will be defeated if 
even for once it's under attack by a hacker. So we'll be further 
implementing cybersecurity protection by preventing DDoS, 
SQL, and other attacks. Image Processing and Cyber Security 
that are available in our framework will be easier to use by the 
public and a worthy step forward in the security sector. 
Therefore, an assistive app can be used that allows the users to 
traverse freely without worrying about their surveillance 
security and it also becomes a crucial requirement in their 
daily life. Therefore, our all-in-one application is implemented 
to make the life of the local businesses, small scale and large-
scale businesses at check by proper surveillance of the same.  

Key Words:  Artificial Intelligence, Image Processing, 
Cybersecurity, Deep Learning, Security Sector.  

1. INTRODUCTION 

With the CCTV cameras numbers rapidly increasing, it’s 
predicted to cross the 1 billion marks within the next few 
years. With the basic mindset, [7] the main benefits of the 
usage of CCTV cameras are security, safety, surveillance, and 
prevention of crime. As our technology is advancing many 
upgrades are being implemented in CCTV cameras, such as 
human detection using AI, real-time surveillance using IoT, 
these include detecting the human presence in front of the 
camera or a particular marked area that the camera covers 
in its view and alerting the [8] same to the live monitoring 
device, smartphone integration, using voice control to turn 
on and manage the controls of cameras, using solar-powered 
cameras with energy storage so they can work 24×7 in any 
environment, and features like night vision have been in use 
at present. 

We plan to put up with the efficiency of the CCTV system, to 
include new [6] features, like detecting criminals within 
vehicles, facemask, during violent activities, along with 
securing the threats that most of the CCTV systems possess 
and prevent confidentiality, integrity and availability of the 
data stored within the same [9]. 

Objectives of the proposed work: Firstly, we’ll be reducing 
loopholes to a minimum by implementing various innovative 
and new features like specific human gestures detection such 
as the suspicious hand gestures that humans make while 
committing different crimes like holding a knife, hand 
movements while [5] fighting with someone, etc. using deep 
learning including Artificial Intelligence. As there are a lot of 
thefts regarding vehicles like cars and bikes. So our next 
module will be focused on License Plate realization or 
recognition. Our module will be connected to the database 
which will be regularly updated with all the vehicles which 
are complained as missing or theft so that our camera can 
automatically detect using Image Processing and recognize 
the number plates for all the vehicles that [10] pass from its 
vision. Our next module will be focused on Face mask 
detection using image processing methods as per our 
government rules that a mask is mandatory for all the 
citizens due to the Covid-19 times. This will help reduce the 
load on all the officers working hard so the next variant after 
Omicron can’t spread like the previous Covid waves, as 
warned by scientists. [11] Our final module will solely be 
focused on securing the CCTV using various cybersecurity 
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methods which aren't supported and implemented in real-
time. But even when a CCTV camera is equipped with all 
these features, its purpose will be defeated if even for once 
it's under attack by a hacker. So, we'll be further 
implementing cybersecurity protection by preventing DDoS, 
SQL, and other attacks. Image Processing and Cyber Security 
that are available in our framework will be [12] easier to use 
by the public and a worthy step forward in the security 
sector. 

2. LITERATURE SURVEY 

Various models have been come across while we were 
conducting the literature survey. 

First paper proposes a framework for Criminal Detection 
and Recognition of CCTV Data Using Cloud and Machine 
Learning. It is finished involving Microsoft Azure Cognitive 
Services and Cloud framework with the end goal of execution 
of the proposed framework. [13] The framework can likewise 
be utilized to find missing youngsters and individuals from 
the CCTV film that is accessible from the site. Using various 
methodologies, the authors have described the accuracy and 
costing of each method along with the sensors used and 
ultimate result that can be obtained by using these 
technologies with integration to the CCTV system. 

 

Fig. 1 

The authors try to efficiently manage the traffic accidents 
and the deaths that take place due to it in the second paper, 
considering lack of helmet usage being one of the biggest 
reasons for it. To perfectly manage the traffic, and its rule 
breakers, an intelligent [4] automated system is proposed, 
wherein maximum number of two-wheelers will be detected 
via the video and those disregarding the traffic, their number 
plate will be noted and corresponding fine or charges are 
imposed via the electronic fine management system. 

In the third one, which is chapter, we observed that cyber-
attacks like the DDoS and other attacks which lowers the 
CCTV security are something that needs to be detected 
automatically rather than putting manual efforts into 
detection which can too much time consuming. Creators 
attempt to investigate the conceivable outcomes to give 
better security to video reconnaissance frameworks and 
correspondence organizations. After appropriately checking 

on arrangements that relate to relocating AI-based derivation 
towards the edge and [14] brilliant client gadgets, as well as 
different strategies for DDoS (Distributed Denial of Service) 
canny identification, where DDoS assault is perceived as one 
of the essential worries in network safety, strategies to 
prevent such attacks are developed within the same. 

The next research article is regarding the newly 
considered evaluations on the crime prevention effects on 
CCTV. It shows that, that CCTV is associated with a significant 
decrease in crime. The largest and the most consistent effects 
of CCTV were observed in car parks. The results of this 
analysis can also demonstrate evidence of significant crime 
reductions within other settings, [15] particularly residential 
areas. CCTV schemes incorporating active monitoring that 
are generated by larger effect sizes than did passive systems. 
Schemes deploying multiple interventions alongside CCTV 
generated larger effect sizes that did schemes deploying 
single or no other interventions besides CCTV. As CCTV 
surveillance increases day-by-day, high end and high-quality 
evaluations of outcomes and implementations is of utmost 
importance, only then the crime rate can be kept relatively 
low. 

Particularly, in the next paper authors have really 
emphasized on how the detection of crime in CCTV videos 
can be done using deep learning. In their proposed model, 
they represent what things are important for this whole 
methodology to work. Firstly, a crime dataset needs to be 
analyzed and studied, followed by the neural network 
training, which filters several layers to figure out what exactly 
the activity is about. If the respective activity detected is 
matched with the [16] one in the dataset, then it needs to 
send some sort of alarming system that can make the owner 
protect his or her property or maybe call for help and local 
police. With good amount of accuracy, the details of the 
technical findings can be distinguished by reading through 
the paper. 

The reasoning of paper number six portrays a study using 
a quasi-experimental design to determine the actual impact 
of an integrated CCTV program on all of crime in Detroit, USA. 
The methodology used by the authors was also unmatched, 
the data on the first 87 businesses in the Project named Green 
Light Detroit was collected, along with a matched comparison 
group of 201 other businesses. A Bayesian [17]  hierarchical 
linear growth curved model was deployed to determine the 
overall effect of CCTV camera surveillance at Green Light 
businesses over the span of 2 years. On proper finding, it 
indicated that Green Light businesses experienced an 
immediate, but transient increase in property crime reports, 
as well as more consistent proactive police activity post-
intervene. The outcome, that can be concluded [18] through 
is that integrated CCTV programs may increase the reporting 
of minor crimes which may have not been reported before. 
However, these programs may not likely impact violent 
crimes. In addition, tying all the proactive response and to 
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patrol the patrol the participating businesses places higher 
manpower costs on departments. 

The authors take up Named data networking (NDN) as an 
essential information transmission recreation technique. It 
focuses on proficient substance conveyance and diminishing 
the overt repetitiveness of information transmission. In NDN, 
one of the significant issues is how to use them is generally 
reserved items to decrease the client's reaction to delay and 
work on the usage of the genuine [1] store assets. In this 
paper, a clever substance disclosure framework is utilized to 
completely use the store assets, called DENA, is proposed, 
which envelops the profound outstanding reserve declaration 
and reserve energy-based reserve substitution calculations. 
DENA gives the easiest routeways to intrigue parcels to get to 
designated information bundles under directions of a 
declared table built by a shift accuracy-based reserved 
content declaration calculation with low correspondence 
upward. Meanwhile, a store substitution calculation to help 
the reserve declaration is likewise proposed. The technique 
utilizes a [19] purported reserve energy list to teach the 
substitution of stored content. The recreation results show 
that the framework works on the usage of store assets and 
the organization limit while keeping the organization's 
control traffic at a generally low level. 

Eighth paper again depicts the philosophy for weapon 
discovery in observation recordings utilizing profound brain 
organizations. Creators attempt to work on the normal 
accuracy of firearm [2] discovery at various scales, lastly, they 
figure out how to increase to however much 18% more 
accuracy than the past and existing arms recognition draws 
near. 

Like most of the papers we came across, authors of this 
paper too are talking about weapon detection and how to 
control and minimize crime rate in crowded as well as 
suspicious lonely areas. So, authors try to implement an 
automatic weapon detection, particularly guns, using CNN 
(Convolutional Neural Network) based SSD (single shot 
detection), along with faster RCNN (region CNN). After using 
2 types of datasets pre- labelled image and manually labelled 
accuracy of application is tabulated. Further, SSD and Faster 
RCNN algorithms are simulated for pre labelled and self-
created image dataset for gun detection. Both the algorithms 
are efficient and give good results, but their application 
progressively depends on the [3] trade between speed and 
precision. As far as speed, SSD calculation gives better speed 
with 0.736 seconds per outline. Though Faster RCNN gives a 
speed of 1.606 seconds per outline, which is poorly 
contrasted with SSD. As for precision, Faster RCNN gives 
better exactness of 84.6%. Though SSD gives an exactness of 
73.8%, which is poorly contrasted with quicker RCNN.SSD 
gave constant location because of quicker speed yet Faster 
RCNN gave unrivaled precision. In terms of future works, the 
authors relate that high-end GPUs and DSPs (digital signal 
processors) large datasets can be used to train for more 
accurate algorithm. 

In the tenth paper authors try to prove and describe the 
development and implementation of an early warning system 
that recognizes people automatically in a surveillance camera 
environment and then use data from various sources to 
identify these people and build their profile and network the 
authors extracted feature vectors of all face images from 
camera feed and gallery images. We utilized OpenFace model 
and our prepared model to gather two separate element 
vectors for each picture to look at which highlight extraction 
model works better in an observation climate. After which 
they compared the accuracy of recognition in two different 
settings, one with only one face of a person in the gallery 
(neutral face) compared to when having two faces in the 
gallery for every person (neutral and smiling face). After 
setting up the database gallery, one of the authors ran tests 
on each portal and sequence with the three different cameras 
available and then finally showing accuracy results of using 
the different recognition models to classify people passing, 
using three tables. Further, they aim to improve accuracy and 
reduce runtime by experimenting different techniques other 
than those already used in. 

The work thus this paper is centered around giving a safe 
spot involving a CCTV film as the principal source to 
distinguish hurtful weapons by applying open-source 
profound learning algorithms. They have carried out paired 
order expecting gun as the reference class and pertinent 
disarray objects incorporation idea is acquainted with lessen 
misleading up-sides and bogus negatives. With the help of a 
series of experiments, we concluded that object detection 
algorithms with ROI (Region of Interest) perform better than 
algorithms without ROI. The authors have tested many 
models but among all of them, the state-of-the-art Yolov4, 
trained new database, gave very few false positive and 
negative values, hence it achieved the most successful results. 
It gave 91.73% mean average precision (mAP) and a F1-score 
of 91% with almost 99% confidence score on all types of 
images and videos, hence developing an automatic real time 
weapon detector. Reduction of false positives can be seen as 
in future works to make it more accurate according to 
authors in this eleventh paper. 

While analyzing the cost and accuracy of using cloud and 
machine learning for detection of violence, both factors don’t 
go hand-in-hand along with proper CCTV system 
management. The accuracy we deal with here is way less than 
90%. 

Also, there is no domain within any one of the papers 
which is improving accuracy and integrating Image 
processing, Artificial Intelligence and Cybersecurity, under 
one CCTV website system [20], which can be used as a 
number one domain to login and use the most high-tech 
system for surveillance in the country. 

As we came across more and more papers within the span 
of past 3 years, we always ended up negotiating the security 
or data of the CCTV system of a particular organization or 
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government. Which turns out to be easily hackable, especially 
in Indian states. Thereby, a core module of cybersecurity is 
ardently needed, securing majority of attacks, and triggering 
warning if system is about to get compromised. Most of the 
top technology and algorithms among the CCTV system 
business revolves within different governments trying to 
secure their individual bag of surveillance. In simple words, 
private sector companies and other small business owners 
are excluded from reaping benefits of such technologies. 
Therefore, all the above modules under one website 
providing CCTV security services is something that can be 
found almost nowhere, and needs to be taken charge of 
creating developing as soon as possible. 

3 OVERVIEW OF PROPOSED SYSTEM 

Summarizing the complete project, inculcating all the 
modules under one name, ‘EyeSpy’. 

 

Fig. 2 ER Diagram 

3.1 METHODOLOGY 

Worldwide pandemic COVID-19 conditions arose in a 
scourge of hazardous infection from one side of the planet to 
the other. Wearing a facial covering will help with thwarting 
the spread of defilement and hold the individual back from 
getting any airborne overpowering organisms. Using our 
module of Face Mask Detection System, one can screen 
assuming that people are wearing covers or the other hand 
not. Another ordinary issue is Traffic control and vehicle 
owner ID has become major in every country. 

Occasionally it becomes testing to perceive a vehicle 
owner who for the most part mishandles traffic rules and 
drives unreasonably rapidly. 

Thusly, it is ridiculous to try and expect and repel that sort 
of kind of individual in light of the fact that the traffic 
individual might not have the choice to recuperate the vehicle 
number from the moving vehicle before the camera because 
of the speed of the vehicle. 

Furthermore, although Violence rates have been brought 
down around 57% during the range of recent many years yet 
it doesn't impact the way that the exhibition of brutality 
occurs, concealed by the law. Brutality can be mass controlled 
in some cases by higher specialists, anyway, to keep 
everything in line one must "Microgovern" over every 
development happening in each street of each square. So, 
modules and calculations like HAAR CASCADE are utilized for 
picture recognition. Additionally, [22] to address the butterfly 
impacts sway in our setting, we made an exceptional model 
and a hypothesized framework to deal with the issue using 
profound learning. The model takes the contribution of the 
CCTV video takes care and later draws surmising perceives 
assuming [21] a vicious development is going on. Likewise, 
we created the Automatic Number Plate Recognition (ANPR) 
framework as one of the answers to these issues. 

Finally, we integrate all the combined modules and figure out 
the criminals by verifying those detected on CCTV with that of 
the database. 

3.2 MODELING AND ANALYSIS 

 

Fig. 3 Number Plate Detection 

This application is implemented using ReactJs for the 
front-end and PHP, sql, MongoDB for the back-end. In ReactJS 
application an image is accepted as input from the user which 
will be saved in our local directory. That image is read in the 
back-end application using the OpenCV module. 

The image read is pre-processed and first the diameter of 
the circular shaped objects present in our image is 
determined. 
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After logging in, the user selects the 'Number Plate’ option 
on the menu bar to check if the image of the number plate of 
the vehicle that he or she took or has is a stolen vehicle or 
not. So, a Haar Cascade classifier is being used here to detect 
the numbers on the number plate. This classifier gives an 
element-based object discovery procedure, which matches 
very nearly 18000 highlights in a picture to recognize an 
objective item. Utilizing 'object identification' we distinguish 
an article situated inside the picture. In the beginning 
advance, it needs bunches of positive pictures for example 
number plate pictures, and negative pictures for example 
pictures that don't contain a number plate, to prepare the 
calculation. 

All things considered, we have utilized a pre-prepared 
number plate recognizer utilizing Haar Cascade to distinguish 
a number plate in a given picture. 

 

Fig.4 Face Mask Detection 

This application is implemented using ReactJs for the 
front-end and PHP, sql, MongoDB for the back-end. In ReactJS 
application an image is accepted as input from the user which 
will be saved in our local directory. That image is read in the 
back-end application using the OpenCV module. 

The image read is pre-processed and first the diameter of 
the circular shaped objects present in our image is 
determined. 

After logging in, the user selects the 'Number Plate’ option 
on the menu bar to check if the image of the number plate of 
the vehicle that he or she took or has is a stolen vehicle or 
not. So, a Haar Cascade classifier is being used here to detect 
the numbers on the number plate. This classifier gives an 
element-based object discovery procedure, which matches 
very nearly 18000 highlights in a picture to recognize an 
objective item. Utilizing 'object identification' we distinguish 

an article [23] situated inside the picture. In the beginning 
advance, it needs bunches of positive pictures for example 
number plate pictures, and negative pictures for example 
pictures that don't contain a number plate, to prepare the 
calculation. 

All things considered, we have utilized a pre-prepared 
number plate recognizer utilizing Haar Cascade to distinguish 
a number plate in a given picture. 

 

Fig.5 Detection of violence, crime detection by AI human 
actions of crime from (dataset) 

Further, the third option within the menu bar can be seen 
is 'Theft and Violence', using this option, clicking the user can 
check if the live video of the CCTV camera the user is one 
involving violence, theft, or not. The following architecture 
can be seen below. 

Further, enhancing cybersecurity of the CCTV system by 
automating the vulnerability scan and alerting the host 
system when a threat is detected. 

This particular module involves a lot of brainstorming and 
formulation of architecture before putting it out online, the 
development of this module is done by using ‘Hacker Target’ 
vulnerability scanner, which is an open-source vulnerability 
scanner which runs frequent scans against our website. 
Wherein, we will be interacting with the Hacker Target API 
through our website. 

4. RESULTS AND DISCUSSION 

 

Fig.6 Main Page 
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Fig.7 Face Mask Page 

 

Fig.8 Theft and Violence Page 

 

Fig.9 Output of Image Theft 

 

 

 

 

Test 
Case 
Type  

Descriptio
n 

Test Step Expected 
Result 

Status 

Login     Logging 
into 
system 

Inputting 
password and 
username 

Logged into 
the system 

PASS 

FMM-1 Normal 
people 
with face 
mask. 

Uploading an 
image of a 
couple posing 
at the camera 
with masks. 

Green box 
with mask 
detected and 
percentage. 

 PASS 

FMM-2  People 
without 
mask 

Uploading an 
image of 
people posing 
at the camera 
without 
masks       

Red box with 
no mask 
detected and 
percentage. 

 PASS 

FMM-3 A crowd 
of people. 

Uploading an 
image of 
people 
walking down 
the street 
with and 
without mask. 

Red and 
green boxes 
with people 
without and 
with masks 
respectively. 

 PASS 

NPDM-
1 

License 
plate and 
face of a 
person 

Uploading an 
image of a car 
with a person 
sitting inside. 

The vehicle 
number and 
image of the 
person 
extracted and 
matched. 

PASS 

NPDM-
2 

In 
extreme 
condition
s 

Inputting an 
image of a car 
with extreme 
unclesr 
image. 

Matching the 
person and 
the car. 

PASS 

TVDM-
1 

Violent 
Video 

Uploading a 
violent video 

It is a violent 
video with 
percentage 
confidence. 

PASS 

TVDM-
2 

Non-
violent 
video 

Uploading a 
violent video 

It is a non-
violent video 
with 
percentage 
confidence. 

PASS 

TVDM-
3 

With 
animals 
as a 
reference 

Uploading the 
video 

It is a violent 
or non-violent 
video with 
percentage 
confidence. 

PASS 

 

5. PERFORMANCE METRICS 

Considering the overall efficiency we have been successful 
in achieving more than 95% accuracy on our trial datasets.  
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      Fig. 10                                 Fig. 11 

The process called hyper-tuning has been used solely on the 
‘hockey dataset’. The hyperparameter tuning is applied for 
each dataset within, using only 20 epochs and early stopping 
of 5 instead of 15 as we apply in the final optimal network 
training, we also use a classic 80-20 split for train-test data. 
The dropout of 50% improved the model performance and 
resulted in 98.5% accuracy.  

 

Fig. 12 Epochs 

With the Epochs, we were able to have an accuracy of 
93% which can be grown till 98% Considering the 'mask 
detection module’, we used OpenCV, tensor flow, Keras, 
Pytorch, and CNN to detect whether people were wearing the 
face masks or not. We have used ‘With mask’ and ‘Without 
mask’ datasets. 

Our accuracy almost touched the asymptote from the 
beginning. The total loss came out as 1.4 and the efficiency 
was 98%. 

 

 

Fig. 13 Graph of TEST vs TRAIN 

Each of the models was tried with various dataset 
pictures, recordings, and continuous video transfers. The 
exactness of this model is fundamentally accomplished and 
the streamlining of this model is essentially a persistent cycle 
we are intending to fabricate an exceptionally precise 
arrangement by tuning the hyperparameters. This specific 
model [24] can likewise be utilized as a utilization best case 
for edge examination. Besides, the proposed strategy 
accomplishes the best outcomes on a public facial covering 
dataset. With the improvement of facial covering location, we 
can recognize on the off chance that the individual is wearing 
a facial covering, and permitting their entrance would be of 
incredible assistance to society. 

Our model gave 98% accuracy with tensorflow gpu.  

 

Fig. 14 Accuracy of Face Mask 

Considering the 'number plate detection module’, this project 
was successful in performing mainly four tasks. The venture 
was effectively planned with the goal that we can 
comprehend the innovation utilized in these days' 
programmed tag frameworks and OCR frameworks utilized 
in most evolved nations like Germany, France, Singapore, 
Japan, and so on. It is seen that security powers all around the 
world deal with issues finding or enrolling vehicle numbers 
to follow any guilty party. It is also seen that technology can 
greatly help us in this situation by solving it [25]. After 
manually testing it, the results and efficiency came about 
94%. 
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6. CONCLUSIONS 

Communication with user and account holder of the CCTV 
system they run, during the time of security breach and 
crime detected, is very important. Thus, providing IoT 
feature and alerts for a range of users of CCTV system is 
attained in this project. Failure to converse alerts and 
improve accuracy of detecting criminals through AI and 
image processing, can lead to major losses as an individual 
and as a particular company as well. For this general 
population can be an inconvenience to all-inclusive security 
of vital information and feelings of freedom for legitimate 
observation. In this paper, with the abilities and the 
inspiration, we created something for the small and medium 
sized businesses so that they keep track of their processes 
through a responsive surveillance, we made this application 
which will help individuals who are figuring out how to 
discuss better with their CCTV framework. Our visionary 
application vision is an application that leads a discussion 
through Image Processing. Even with all these features some 
features could not be implemented because of GPU issues. 
For example the live CCTV face mask detection could not be 
implemented as well as the live footage of car number 
detection. For future use we will be happy to work with 
better systems who has a better GPU so we can implement 
our live footage from CCTV face mask detection and number 
plate detection. 

We also did our best to increase our accuracy by using 
different techniques as much as possible like they previous 
at best accuracy was about 91% and we took it to 95% which 
is the current accuracy for future we will be using different 
variations and different techniques like Convo LSTM + CNN 
so we can increase our accuracy even more and take it to 
98% or even 99%. 
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