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Abstract - The availability of electronic devices and the
ubiquitousness of Internet services has made the
interaction between; persons, electronic devices and
persons and electronics devices inevitable. These
interactions may lead to the exchange and or comparison
of information. This paper has proposed privacy-
preserving protocols that will enable persons with set of
information communicate securely. The protocols in this
paper are secure against honest-but curious and
malicious attacks.
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1.INTRODUCTION

The availability of smartphones and the ubiquitousness
of Internet services and its application to every facet of
our lives has made privacy issues very important. Albeit,
the society is increasingly dependent on and at the same
time fearful of the availability of information. Data is
being shared between devices atincreasing rate. How do
two or more parties without mutual trust exchange or
compute the intersection between their sensitive
information? Itis in lieu of this that these protocols have
been proposed: a). the use of third parties [1]-[3]; b).
distributed technique [4], [5]; c). hybrid technique [6],
[5], [71-[12]

The need to exchange or compute of the
intersection of the information brings to the fore the
need for limited (privacy-preserving) sharing of
sensitive information. Among these limited sharing of
sensitive information protocols is the private set
intersection (PSI) techniques. PSI finds application in
scenarios where two parties wish to compute an
intersection of their respective sets of items without
revealing to each other any other information [13], [14]-
[16]

We are in the information age and hence, the
sharing of information is inevitable even though not
done willingly at times. Usually, one of the parties will be
seeking the information and the other maybe willing to
share the information or is compelled to. The execution
of the information sharing protocols such that, each of

the parties get to know only what s/he is supposed to
know is a problem in real world.

Such situation is encountered in aviation where the U.S.
Department of Homeland Security (DHS) maintains a
dynamic database of suspected terrorists (TWL: Terror
Watch List). For every flight, DHS must perform privacy
preserving set-intersection operation between its TWL
and the passenger flight manifest of the airline to know
if they have some names in common.

As a contribution to knowledge, this paper
seeks to propose protocols that will enable persons with
set of information exchange or find the intersection
between their sets. At the end of the protocol, each of the
parties get to know only what they are supposed to
know but nothing else. The protocols are secure against
honest-but curious and malicious attacks. The rest of the
paper are as follows: there is discussion on private set
intersection and zero-knowledge proofin sections 2 and
3 respectively; related works is in section 4; the
proposed protocol is in section 5 and the conclusion is in
section 6.

2. PRIVATE SET INTERSECTION (PSI)

How do two rival companies find the intersection of
their private set of information such that: (i). only the
intersection is known to each of them; (ii). apart from
the intersection that is known, no other information is
revealed. In such scenarios, PSI protocols and its
variants becomes important. PSI is a cryptographic
protocol that enables two parties, each with private set,
compute the intersection of their sets such that apart
from the intersection, no other information is revealed.
In PSI protocol, each of the parties has a set of items and
their aim is to compute the intersection of their sets
items without leaking any other information.

Let S, be the private set of company 4 and Sp

the private set of company B. Their wish is to jointly
compute the intersection of their private set such that

both companies A and B know only S4 N Sp but
nothing more. A problem with PSI is that the inputs
S, and Sp can be chosen arbitrarily by the entities in
the protocol [17], [18][13], [19], [20] [16], [21]-[23]
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In order to prevent a dishonest party from
inserting attributes s/he does not possess so as to know
more information about the other, the attributes are
certified/authorised. The use of authorized private set
intersection (APSI) and its variants [24] [16], [23], [14],
[15], [25] ensures that the attributes used by each party
is certified. Hence, in APSI protocols only certified
attributes are used. The certification of the attributes
prevents dishonest behaviour by any malicious party.

PSI with data transfer (PSI-DT) is a variant of
PSI. In PSI-DT, each item in the set has a database
attached to it. Another variant of PSI is PSI cardinality,
PSI-CA. In protocols using PSI-CA, only the magnitude of
the intersection rather than its content is revealed. A
variant of the PSI-CA is the authorised PSI-CA, where
client input must be authorised by a mutually trusted
authority.

The algorithms in PSI are setup and interaction.
In the setup, all the parameters in the protocol are
selected. In the interaction, there is protocol between the
client and server. At the end of the protocol, the client
obtains the output. Furthermore, APSI has three
components - client, server and (offline) CA involved.
APSI has three algorithms - setup, authorize and
interaction. In the setup, global/public parameters are
selected. Authorize allows the CA to issue authorizations
(signatures) for each of the attributes of the client. In the
interaction, the client obtains the intersection from the
protocol between the attributes of the client and server.

2.1 Security Properties

Correctness, server and client privacy, and server and
client unlinkability are the security requirements in PSI.
Correctness - a PSI is correct when at the end of the
protocol, the client outputs of the intersection between
the attributes of server and client. Also, correctness in
APSI entails a client outputting the intersection between
the authorized attributes of the server and client. In
server privacy, the client gets to know only the size of the
intersection. Also, in client privacy the server gets to
know only the size of the intersection. In both instances,
amalicious server or client gets to know nothing. Server
privacy in APSI entails the client getting to know only the
size of the intersection between the authorized
attributes of the server and client. Client unlinkability - a
malicious server cannot identify any two instances of
interaction are executed on the same inputs by the
client. Also, in server unlinkability, the same input by the
server cannot be distinguished by a client. [26]-[28].

3. ZERO-KNOWLEDGE PROOF (ZKP)

ZKP is a cryptographic protocol that enables one party
(prover) to prove the knowledge of an information
without disclosing it to the other party (verifier). Thatis

a ‘prover’ can prove the knowledge of certain
information to a ‘verifier’ without revealing the
information. ZKP was proposed by [29]. In ZKP,
properties such as; completeness, soundness, and zero-
knowledge must be satisfied. The completeness property
- a honest verifier will be convinced of the truth of a
statement by an honest prover. The soundness property -
except with some small probability, no cheating prover
can convince the honest verifier that a false statement is
true. The zero knowledge property states if the statement
is true, no cheating verifier learns anything other than
this fact [30], [31]-[36].

In ZKP, there is a verifier, V and a prover, P. A
proof system (P, V) for a function is zero knowledge if
for a verifier I there exists an efficient probabilistic
algorithm S* such that for every x such that f{x) = 1, the
following random variables are computationally
indistinguishable:

» The output of V* after interacting with P on input x.
¢ The output of S* on input x.

Hence, at the end of a zero-knowledge protocol the
verifier does not know anything thats/he could not have
known on his/her own.

4. RELATED WORKS

There was the application of Zero-knowledge in
password authentication [37]; a P2P authentication;
Diffie-Hellman key exchange; hash-based secure access
control for mobile RFID systems. In order to secure and
obtain mutual authentication between election
authorities and voters, zero-knowledge based Diffie-
Hellman key exchange algorithm was used, [38]. [39]
proposed a protocol that integrates zero knowledge and
Diffie-Hellman key exchange in order to authenticate
and preserve the privacy between a network and
persons trying to access it. [40] elucidates the uses of
ZKP systems applications such as blockchain, zk-
SNARKS, Zcash cryptocurrency.

In [14] there was the proposition of efficient
protocols for private set intersection (PSI and APSI).
They further postulated that, the choice between the
usage of PSI or APSI depends on whether there is the
need authorization and/or unlinkability. [41] proposed
PSI protocols that has time and communication
complexity which is linear to the size of the input sets.
This protocol enables sampling from the intersection.
[25] proposed PSI and authorized PSI (APSI) protocols
that are secure in the malicious model under standard
cryptographic assumptions. Their protocols have both
linear communication and computational complexities.
[15] designed an efficient cryptographic protocol for
PSI-CA. Their protocol shows the size of the intersection
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set only and it is secure in the presence of both semi-
honest and malicious adversaries.

5. THE PROTOCOL

This protocol helps users find similarity between two
documents or the intersection between two sets of attributes.
In the first part of the protocol, the initiator (company A)
initiates the protocol to check the similarities between
his/her documents and that of company B. If the initiator
observes that there are enough common attributes between
the two documents, then then proceed to exchange the
common attributes.

This matchmaking protocol is based on variant of
[15], [25]. In these protocols, to prevent malicious
participants from manipulating the input set, APSI protocol
is adopted so that all the input sets will be authorised. The
input set of each member in the protocol is authorised by a
mutually trusted certification authority, CA. The CA
authenticates the attributes in the input set but does not take
part in the protocol.

Algorithm 1 is a variant of [15]. This proposed
APSI-CA protocol is secure against a malicious sever and
semi-honest client. Let company A initiate the protocol to
find the similarity between the document of company B.

Assume company A hasinput A = {ay, ..., a, }, whichis
certified by the certification authority by issuing
o; = H(a;)®.  Hence, the input  becomes
{(ay,07),(a,,0,), ..., (a, 06,)}. Let the input of
company B be, B = {by, b,, ..., b,} the certification
authority issues t; = H(b;)%, and after authentication,
the input becomes {(by, p11), (b, f13), -, (by, iy )}. A
random number R, <« ZN/z is chosen by company A.

Company A calculates @; = (0;)?R4, and broadcasts
{a, ay, ..., a,}. Company B on receiving
{a;, ay, ..., a,} computes, returns
{ta:;l, ...,ta;v} and {mb4, ... , mb,, } to company A.
Company A computes tbj and further computes the
absolute intersection
|{ta:;1, ...,ta;v} N {mby,. ..,mb,}|. The absolute

intersection computed enables company A know the upper
limit of the number of attributes the document has in
common with company B. A sufficient upper limit of
common attributes with company B leads to the quest to
know what those attributes are. The two companies execute
Algorithm 2 to know the actual attributes they have in
common.

Algorithm 2 is also a variant of [42]. This enables
the companies to know the attributes they have in common.

Company A computes M;, N; and
m= ZK{Rp;,i = 1,..,v| M{*/N? = (g°/g')*"a}
and sends to company B. There is the use of zero
knowledge proof between the companies to verify 1. The
inability of company A to prove to company B the validity
of 7T terminates the protocol. When 7t is valid, company B

computes and sends Z, [M;},{ng} and
n' = ZK{Rg|Z = g**Rs,Vi,M! = (M;)?**Fz} to
company A.

Using zero knowledge proofs, company B shows
company A the validity of 7r’. However, the protocol is
terminated on the inability of company B to prove the
validity of . Company A computes
T,; = H,(Ky;, ha;, a;)andsendstocompany B.Both
compute and output
I; € A N Bifthere exitsi,j suchthatTy; = Ty

. The intersection ; enables them know the attributes they
have in common. In order to make sure no one cheated, they
send I; to the certification authority, CA. The CA passes the

J

protocol as successful if the verification of I; from each of
them is the same.

5.1 Security

The CA in this matchmaking protocol does not take part in
it. The CA certifies the attributes used and monitors the
protocol hence monitoring the protocol against cheating.
Inputting security parameter k enables the CA to compute

the RSA modulus N =pq where
p=2p + 1,q =2q" + 1andpicksrandomelements
g and g’ suchthat{(—1)*{(g) = (-1)*(g) =
z

.Assume (e, d) are the RSA exponents: where e is a small
prime,

d = e Ymod @(N) and g is a generator of QRy.
The (p, q, d) are the secret keys of the CA and the public
parameters are (N, e,g,9, HH , H( ) Hy( ))
The CA also finds hash functions such that,
H:{0,1}" —» Zy,H":{0,1}" —
{0, 1}"‘,H1:{0, 1} —» Zy and Hy: Zy * Zy *
{0,1} — {0, 1}~
The CA certifies the input attributes by computing:
certified input element =
H(input element)?mod N.

The security of algorithms in this protocol
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evaluated based on these parameters: Correctness, privacy
and efficiency. Correctness — company A possesses

(a;, 0;) and company B, (bj, ,uj). If: (1) for genuine a;
the CA signature on a; and (2) a; = bj hence,
ha; = hb;, and
ta;, = H'((g;)*°F4Re) = H'((ha;)?Rafe) = tb;.

Privacy — at the end of the protocol, both learn the size of
the intersection whilst an adversary learns nothing.
Efficiency — the protocol in this paper incurs linear
computation and communication complexity for both

parties. Client performs O(w) modular exponentiations
and server does O (w + 17) modular exponentiations.

Also, algorithm 2 [42] is secure in a malicious
model in ROM under the RSA and DDH assumptions. With
the hardness of RSA and DDH problems, and T, ' are
zero-knowledge proofs, hence the protocol is a secure
computation in ROM. The protocols in this paper is secure
against semi-honest attacks. Furthermore, the protocol is
secure against be external attacks. As an added security, the
protocol is symmetric hence the output of the protocol is
known by companies A and B simultaneously.

6. CONCLUSIONS

The use of smartphones and popularity of mobile social
networks is on the ascendency. It has become
imperative for practical and secured protocols that will
enable users to interact effectively. This protocol uses
certified sets and zero knowledge proofs that enables
users to adequately find similarities between documents
or attributes without leaking any private information.
The certification of the private sets helps to reduce
honest-but curious behaviours from the protocol users.
On the other hand, the use of zero-knowledge helps the
preservation of the secrecy of the private set of
attributes during the protocol. Hence, this protocol can
help users to find similarities between their documents
or attributes without leaking any other information.
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